From: 

Sent: 

To: 

Cc: 

Subject: 

Attachments: 



Categories: 




anuary 09, 2012 3:29 PM 



ct Review; OGC_ESJNTEL; 




IIRSubmission 

RE; Please Review DT 686889A USPER RTP KOM.doc 

DT 686889A USPER RTP KOM (CRCL).doc 

Purple Category 



CLASSIFICATION: 
CAVEATS : TOUO 
TERMS: NONE 




IFIEP 






(U/r0U0) CRCL concurs with PRIV and also has further comments/suggested edits attached 




Best regards j 




Original Message 

From: Mathews t John S 
Sent: Monday, J 




On Behalf Of Priv Review 

09 , 2012 1:00 PM 
CRCL 





ct Review; Priv Review; 06C ES INTEL; 




Cc: IIRSubmission 

Subject: RE: Please Review DT 686889A USPER RTP 

CLASSIFICATION : UNCLASSIFIED 
CAVEATS : 




• doc 




TERMS: NONE 





3ohn Scott Mathews, CIPP 

Senior Privacy Analyst for Intelligence 



l 



DHS Privac 
Pager: 
Unclass: 7 




Original Message 



From: 

Sent: Monday , 3anuary 69, 2012 9:51 AM 



To: CRCL Product Review; Pnv Review; OGC_ES_INTEL; 




Cc: IIRSubmission 



Subject: Please Review DT 686889A USPER RTP KOM.doc 



CLASSIFICATION: UNLLASSlUbl) 

caveats: rouo 

TERMS: NONE 






CLASSIFICATION W/O ATCH: UNCLASSIFIED 

CAVEATS W/O ATCH : TOtJe- 
TERMS W/O ATCH: NONE 



CLASSIFICATION: UNCLASS 

CAVEATS :-F0U6- 
TERMS: NONE 




CLASSIFICATION W/O ATCH: 




CAVEATS W/O ATCH: FOUO 
TERMS W/O ATCH: NONE 



CLASSIFICATION: 
CAVEATS: FOUO 
TERMS: NONE 




CLASSIFICATION W/O 
CAVEATS W/O ATCH 
TERMS W/O ATCH: 





FOUQ 




SiriED 



CLASSIFICATION: 
CAVEATS: FOUO 




TERMS: NONE 



2 




From: 

Sent: 

To: 

Cc: 

Subject: 

Categories 



12.2012 11:42 AM 




IIRSubmission; 
RE; Please 



CRCL Product Review; Priv Review 



Review 



PER RTP KOM.doc 



* 




CLASSIFICATION: 

CAVEATS : "FOOD- 
TERMS: NONE 





Thanks for sharing the additional source information that supports the original language at 
the end of paragraph 3. With all other previous requested changes met and limited 
distribution CRCL clears. 



Regards! 




~ ---Ori 



e — 




11, 2012 12:10 PM 



F rom : 

Sent: Wednesda 

To: 

Cc: IIRSubmi 

Subject: RE: Please Review DT 686889A USPER RTP KOM.doc 




CLASSIFICATION: 
CAVEATS S F OUO - 
TERMS: NONE 





V 



Thanks 



Oriei 



e 




F rom : 

Sen t: Wednesday, Jan uary 11, 2012 12:06 PM 

To: (©ESIHIHHH | CRCL Product Review; Priv Review; 06C_ES_INTEL 

Mathews, John S 

Cc: IIRSubmission; 

Subject: RE: Please Review DT 686889A USPER RTP KOM.doc 



/ 










CLASSIFICATION 




CAVEATS : -fm& 
TERMS: NONE 



(b) (6) 




1 



(FQUO) With these edits and with limited distribution to IC only, CRCL clears 
Thanks 



Regards j 




nal Mes 




From: 

Sent: Wednesday, January 11, 2012 10:20 AM 

To: CRCL Product Review; Priv Review; OGC_ES_INTEL; 

Mathews, Dohn S 

Cc: lIRSu 








ssion; 

Subject: RE: Please Review DT 686889A USPER RTP KOM 





CLASSIFICATION: 
CAVEATS : - r OUO - 

TERMS: NONE 




Oversight offices: Please see the author's comments below in answer to your questions 
concerni ng IIR D T 686889A. Additionally, the latest draft of this IIR is attached. Thank 

you. 





Original Message 



From: 

Sent: Tuesda 



Janua 



2012 3:12 PM 




4 




Cc: IIRSubmission] 
Subject: FW: Please Review 




DT 686889A USPER RTP KOM.doc 









CLASSIFICATION: 
CAVEATS : 





TERMS: NONE 




2 



Please review and address the Privacy and CRCL concerns i 
attached IIR modifications. 




ing clarification in the 




dlQ] is that something we can handle locally $ or with the HOTR program office? 
Thank you. 




DHS/I&A/CRD-RB 



(Richmond STE) 




Original Message 

From: OGC ES INTEL 



Sent: Monda 




Danuarv 09. 2012 2:14 PM 




CRCL Product Review; Priv Review; OGC ES INTEL 



Cc: IIRSubmission 

Subject: RE: Please Review DT 686889A USPER RTP KOM.doc 



CLASSIFICATION: 
CAVEATS: TOUO/LCS - 
TERMS: NONE 




OGC agrees with 10 



From: 




Sent: Monda 




January 09, 2012 1:59 PM 

CRCL Product Review; Priv Review; OGC ES INTEL; 




Cc : IIRSubmission 

Subject: RE: Please Review OT 686889A USPER RTP KOM.doc 



CLASSIFICATION: UNCLASSIFIED 

CAVEATS: les 
TERMS: NONE 







1 Mes 



e 



Ori 

From: 

Sent: Monday, January m> 2012 3:29 PM 




3 



To: Priv Review 




CRCL Product Review; OGC_ES_INTEL; 




Cc: IIRSubmission 

Subject: RE: Please Review DT 686889A USPER RTP KOM.doc 

CLASSIFICATION: UNCLASSIFIED 




: -FOt» 






TERMS: NONE 




With 




Best regards j 




— --Original 
From: Mathews 



Sent: Monda 



Message 
Dohn S 




On Behalf Of Priv Review 

09 , 2012 1:00 PM 

CRCL Product Review; Priv Review; OGC_ES_INTEL; 





Cc: IIRSubmission 

Subject: RE: Please Review DT 686889A USPER RTP KOM.doc 



CLASSIFICATION: UNCLASSIFIED 

CAVEATS: FOUO 
TERMS: NONE 




Scott 

Dohn Scott Mathews, CIPP 
Senior Privacy 
DHS Privacv Oftice 




st for Intelligence 



Pager: 

Unclass: 



CLASSIFICATION W/O ATCH: UNLLASSlhlkU 
CAVEATS W/O ATCH : -few 

TERMS W/O ATCH: NONE 



4 



CLASSIFICATION: 
CAVEATS : 





■ 1*1* 



TERMS: NONE 



CLASSIFICATION: 
CAVEATS : FOUO 
TERMS: NONE 




CLASSIFICATION W/O ATCH: 
CAVEATS W/O ATCH: FTJB6 
TERMS W/O ATCH: NONE 




CLASSIFICATION: 
CAVEATS : TOUO 





• 




CLASSIFICATION W/O ATCH: UNCLAGGiriCD 
CAVEATS W/O ATCH:-F9W0. 
TERMS W/O ATCH: NONE 



CLASSIFICATION 
CAVEATS : 
TERMS: NONE 







CAVEATS :-fGM- 
TERMS: NONE 



CLASSIFICATION : UNCLASSIFIED 



CAVEATS: - fOUO 
TERMS: NONE 



5 



From: 

Sent: 

To: 

ect: 
Attachments: 





09,2012 12:43 PM 



FW; Please Review DT 686889A USPER RTP KOM 
DT686889A USPER RTP KOM doc 




CLASSIFICATION: 




CAVEATS : FOUO 
TERMS: NONE 



Hi 




I would love a second set of eyes on this one. Can you take a look and 
discuss after you have reviewed? 




aps we can 



— Ori 



■ _ « 



1 Mes 




e 



From: 

Sent: Monday, January 09, 




9:51 AM 



To: CRCL Product Review; Priv Review; OGC_E5_INTEL; 






Cc: IIRSubmission 

Subject: Please Review DT 686889A USPER RTP KOM. doc 



CLASSIFICATION: 
CAVEATS : -FOtfQr- 

TERMS: NONE 




CLASSIFICATION W/0 ATCH: 
CAVEATS W/O ATCH: TOtJO 
TERMS W/O ATCH: NONE 




CLASSIFICATION: 
CAVEATS : 





TERMS: NONE 



CLASSIFICATION W/O ATCH: UNCLASSIFIED 
CAVEATS W/O ATCH: FOUO/LES 
TERMS W/O ATCH: 
CLASSIFICATION: U N CLASSIFIED 

CAVEATS : " FOUO - 
TERMS: NONE 



1 





Attachments: 




09. 2012 3:12 PM 



RE: Please Review DT 686889A USPER RTP KOM doc 
DT 686889A USPER RTP KOM (CRCL).doc 



CLASSIFICATION: B U LLAE It 1LU- 
CAVEATS : FOUO 
TERMS: NONE 



(U/rouo) I do have some concerns- Please see the attached. 




Original Mess 

From: 

Sen t: Monday, Januar y 89, 2912 12:43 PM 
To: 

Subject: FW: Please Review DT 686889A USPER RTP KOM 




II 



c 



CLASSIFICATION 
CAVEATS : rQUO 
TERMS: NONE 




Hi 




I would love a second set of eyes on this one. Can you take a look and perhaps we can 
discuss after you have reviewed? 






1 Me 




e 



~ Ori 

From: 

Sent: Monday , January 09, 2012 9:51 AM 

To: CRCL Pr oduct Review; Priv Review; OGC_ES_INTEL; 






Cc: IIRSubmission 

Subject: Please Review DT 6868S9A USPER RTP KOM. doc 



CLASSIFICATION: 
CAVEATS : TOUCT 
TERMS: NONE 




CLASSIFICATION W/O 
CAVEATS W/O ATCH: 
TERMS W/O ATCH: 





UNCLA 



S5£F 





CLASSIFICATION: UNCLASSI 
CAVEATS : TOt»- 
TERMS: NONE 




CLASSIFICATION W/O ATCH: UNCLASSIFIED 
CAVEATS W/O ATCH : FOUO/LES 
TERMS W/O ATCH: 



1 



CLASSIFICATION: 

CAVEATS . "■ TOUO 
TERMS: NONE 




CLASSIFICATION W/O ATCH: UNLLASblUfcU 
CAVEATS W/O ATCH: 




TERMS W/O ATCH: NONE 



CLASSIFICATION 
CAVEATS: TOUO 
TERMS: NONE 




2 



From: 

Sent: 

To: 

Cc: 

Subject: 



Wednesday, October 12, 201 1 9:01 AM 



eporting on UWS? 




Have we started to see products for CRCL review related to the protests? This news story portends an escalation that 
could lead to reporting... 



http://paiamasmedia.com/tatler/2011/10/ll/occupv-l-a-speaker-violence-will-be-necessary-to-achieve-our-goals/ 



b (6) 




ovember 04, 201 1 1 :47 PM 






I received an email from 




at FPS regarding out phone conversation yesterday 



afternoon. He provided the email below for our review and consideration. The drafted email is 
a summary of our conversation and recommended way ahead that he intends to send to senior 
leadership. I have reviewed the email and recommend we concur with his email draft. Please 
advise on whether you agree with my recommendation. 



Thank you., 





Office 
Cell: 



From: 



Original Message 





Sent: Friday, November 04, 2011 8:35 AM 
To: 




Subject: FPS 




Good morning. Thank you for your assistance late yesterday. Below is a message that I have 
drafted and intend to send to my senior leadership regarding what we discussed yesterday. I 
would appreciate you quick review to make sure I am not unfairly characterizing our 
conversation and to make sure I'm leaving out any salient points. 



Thanks, 




Division Director 

Threat Management Division 

Federal Protective Service 





From: 
Sent: 
To: 
Subject: 




ovember 04, 201 1 3:06 PM 



Great, thank you I'll send the reply and CC you. 




Office: 
Cell: 



From: 



Original Message 




Sent: Friday, November 04, 2011 3:06 PM 

To: 

Cc: 

Subject: RE: FPS 





I agree; I'm okay with this. 



From: 



Original Message 




Sent: Friday, November 04, 2011 1:47 PM 

To: 

Cc: 

Subject: FW: FPS 






I received an email from 




at FPS regarding out phone conversation yesterday 



afternoon. He provided the email below for our review and consideration. The drafted email is 
a summary of our conversation and recommended way ahead that he intends to send to senior 
leadership. I have reviewed the email and recommend we concur with his email draft. Please 
advise on whether you agree with my recommendation. 



Thank you, 





Office 
Cell: 



From: 



Original Message 





Sent: Friday, November 04, 2011 8:35 AM 
To: 




Subject: FPS 




Good morning. Thank you for your assistance late yesterday. Below is a message that I have 
drafted and intend to send to my senior leadership regarding what we discussed yesterday. I 
would appreciate you quick review to make sure I am not unfairly characterizing our 
conversation and to make sure I'm leaving out any salient points. 



Thanks, 




Division Director 

Threat Management Division 

Federal Protective Service 






hriday, November 04, 201 1 3:06 PM 




I agree; I'm okay with this. 



From: 



Original Message 




Sent: Friday, November 04, 2011 1:47 PM 
To: 






I received an email from 




at FPS regarding out phone conversation yesterday 



afternoon. He provided the email below for our review and consideration. The drafted email is 
a summary of our conversation and recommended way ahead that he intends to send to senior 
leadership. I have reviewed the email and recommend we concur with his email draft. Please 
advise on whether you agree with my recommendation. 



Thank you, 





Office: 
Cell: 



From: 



Original Message 





Sent: Friday, November 04, 2011 8:35 AM 
To: 




Subject: FPS 




Good morning. Thank you for your assistance late yesterday. Below is a message that I have 
drafted and intend to send to my senior leadership regarding what we discussed yesterday. I 
would appreciate you quick review to make sure I am not unfairly characterizing our 
conversation and to make sure I'm leaving out any salient points. 



Thanks, 




Division Director 

Threat Management Division 

Federal Protective Service 




From: 

Sent: 

To: 

Cc: 

Subject: 



nda 



ovember 04, 201 1 4:09 PM 



(t» (6) 



RETFFS 




Thank for reaching out to CRCL to discuss this issue. You have accurately characterized our 
conversation and the recommendations CRCL put forth. We agree with your recommended approach 
and look forward to continuing to work with you on this issue. 

Thank you and have a great weekend, 





Office: 
Cell: 



From: 



Original Message 





Sent: Friday, November 04, 2011 8:35 AM 
To: 




Subject: FPS 




Good morning. Thank you for your assistance late yesterday. Below is a message that I have 
drafted and intend to send to my senior leadership regarding what we discussed yesterday. I 
would appreciate you quick review to make sure I am not unfairly characterizing our 
conversation and to make sure I'm leaving out any salient points. 



Thanks, 




Division Director 

Threat Management Division 

Federal Protective Service 





From: 

Sent: 

To: 

Subject: 

Attachments: 



ednesday, November 09, 201 1 5:1 PM 

rotest Activity Guidance (FPS) 
Occupy Guidance. docx 



(b) (6) 



Can we talk about this tomorrow? Shall I forward to the rest of the team for their consideration? 





From: 

Sent: Wednesday, November 09, 2011 3:16 PM 

To: 

Cc: 

Subject: Protest Activity Guidance (FPS) 





Good afternoon. I am requesting CRCL vetting of the attached document. FPS would like to send this guidance to our 1 1 
regional field offices. In addition, the last page outlines the data we would like to have the regional field offices collect and 
report to HQ so that the Director has situational awareness of any public safety issues affecting federal facilities. 

Thanks, 



(b) (6) 



From: 
Sent: 
To: 
Subject: 



Wednesday, November 09, 201 1 5:22 PM 




ctivity Guidance (FPS) 



Yes, happy to chat. Let's discuss tomorrow before you send it anywhere 




From: 

Sent: Wednesday, November 09, 2011 5:10 PM 

To: 




Subject: FW: Protest Activity Guidance (FPS) 



(b) (6) 



Can we talk about this tomorrow? Shall I forward to the rest of the team for their consideration? 





From: 

Sent: Wednesday, November 09, 2011 3:16 PM 

To: 

Cc: 

Subject: Protest Activity Guidance (FPS) 





Good afternoon. I am requesting CRCL vetting of the attached document. FPS would like to send this guidance to our 1 1 
regional field offices. In addition, the last page outlines the data we would like to have the regional field offices collect and 
report to HQ so that the Director has situational awareness of any public safety issues affecting federal facilities. 

Thanks, 



(b) (6) 



From: 

Sent: 

To: 

Cc: 

Subject: 

Attachments: 



ursday, November 1 0, 201 1 5:07 PM 



(t» (6) 



RE: Protest Activity Guidance 
Occupy Guidance_CRCL.docx 



3 (PPS) 




Thank you for giving CRCL the opportunity to review the Protest Activity Guidance. We have reviewed the guidance and 
offered some line edits that seek to further protect civil rights and civil liberties. In addition, we offered a few minor 
format suggestions for your consideration. Please feel free to call me to discuss. Have a great weekend, 





(b) (6) 



Off i ce: ii« 

Cell: 




b 6 




From: 

Sent: Wednesday, November 09, 2011 3:16 PM 

To: 

Cc: 

Subject: Protest Activity Guidance (FPS) 





Good afternoon. I am requesting CRCL vetting of the attached document. FPS would like to send this guidance to our 1 1 
regional field offices. In addition, the last page outlines the data we would like to have the regional field offices collect and 
report to HQ so that the Director has situational awareness of any public safety issues affecting federal facilities. 

Thanks, 



(b) (6) 



From: 

Sent: 

To: 

Cc: 

Subject: 



Wednesday, November 16. 201 1 4:59 PM 



(t» (6) 



Kb: hHS Arrest 





ccupy 



Thanks 




From: 



Original Message 




Sent: Wednesday, November 16, 2011 4:52 PM 
To: 




Subject: FPS Arrest At Portland Occupy 



http : //www . google ♦ com/m/url?client=saf ari&ei=Yy7ETvjpI6PdlgeCeg&gl=us&hl=en&q=http : //www. exam 
iner.com/top-news-in-minneapolis/dhs-s-federal-protective-services-seen-at-portland-occupy- 
arrests&source=mog&tbm=nws&ved=QCB40qQIwA0&usg=AF0iCNGAUQSbeEQNsb 5kPHE3TUAmTrGeA 



From: 

Sent: 

To: 

Cc: 

Subject: 

Attachments: 



Monday, November 21 , 201 1 11 :57 AM 



: Protest Activity Guidance (FPS) 
Occupy Guidance_CRCL.docx 



DELIBERATIVE, 




As discussed wit 



(b) (6) 



, here is some of the guidance we have provided to FPS. 



V/R, 





Off i ce: [i« 

Cell: 




(b) (6) 




From: 

Sent: Thursday, November 10, 2011 5:07 PM 

To: 

Cc: 

Subject: RE: Protest Activity Guidance (FPS) 






Thank you for giving CRCL the opportunity to review the Protest Activity Guidance. We have reviewed the guidance and 
offered some line edits that seek to further protect civil rights and civil liberties. In addition, we offered a few minor 
format suggestions for your consideration. Please feel free to call me to discuss. Have a great weekend, 





(b) 6 



Office: 
Cell: 




b 6 




From: 

Sent: Wednesday, November 09, 2011 3:16 PM 

To: 

Cc: 

Subject: Protest Activity Guidance (FPS) 





Good afternoon. I am requesting CRCL vetting of the attached document. FPS would like to send this guidance to our 1 1 
regional field offices. In addition, the last page outlines the data we would like to have the regional field offices collect and 
report to HQ so that the Director has situational awareness of any public safety issues affecting federal facilities. 



Thanks, 



(b) (6) 



Kroloff, Noah 



From: 

Sent: 

To: 

Cc: 

Subject: 



Kroloff, Noah 

Sunday, January 01, 2 012 8:06 PM 

Shlossman, Amy; Sandweg, John 



(b) (6), (b) (7)(C) 
"(b) (6), (b) (7)(C) 



Re: Update #2 Protest - FW: Occupy movement protest at PDN 



Muchas eracias 



From: 



(b) (6), (b) (7)(C) 



Sent: Sunday, January 01, 2012 08:03 PM 

To: Kroloff, Noah; Shlossman, Amy; Sandweg, John 

Cc: 



(b) (6), (b) 7 C 



Subject: Fw: Update #2 Protest - FW: Occupy movement protest at PDN 



Occupy Movement" protest near Paso Del Norte port of entry in El Paso this afternoon (approx 80 protestors); no impact 
to traffic or operations; protest has concluded. 



From: AGUILAR, DAVID V 
To: MCALEENAN, KEVIN K.; 
Cc: WINKOWSKI, THOMAS 
Sent: Sun Jan 01 19:56:50 2012 



(b) (6), (b) (7)(C) 



Subject: Re: Update #2 Protest - FW: Occupy movement protest at PDN 

10-4. 



(b) (6), (b) (7)(C 



Update DHS 
David 




Noah and Amy 



■tW*NMM 



From: MCALEENAN, KEVIN K. 
To: CI BULLETS 

Sent: Sun Jan 01 19:34:02 2012 

Subject: Re: Update #2 Protest - FW: Occupy movement protest at PDN 

Protest now over without incident. 



From : MCALEENAN, KEVIN K. 

To: CI BULLETS 

Sent: Sun Jan 01 19:21:38 2012 

Subject: Fw: Update #2 Protest - FW: Occupy movement protest at PDN 

FYSA, we are monitoring a minor "occupy movement" protest near Paso del Norte. No impact to traffic or 
this time. We will provide updates as appropriate. 




mmm 



From: BALDWIN, JEFFREY O 
To: MCALEENAN, KEVIN K. 

Cc: 



(b) (6), (b) (7)(C) 



1 



Sent: Sun Jan 01 18:30:21 2012 

Subject: Fw: Update #2 Protest - FW: Occupy movement protest at PDN 

FYSA. 



From: HINOJOSA, ANA 

To: 



(b) (6), (b) (7)1 
(b) (6), (b) (7)(C) 



Cc: 

Sent: Sun Jan 01 18:03:19 2012 



BALDWIN, JEFFREY O 



Subject: Fw: Update #2 Protest - FW: Occupy movement protest at PDN 

FYI. We will send in more detailed information as it becomes available concerning the protest north of PDN, which is not 
impacting operations.. .yet. 



(b) (6), (b) (7)(C) 



From 

To: HINOJOSA, ANA 

Sent: Sun Jan 01 17:51:15 2012 



Subject: Fw: Update #2 Protest - FW: Occupy movement protest at PDN 



(b) (6), (b) (7)(C) 



Asst Port Director 
El Paso Texas 



(b) (6), (b) (7)(C) 



From: 
To: 



(b) (6), (b) (7)(C) , 



(b) (6), (b)J7)(C) | |(b) (6), (b) (7)(C) 

(b,(6Ub,(7,(C, f(b) (6), (b) (7)(C) Kb) (6), (b) ( 



b 6 , b 7 C 





Ib,(6Ub,,7,(C, f(b) (6), (b) (7)(C) fl(b) (6), (b) (7)(C) 
"(b) (6), (b) (7)(C) lb) (6), (b) (7)(C) 1(b) (6), (I 



|b) (6), (b) (7)(C) 1(b) (6), (b) (7)(C) ff( b) (6), (b) (7)(C) 



J(b) (6), (b) (7)(C)f(b) (6 ), (b) (_7)(C) K b) (6), (b) (7)(C)f(b) (6), ( b) (7)(C) 

(b) (6), (b) (7)(C) 



(b) (6), (b) (7)(C) fb) (6), (b) (7)(C) |(b) (6), (b) (7)(C)l(b) (6), (b) (7)(C) 
( , .a,, w ™c,| (b) (6)j (b) (7)(C) j (b) (6)> (b) (7 )(C)f b) (6), (b) (7)(C) 1(b) (6), (b) (7)(C) fb) (6), (b) (7)(C) 

[(b) (6), (b) (7)(C) J(b) (6), (b) (7)(C) lb) (6), (b) (7)(C)f(b) (6), (b) (7)(C) 1(b) (6), (b) (7)(C) 



Sent: Sun Jan 01 17:46:00 2012 



Subject: Update #2 Protest - FW: Occupy movement protest at PDN 

•m 

01/01/2012 -15:45 Hours 



Protesters have grown to about 80 persons 
Not disruptive, not blocking trarffic 
Security Guards monitoring crowd 



From: 



(b) (6), (b) (7)(C) 



Sent: Sunday, January 01, 2012 3:20 PM 
To: 



(b) (6), (b) (7)(C) 



Subject: Occupy movement protest at PDN 



t 



rn 



Importance: High 



flgh 



I 



WC 



(b) (6), (b) (7)(C) 



2 



• 



Attached Is the articule from the EI Paso Times. 

We can only see about 5 individuals holding up home 

El Paso and Sixth st. 




signs and passing out flyers at the corner of 



Traffic has not been effected up to this point and the demonstrators have not attempted to enter the 
POE r s footprint 



(b) (6), (b) (7)(C) 



Chief CBP Officer 

U.S. Customs and Border Protection 



Port of El Paso, Texas 

Paso Del Norte Inspection Station 

1 000 South El Paso Street 
El Paso. Texas 79901 

Office 

BB 



(b) (6), (b) (7)(C) 




This communication may contain confidential and sensitive U.S. Government information, and is FOR OFFICIAL USE ONLY. It 
is not for release, review, retransmission, dissemination, or use by anyone other than the intended recipient. Please notify the sender 
this e-mail has been misdirected and immediately destroy all originals and copies of the original. Any disclosure of this document 
must be approved by the Office of Field Operations, El Paso Field Office. U.S, Customs and Border Protection, Department of 
1 Jomeland Security 



if 



3 



de Vallance, Brian 



From: 
Sent: 
To: 
Subject: 



Quijas, Louis 

Wednesday, December 21, 2011 2:14 PM 

de Vallance, Brian; Frome, Stu 

RE: 'Anonymous'-Linked Hackers Expose Personal Information Of Thousands Of American 

Police Officers, Family-Values Advocates--MMC IOI #7082-1 1 



Thanks for the info. Lou 



Louis F. Quijas 

Assistant Secretary 

Office for State and Local Law Enforcement 

United States Department of Homeland Security 

[gfg^^HfTelephone 




1 >i> *»ti 



From: de Vallance, Brian 

Sent: Wednesday, December 21, 2011 2:11 PM 

To: Quijas, Louis; Frome, Stu 

Subject: FYI: 'Anonymous'-Linked Hackers Expose Personal Information Of Thousands Of American Police Officers, 

Family-Values Advocates--MMC IOI #7082-11 



Fyi. 




From: NOC Media Monitor in 

Sent: Wednesday, December 21, 2011 01:46 PM 

To: Undisclosed recipients Undisclosed recipients:;> 

Subject: 'Anonymous'-Linked Hackers Expose Personal Information Of Thousands Of American Police Officers, Family 

Values Advocates-MMC IOI #7082-11 



Location: United States 

Computer hackers are avenging the Occupy movement by exposing the personal information of police officers 
who evicted protesters and are threatening family-values advocates who led a boycott of an American Muslim 
television show. 



In three Internet postings last week, hackers from the loose online coalition called Anonymous published the 
personal information of thousands of law enforcement officers all over the country. 



One hacker posted the email and physical addresses, phone numbers and encrypted passwords of more than 
2,400 police officers and corporate security executives. The targeted police officers and security personnel were 
members of the Coalition of Law Enforcement and Retail (CLEAR), a nonprofit group that promotes 
cooperation between local police forces and retail corporations throughout the United States. 



l 



Another hacker struck the website of the Florida Family Association. In an Internet posting, he told the family 
association he was reading its email, and he published email addresses and partial credit-card information of 
two dozen or so of the group's supporters. 

A third hacker posted 18,000 emails, names and passwords of customers from Specialforces.com, a website that 
sells military-style clothing and weapon accessories. A brief review suggested that many of the customers might 
be police officers or military personnel and identifiable as such by their emails. 



Traditional Media Sources (some page content may 
- Washington Times 



— huo://www Avashingiontimes.com. new 






ge or not be available over time): 



ers» post -cops-personal -data-online 




Operations Analyst 

DHS NOC Media Monitoring 

Phone: 

Ceil: 
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Sandweg, John 




From: 

Sent: 

To: 

Cc: 

Subject: 



Kroloff, Noah 

Sunday , January 01, 2012 8:06 PM 

Shlossman, Amy; Sandweg, John 



(b) (6), (b) (7)(C) 
(b) (6), (b) (7)(C) 



Re: Update #2 Protest - FW: Occupy movement protest at PDN 



Muchas gracias 



From 



(b) (6), (b) (7)(C) 



Sent: Sunday, January 01, 2012 08:03 PM 

To: Kroloff, Noah; Shlossman, Amy; Sandweg, John 

Cc: 



(b) (6), (b) (7)(C) 



Subject: Fw: Update #2 Protest - FW: Occupy movement protest at PDN 



"Occupy Movement" protest near Paso Del Norte 
to traffic or operations; protest has concluded. 




of entry in El Paso this afternoon (approx 80 




ors); no impact 



From: AGUILAR, DAVID V 
To: MCALEENAN, KEVIN K.; 
Cc: WINKOWSKI, THOMAS 
Sent: Sun Jan 01 19:56:50 2012 



(b) (6), (b) (7)(C) 



Subject: Re: Update #2 Protest - FW: Occupy movement protest at PDN 




(b) (6), (b) (7)(C; 



Update DHS through Noah and Amy. 



David 



From: MCALEENAN, KEVIN K. 

To: CI BULLETS 

Sent: Sun Jan 01 19:34:02 2012 

Subject: Re: Update #2 Protest - FW: Occupy movement protest at PDN 

Protest now over without incident. 



MM 



•••IP 



From: MCALEENAN, KEVIN K. 

To: CI BULLETS 

Sent: Sun Jan 01 19:21:38 2012 

Subject: Fw: Update #2 Protest - FW: Occupy movement protest at PDN 

FYSA, we are monitoring a minor "occupy movement" protest near Paso del Norte. No impact to traffic or operations at 
this time. We will provide updates as appropriate. 



From: BALDWIN, JEFFREY O 
To: MCALEENAN, KEVIN K. 

Cc: 



(b) (6), (b) (7)(C) 



Sent: Sun Jan 01 18:30:21 2012 

Subject: Fw: Update #2 Protest - FW: Occupy movement protest at PDN 

FYSA. 



From: HINOJOSA, ANA 
To: 



(b) (6), (b) (7)(C) 



(b) (6), (b) (7)(C) 



Sent: Sun Jan 01 18:03:19 2012 



BALDWIN, JEFFREY O 






Subject: Fw: Update #2 Protest - FW: Occupy movement protest at PDN 

FYI. We will send in more detailed information as it becomes available concerning the protest north of PDN t which is not 
impacting operations... yet. 



From: 



(b) (6), (b) (7)(C) 



To: HINOJOSA, ANA 

Sent: Sun Jan 01 17:51:15 2012 

Subject: Fw: Update #2 Protest - FW: Occupy movement protest at PDN 



(b) (6), (b) (7)(C) 



Asst Port Director 
El Paso Texas 



(b) (6), (b) (7)(C) 



From: 



(b) (6), (b) (7)(C) 



(b) (6), (b) (7)(C) 



(b) (6), (b) 7 C 1(b) (6), (b) 7 C 



)(7)(C) 1(b) (6), (b)(7)(C) (b)(6), (b)(7)(C) 



To: 



»*»™*_(b) (6), (b) (7)(C) _(b) (6), (b) (7)(C) (b) (6), (b) (7)(C) (b) (6), (b) (7)(C) _(b) (6), (b) (7)( 

(b) (6), (b) (7)(C) 1(b) (6), (b) (7)(C) g» (6), (b) (7)(C)f(b) (6), (b) (7)(C) jb) (6), (b) (7)(C) f(b) (6), (b) (7)(C) 




(b) (6), (b) (7)(C) |(b) (6), (b) (7)(C) Jb) (6), (b) (7)(C) (b) (6), (b) (7)(C) (b)(6), (b)(7)(C) (b)(6), (b)(7)(C) 

„(e,, W(7 „c| (b) (6)> (b) (7)(C) j (b) (6)] (b) (7)(C )fb) (6), ( b) (7)(C) 1(b) (6), (b) (7)(C) tfbj (6), (b ) (7)(C ) 

(b) (6), (b) (7)(C) lb) (6), (b) (7)(C) Kb) (6), (b) (7)(C)(b) (6), (b) (7)(C) Kb) (6), (b) (7)(C) 



Sent: Sun Jan 01 17:46:00 2012 



Subject: Update #2 Protest - FW: Occupy movement protest at PDN 

01/01/2012 -15:45 Hours 



Protesters have grown to about 80 persons 
Not disruptive, not blocking trarffic 
Security Guards monitoring crowd 



From: 



(b) (6), (b) (7)(C) 



Sent: Sunday, January 01, 2012 3:20 PM 

To: 



(b) (6), (b) (7)(C) 



Subject: Occupy movement protest at PDN 
Importance: High 



W 



j(b) (6), (b) (7)(C) 
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• 



Attached is the articule from the El Paso Times. 
We can only see about 5 individuals holding up home 
El Paso and Sixth st. 
Traffic has not 




signs and passing out flyers at the corner of 




effected up to this point and the 




rators have not attempted to enter the 



POE's 




(b) (6), (b) (7)(C) 



Chief CBP Officer 



U,S. Customs and Border Protection 
Port of El Paso, Texas 
Paso Del Norte Inspection Station 
1000 South El Paso Street 
El Paso, Texas 79901 

Office 




(b) (6), (b) (7)(C) 




This communication may contain confidential and sensitive U.S. Government information, and is FOR OFFICIAL USE ONLY. It 
is not for release, review, retransmission, dissemination, or use by anyone other than the intended recipient. Please notify the sender if 
this e-mail has been misdirected and immediately destroy all originals and copies of the original. Any disclosure of this document 
must be approved by the Office of Field Operations, El Paso Field Office, U.S. Customs and Border Protection, Department of 



Homeland Security 
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r. 



JIOC-ICE 



From: 



Sent: 
Subject: 

Attachments: 



(b) (6), (b) (7)(C) 

(b) (7)(E) 



on behalf of DHS Ops Daily Reporting 



Friday, February 03, 2012 7:01 AM 

DHS Daily Operations Summary 

February 3 2012 DHS Daily Operations Summary.pdf 






■ 



Today's DHS 




Operations Summary is attached. This report is FOUO and is also posted to HSIN in the 



Fed Ops and Law Enforcement portals, 



. 



■ 



Additionally, a classified Daily Intelligence Highlight briefing is available on 





please contact the Nationa^) 
Intelligence Analyst a 



erations Center fNOCVIntelligence Watch & 

or further information." 





, For 



ing (IWW), Senior 
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b 6 b 7 C 



Ottice ot Operations Coordination & Planning 
Incident Management Officer 
Department of Homeland Security 



Desk 



b 6 , b 7 C 
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DHS Daily Operations Summary 



U.S. Department of Homeland Security 
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J\!TAS_ 


NO ALERTS 1 


MARSEC 


Level 1 1 


; FIRE PREP 


Level 1 1 


COGCON 


Level 4 1 



February 3 S 2012 






NCRAL 



GUARDED 



This report highlights significant operational events involving the U.S 
(DHS) components. This report will be submitted every weekday 
as the DHS homeland security mission dictates. 



Department of Homeland Security 
holidays) or more frequently 







Section 1 - Headquarters, De 




ent of Homeland Security (DHS) 



National Operations Center (MOC) 

Operations continue; further updates will be submitted as significant incidents occur or situations dictate 









Section 2 - U.S. Customs and Border Protection (CBP) 



Office of Field Operations (OFO) 




Prepared by the Office of Operations Coordination and Planning 



— 




1FIED//FOR OFFICI 
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WARNING: This document is FOR OFFICIAL USE ONLY, (t contains information that may be exempt from public release under the Freedom of 

Information Act (5 U.S.G. 5£2). This document Is to be controlled, handled, transmitted, distributed, and disposed of in accordance with DHS policy 

relating to FQUO information and is not to be released to the public or other personnel who do not hav e a valid "need-to-k now" without prior approval 

of the National Operatio ns Center (NOC) Senior Watch Officer (SWO) atfJJ 
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UNCLAGGiriLD//rOR OIT 




SE ONLY 



Office of Border Patrol (OBP) 



Not Responsive 







Office of Air and Marine (OAM) 






Operations continue; further updates will be submitted as significant incidents occur or situations dictate. 



Section 3 - U.S. 




ration and Customs Enforcement (ICE) 






Homeland Security Investigations (HSI) 
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WARN IMG: This document is FOR OFFICIAL USE ONLY. It contains information that may be exempt from public release under the Freedom of 

information Act (5 U.S.C, 552). This document is to be controlled, handled, transmitted, distributed, and disposed of in accordance wfth DHS policy 
relating to FOUO infoTnalion and is not to be released to the pubtic or other personnel who do not hav | fyfljfl jjnejfl^-icnnw" without prior approval 

of the National Operations Center (NOC) Senior Watch Officer (SWO) at 
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UNCLA$$IFIED//FOF L official use only 







Significant Arrests 







Operations continue; further updates will be submitted as significant incidents occur or situations dictate. 

Enforcement and Removal Operations (ERO) 

will be submitted as significant incidents occur or situations dictate. 

Section 4- U.S. Citizenship and Immigration Services (USCIS) 




Significant Arrest 










Prepared by the Office a/Operations Coai'dinaiion and Planning 
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□f the National Operations Center (NOC) Senior Watch Officer (SWO) at I 
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UNCLASSIFIED//rQR OFFICIAL U3E 014LY 



Section 5- U.S. Transportation Security Administration (TSA) 










Section 6 - U.S. Coast Guard (USCG) 
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Section 7 - U.S. Secret Service (USSS) 







Section 8 - National Protection and Programs Directorate (NPPD) 



, 



Federal Protective Service (FPS) 
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Office of Infrastructure Protection (IP) 

Operations continue; further updates will be submitted as significant incidents occur or situations dictate. 

National Cyber Security & Communications Integration Center (NCCIC) 
Local Government Cyber Threat 

• Miami, Florida: (l3M(3MQMQIBfc - - i s & d the US-Computer Emergency Response Team that 
the City of MiamHvasawareoTsnsocia! network based threat against its infrastructure. The 
Hacktivist group Antisec intends to breach servers in the City of Miami within 12 hours and 
release data within 72 hours. This threat was in response to the eviction of Occupy Miami 



protestors on January 



(b) (7)(E) 



(b) (7)(E) 



Muiti-ytate information snaring and Analysis Uenter (MS-ISAU) 



and law enforcement are currently working with the City of Miami 



(b) 7 E 



(b) (7)(E) 



Section 9 -National Bio-Surveillance Integration System (NBIS) 



— 



^■a 



Operations continue; further updates will be submitted as significant incidents occur or situations dictate 

- 

Section 10 - Federal Emergency Management Agency (FEWIA) 
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JIOC-ICE 






From: 



Sent: 

Subject: 

Attachments: 



n behalf of DHS Ops Daily Reporting 



(b) (7)(E) 



Tuesday, January 31, 2012 7:12 AM 

*REVISED*DHS Dally Operations Summary 

January 31 2012 DHS Daily Operations Summary.pdf 



■ 



^REVISED - Date on the top of the document was incorrect. Corrected to show today's date, 



Today's DHS Daily Operations Summary is attached. This report is FOUO and is also 
Fed Ops and Law Enforcement portals. 




to HSIN in the 



Additionally, a classified Daily Intelligence Highlight briefing is available on HSDN. For further information, 

• ■ 

please contact the Nati onal Operations Center (NOC)/InteIligence Watch & Warning (IWW), Senior 

for further information," 




igence Analyst at 









b 6 , b 7 C 



Office of Operations Coordination & Plannin 

■ 

Incident Management Officer 
Department of Homeland Security 
Desk 



(b) (6), (b) (7)(C) 




• 



■ 



1 
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DHS 




Operations Summary 



LIS. Department of Homeland Security 



NC*AL£RT$ 



JtJARSEC 

a 


Level I 


FIRE PREP 


Level 1 


COCCON 


Level 4 

— ( 


NCKAL 


GUARDED 



Department of Homeland Security 

or more 






January 30, 2012 

This report highlights significant operational events involving the U.S 
(DHS) components. This report will be submitted every weekday 
as the DHS homeland security mission dictates. 

Section 1 - Headquarters, Department of Homeland Security (DHS) 
National Operations Center (NOC) 

Operations continue; further updates will be submitted as significant incidents occur or situations dictate. 

Section 2- U.S. Customs and Border Protection (CBP) 






Office of Field Operations (OFO) 
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Not Responsive 



i 




Office of Border Patrol (OBP) 




Office of Air and Marine (OAM) 



Operations continue; further updates will be submitted as significant incidents occur or situations dictate 

■ 

Section 3- U,S, Immigration and Customs Enforcement (ICE) 



Homeland Security Investigations (HSI) 

Significant Seizure 
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\53rHED/. f LAW DfTORCCMENT G 







: 







Operations continue; further updates will be submitted as significant incidents occur or situations dictate. 
Enforcement and Removal Operations (ERO) 

Operations continue; further updates will be submitted as significant incidents occur or situations dictate. 
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Section 4 -U.S. Citizenship and Immigration Services (USCIS) 



Operations continue; further updates will be submitted as significant incidents occur or situations dictate. 

Section 5 - U.S. Transportation Security Administration (TSA) 



1 






i 



! 






; 
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UNGLASSIFIED//LAW EMFOR 




/P//FDI? nPPTPTAT nsr 




X. 




Section 7 - U.S, Secret Service (USSS) 




• 



Federal Protective Service (FPS) 

• Louisville, KY: FPS was advised of a public website which contained a discussion by members 
of the Occupy Wail Street movement to visit a US Senator's office on February 3 to present a 
copy of the Constitution, The discussion also mentioned a proposal to protest at the McConnell 
.Center in Louisville. Both events are advertised as being in protest to the National Defense 
Authorization Act FPS coordinated with the U.S. Capitol Police and will have personnel on hand 
to keep the peace during the visit. 




Office of Infrastructure Protection (IP) 

Operations continue; further updates will be submitted as significant incidents occur or situations dictate, 

Mational Cyber Security & Communications Integration Center (NCCIC) 

Operations continue; further updates will be submitted as significant incidents occur or situations dictate. 
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Section 9 -National Bio-Surveillance Integration System (NBIS) 



^— 



Operations continue; further updates will be submitted as significant incidents occur or situations dictate. 

Section 10 - Federal Emergency Management Agency (FENIA) 
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JIOC-ICE 



From: 

Sent: 
To: 



Cc: 

Subject: 

Attachments 



> 



(b) 6, b 7 C , 



CE - 01 



Thursday January 19, 2012 9:13 PM 




JIOC-ICE 

FYSA; Occupy the Courts 

DJDTC_01-19-12.pdf; OTC_Operations-Plan.pdf; Attchl_DHS-USMS.pdf; Attch2_Media- 

Guidance,pdf; Attch3_Significant-Protest-Activity-Rptpdf 



Importance: 



Categories: 



High 










All, please see below for your situational awareness. I am sending the entire string so that all of you have what 
we in OPS have. Some of you may have already gotten this from your local poc's 
If we receive any additional information I will pass it along. 






(b) (6), (b) (7)(C) 



-Original Message- 



From 



(b) (6), (b) 7 C 



Sent: Thursday, January 19, 2012 02:34 PM Pacific Standard Time 



To: 



(b) (6), (b) 7 C 



CE - OI 
Subject: FW: ***DRAFT***FYSA: Occupy the Courts 

This was requested to be sent to all SACs by NJTTF. 



— ! "■ -' 



■■■ <hr4i I 



fcifc iP ^l-r**W»t 



ti|iji..riJi»i-ip*-ij 
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From: JIOC-ICE 

Se nt: Thursday, January 19 , 2012 5:13 PM 

To 



b 6, b 7 C 



Subject: ***DRAFT***FYSA: Occupy the Courts 



Importance: 




Good Evening, 



On Friday, January 20, 2012 a nationwide protest is planned at courthouses throughout the ILS. The following 
documents have been attached for your situational awareness. 



• USMS Memorandum 

• USMS Operations Plan for Occupy the Courts 



i 






• Memorandum of understanding between the Department of Homeland Security, the Department of 



• 



Justice, and the Administrative Office of the United States Courts regarding court security 
USMS Public Affairs Guidance for "Occupy the Courts" protest planned for Friday, Jan, 20 
USMS Significant Protest Report Form 



• 



V/r, 



(b) (6), (b) 7 C 



Watch Intelligence/Operations Officer 
Joint Intelligence Operations Center (JIOC) 
U.S. Immigration and Customs Enforcement 
500 12th Street, SW - 10th Floor 
Washington, DC 20536 



(b) (6), (b) (7)(C) 




Fax: 



b 6 , (b) 7 CM 

(b)(7)(E) 
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UNCLASS: 




(b) (7)(E) 



Warning: This document is UNCLASSIFIED//FOR OFFICIAL USE ONLY (U//FOUO). It contains 
information that may be exempt from public release under the Freedom of Information Act (5 U.S.C. 552). It is 
to be controlled, stored, handled, transmitted, distributed, and disposed of in accordance with DHS policy 
relating to FOUO information and is not to be released to the public or other personnel who do not have a valid 
"need-to-know" without prior approval of an authorized DHS official. No portion of this report should be 
furnished to the media, either in written or verbal form. 
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Sent: Thursday, January 19, 2012 4:45 PM 

To: JIOC-ICE 

Cc 



(b) (6), (b) 7 C 



Subject: FW: Occupy the Courts 
Importance: High 

There is a nationwide protest planned at courthouses throughout the U.S. tomorrow. The SAC offices should be 
apprised of this information for their situational awareness, 






(b) (6), (b) (7)(C) 



■ • 






(b) (6), (b) (7)(C) 



■-» »"i 



■■ .i 



* W ■ ■ _ n . . ■ ■ • , =— 



From: 

Sent: Thursday, January 19, 2012 3:16 PM 

To: FBI_NJTTF 

Subject: Fw: Occupy the Courts 

Importance: High 






FYI 



(b) (6), (b) 7 C 



USM S / NJTTF / LX1 

Desk:i 
Cell: 



(b) (6), (b) (7)(C) 



b 6 , b 7 C 



1 



From: 

To 'J 
Cc: 




i 



I^p^^ 



■ 



Sent: Thu Jan 19 15:11:22 2012 
Subject: FW: Occupy the Courts 

Gentlemen 



Please seethe attached information regarding tomorrow's Occupy the Courts planned protests. 

Should you receive a n y intejlieen ice re ■ lated to this event, please forward it to myself or contact OPI's Threat 



Management Center 



hould the information be time sensitive. 



If you have any questions or concerns, please let me know 



V/R 




itra-vrW*' " ' m ' ' — ■« ■ ' ■ ■ I " 



L. —.^ 



^" 



_.: :.-. . 



(b) (6), (b) (7)(C) 



From 

Sent: Thursday. January 19. 2012 3:Q3 PM 




>jec 

Importance: High 



FY I. Thanks, 



(b) (6), (b) (7)(C) 



(b) (6), (b) (7)(C) 



Assistant Director (Acting) 
Judicial security Division 
U.S. Marshaus Service 
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.« r J -,- irn*.« *-««r. i. r ... - — - ■ ■ ■■!■»■ ... 
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From: Administrative Notices (USMS) 
Sent: Thursday, January 19, 2012 11:01 AM 

To: US MARSHALS (District); USMS CHIEFS (District); HODIRDIRSTAFFPLUS (USMS) 



Kb (6), (b) (7)(C) 



(b) (6), (b) (7)(C) 



Subject: uccupy the courts 
Importance: 




POCs: 



(b) (6), (b) 7 C 




(b) (6), (b) (7)(C)WI(b) (6), (b) (7)(C) 



OGC); 



(b) (6), (b) 7 C 



Memorandum dated January 19, 2012, from the Director regarding the Occupy the Courts protests 
scheduled for tomorrow, January 20, 2012. Also includes a National Operations Plan. 
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JIOC-ICE 




Sent: 

To: 

Subject: 




(b) (6), (b) (7)(C) 



Thursday, January 19, 2012 5:35 PM 

JIOC-ICE 

RE: ***DRAFT***FYSA: Occupy the Courts 






b 6 , b 7 C 



And HOC please. 
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From: JIOC-ICE 

Se nt: Thursday, January 19 , 2012 5:13 PM 

To 



(b) (6), (b) (7)(C) 



Subject: ***DRAFT***FYSA: 
Importance: High 




the Courts 



Good Evenin 






On Friday, January 20, 2012 a nationwide protest is planned at courthouses throughout the U.S. The following 
documents have been attached for your situational awareness. 



« 



• 



• 



USMS Memorandum 

USMS Operations Plan for Occupy the Courts 

Memorandum of understanding between the Department of Homeland Security, the Department of 

Justice, and the Administrative Office of the United States Courts regarding court security 

USMS Public Affairs Guidance for "Occupy the Courts" protest planned for Friday, Jan. 20 

USMS Significant Protest Report Form 



V/r. 



(b) (6), (b) 7 C 



Watch Intelligence/Operations Officer 
Joint Intelligence Operations Center (JIOC) 
U.S. Immigration and Customs Enforcement 
500 12th Street, SW - 10th Floor 
Washington, DC 20536 
Desk/STE: 



Fax: 



i(b) (6), (b) (7)(C) 



(b) (6), (b) 7 C 



UNCLASS: 
HSDN: 



(b) (7)(E) 



(b) 7 E 



Warning: This document is UNCLASSIFIED//FOR OFFICIAL USE ONLY (U//FOUO), It contains 
information that may be exempt from public release under the Freedom of Information Act (5 U.S.C. 552). It is 
to be controlled, stored, handled, transmitted, distributed, and disposed of in accordance with DHS policy 
relating to FOUO information and is not to be released to the public or other personnel who do not have a valid 
"need-to-know 11 without prior approval of an authorized DHS official. No portion of this report should be 
furnished to the media, either in written or verbal form. 
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(b) (6), (b) 7 C 



From 

Sent: Thursday, January 19, 2012 4:45 PM 

To:JIQCzICE 

Cc 



(b) (6), (b) (7)(C) 




: FW; Occupy the Courts 
Importance: High 



There is a nationwide protest planned at courthouses throughout the U.S. tomorrow. The SAC offices should be 
apprised of this information for their situational awareness. 



(b) (6), (b) (7)(C) 



■ 



■ 




From: 

Sent: inursday, January 

To: FBI_NJTTF 

Subject: Fw: Occupy the Courts 

Importance: High 



FYI 



(b) (6), (b) 7 C 



F / LX1 



|(b) (6), (b) (7)(C) 
(b) (6), (b) (7)(C) 



USMS / N J 

Desk 

Cell: 




To; 

Cc 

Sent: Thu Jan 19 15:11:22 2012 
Subject: FW: Occupy the Courts 

Gentlemen 



Please see the attached information regarding tomorrow's 




the Courts planned 




Should you receive any intelligence related to this event, please forward it to myself or contact OPTs Threat 

— i 

should the information be time sensitive. 



Management Center 



(b) (6), (b) 7 C 



If you have any questions or concerns, please let me know. 



V/R 



(b) (6), (b) (7) C 



|»|.i .r- *■ _ *»i_ |i «|—iiTiNia. u^iHita 



!*■§■*— "•"-■! 
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l«nui_..>. 



•UHHil 



^■■"■■™» 



From li§ 

Sent: Thursday, January 19, 2012 3:03 PM 




Subject: FW: Occupy the Courts 
Importance: High 
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£ 






(b) (6), (b) (7)(C) 






FYI. Thanks, 



(b) (6), (b) (7)(C) 



Assistant Director (Acting) 
Judicial Security Division 
U.S. Marshals Service 
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From: Administrative Notices (USMS) 

: Thursday, January 19, 2012 11:01 AM 
To: US MARSHALS (District); USMS CHIEFS (District); HQ-DIRDIRSTAFFPLUS (USMS) 
Cc: 



(b) (6), (b) (7)(C) 



(b) (6), (b) (7)(C) 



Subject: Occupy the Courts 

Importance: 



POCs: 




b 6, b 7 C 



JSD); 



(b) (6), (b) (7)(C)SR(b) (6), (b) (7)(C) 



(OGC); 



(b) (6), (b) 7 C 



Memorandum dated January 19, 2012, from the Director regarding the Occupy the Courts protests 
scheduled for tomorrow, January 20, 2012. Also includes a National Operations Plan. 
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JIOC-ICE 



From; 

Sent: 

To: 

Cc: 

Subject: 

Attachments: 



Importance 



(b) (6), (b) 7 C 



Thursday, January 19, 2012 4:45 PM 
JIOC-ICE 






b 6 , b 7 C 



FW: Occupy the Courts 

DJDTC_Ql-19-12.pdf; OTCJDperations-Plan,pdf; Attchl_DHS-USMS.pdf; Attch2JMedia 

Guidance.pdf; Attch3J>[gnificant-Protest-Activity-Rpt.pdf 

High 



There is a nationwide protest planned at courthouses throughout the U.S. tomorrow. The SAC offices should be 
apprised of this information for their situational awareness. 



(b) (6), (b) (7)(C) 



From:! 



b 6, b 7 C 



-m 



__^_^__ CTD)(OGA) [mailto 
Sent: Thursday, January 19, 2012 3:16 PM 

To: FBI NJTTF 

Subject: Fw: Occupy the Courts 

nee: 




_ 



. ^ _ 





FYI 



b 6 , b 7 C 



SMS / NJTtF / LX1 
Desk 



Cell: 



(b) (6), (b) (7)(C) 
(b) (6), (b) (7)(C)| 




Fr 
To 
Cc 

Sent Thu Jan 19 15:11:22 2012 
Subject: FW: Occupy the Courts 

Gentlemen 



Please see the attached information regarding tomorrow's Occupy the Courts planned protests. 



■ 



Should you receive a py intelligence re lated to this event, please forward it to myself or contact OPI's Threat 
Management CenterjQIQBQIfiuUz] should the information be time sensitive. 



> 



1 



If you have any questions or concerns, please let me know. 



V/R - 



(b) (6), (b) (7)(C) 



1 



I 



f 



.' 






! 






' ■ ■ M ■ i 



b 6 , b 7 C 



Fro __ 

Sent: Thursday, January 19, 2012 3:03 PM 




Importance: High 



FYL Th 



(b) (6), (b) (7)(C) 



b 6, b 7 C 



assistant Director (acting) 
Judicial Security Division 

U.S. MARSHAL3 SERVICE 
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From: Administrative Notices (USMS) 

Sent: Thursday, January 19, 2012 11:01 AM 

To: US MARSHALS (District); USMS CHIEFS (District); 



(b) (6), (b) (7)(C) 
(b) (6), (b) (7)(C) 



sudjucc: uuxipy uie k.uurus 

:Hioh 




DIRDIRSTAFFPLUS (USMS) 




POCs 



(b) (6), (b) 7 C 



(JSD)j 




(OGC) 



(b) (6), (b) 7 C 



Memorandum dated January 19, 2012, from the Director regarding the Occupy the Courts protests 

scheduled for tomorrow, January 20, 2012, Also includes a National Operations Plan. 
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JIOC-ICE 



From: 
Sent: 

To: 
Cc: 

Subject: 
Attachments; 



(b) (6), (b) 7 C 



on behalf of NOCIC 



Kb) (6), (b) (7)(C) 



Wednesday, January 18, 2012 6:19 AM 
JIOC-ICE 



(b) (6), (b) (7)(C) 



NOCICE 



FW: The DHS Secretary's Morning Briefing for Wednesday January 18, 2012 
Secretary B riefl20118. doc; Secreta ryCI ipsl20118.d oc 




THE HOMELAND SECURITY SECRETARY'S MORNING BRIEFING 



WEDNESDAY, JANUARY 18, 2012 5:00 AM EST 

TODAY'S TABLE OF CONTENTS 




+ Smoke Bomb Launched Over White House Fence 
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t 




SMOKE BOMB LAUNCHED OVER WHITE HOUSE FENCE. The AP (1/18} reports that M an apparent smoke bomb was 
thrown over the fence of the White House as hundreds of Occupy protesters massed outside the gates. The crowds were 



2 



dispersed Tuesday night, and US Secret Service spokesman „ 
But "people inside the White House were being prevented from 
the situation was being resolved." 



< 



• 





Ogilvie says there w 

onth 




re no arrests in the incident" 
Avenue side of the building as 



■ 



4- 
L 



The Hill (1/18, Pames) reports in its "Blog Briefing Room" that "President Obama and Michelle Obama were ou 
celebrating the first lady's 48th birthday at a restaurant a couple of blocks away from the executive mansion at the time of 
the incident- Upon returning from the dinner, reporters and aides were prevented from leaving the Northwest gate of the 
mansion while the Secret Service investigated." Politico (1/1 8> Slack, Gerstein, 25K) also covered the story in detail. 



* 



Copyright 2012 by Bulletin News, LLC. Reproduction without permission prohibited, Editorial content is drawn from 
thousands of newspapers, national magazines, national and local television programs, and radio broadcasts. The 
Homeland Security News Briefing is published seven days a week for the Office of Public Affairs by BulletinNews, which 
creates custom news briefings for government and corporate leaders and also publishes the White House Bulletin, 
Frontrunner and Washington Morning Update. We can be found on the Web at BulletinNews.com, or called at (703) 483 
6100. Please direct editorial comments to DHS-Editors@BulletinNews.com . 



b 6 , b 7 C 



ICE Desk Officer 

DHS - National Operations Center 

3801 Nebraska Ave NW 



Washington. D.C 20393 
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JIOC-ICE 



From: 

Sent: 

To: 




ect: 



JIOC-ICE 




Evening Shift Brief: 14 December 2011 



Date /Shift 



Unit Chief 
SOO 



ICE Joint Intelligence Operations Center — Evening Shift Brief 



■ 



December 14, 201 1 Evening Shift Brief (1400-2200hrs) 



(b) (6), (b) 7 C 



Out 



I 












goin 








•fMtDMI* 

NOC ICE 



(b) (6), (b) (7)(C) 





Not Responsive 




Executive Summaries/FYI 



• 



(ERO)(FOD LOS) Occupy ICE Protest Scheduled Tomorrow 
















:: 



ft 







OP A Duty Officer 

ICE Taskine Duty Officer 



b 6 , b 7 C 



ec 1 1 -Dec 1 7 




(b) (6), (b) 7 C 

~ (b) (6), (b) (7)(C) 



Dec 9 th - Dec 15 th 



Not Responsive 



er hours 




(b) (6), (b) (7)(C) 



i 




b 6 , b 7 C 



watcn Operations 
Joint Intelligence Operations Center 
U.S, Immigration and Customs 
Washington, DC 




cement 



Desk 
STE 



(b) (6), (b) (7)(C) 
(b) (6), (b) (7)(C)| 









This document is UNCLASSIFIED//FOR OFFICIAL USE 




exempt from pu 

transmitted, distributed, and disposed of in 
released to the public or other personnel who 
DHS official. No portion 



the Freedom of Inform 



Act 



rolled 



a 



a valid M nee3= 



(U//FOUO). It contamsjnfiujiiatkm-tharniay be 

stored, handled, 
Tng to FOUO information and is not to be 

[bout prior approval of an authorized 



552), 



hould be furnished 



media, either in written or vefl 
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JIOC-ICE 



From 
Sent: 

To: 




-ICE 
Wednesday, December 14, 2011 9:33 PM 



Cc: 






(ERO)(FOD LOS) Occupy ICE Protest Scheduled Tomorrow 



JIOC Distribution: HSI OPS 



Good evening. 



On December 14 5 201 1 ERO Los Angeles reported that an "Occupy ICE" protest is scheduled to begin at noon 
on December 15, 201 1, at the Los Angeles Field Office located at 300 N. Los Angeles St., Los Angeles, CA. It 
is anticipated that the protesters will attempt to block traffic surrounding the federal building and temporarily 
disrupt ICE operations. A similar protest earlier this week at the Port of Los Angeles resulted in two arrests and 
a minor disruption of port operations. In order to avoid disruption of ERO's daily operations during the protest, 
the Los Angeles Field Office will be relocating CAP and Staging operations to the Santa Ana sub-office on 
December 1 5th. As with all recent "Occupy" protests, media coverage of the event is expected. 



SEN Incident Number: 



(b) (6), (b) (7)(C) 



Reported By: 

Phone: 

Cell/Pager: 




Supervisor 
Phone; 





V/r, 



(b) (6), (b) (7)(C) 



Watch Operations Officer 

Joint Intelligence Operations Center 

U.S. Immigration and Customs Enforcement 




Desk 
STE: 



n.DC 



b 6 , b 7 C 



1 



'. 



• 



- 



cument is UNCLASSIFIED//FOR OFFICIAL USE ONLY (U//FOU 



ains 



information that ma; 

552). It is to be controlled, stored 



from public release under 



Freedo 



mation Act (5 U.S.C. 



s 



ansmitted 



DHS policy relating to FOUO information 



and disposed of in accordance with 
leased to the public or other personnel who 



do not have a valid "need-to- 



this report sb 



prior approval of an 



DHS official No portion of 



urnished 



media, either in written or verbal form 
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JIOC-ICE 



From 
Sent: 
To: 




JIOC-ICE 

Wednesday, December 14, 2011 9:28 PM 



(b) (6), (b) (7)(C) 



RE: (ERO)(FOD LOS) Occupy ICE Protest Scheduled Tomorrow 



Good Evening, 



Sin will do. 



. 



*n»» 



■' iPIIH 'W 



■-(Tii*! i.T.ni 



■i— HPHfl* 



-!■■■ ^.i il.H — 
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■ ■ ■ «M - 
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b 6, b 7 C 
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From: 

Sent: Wednesday, December 14, 2011 9:25 PM 

To: JIOC-ICE 

Subject: Re: (ERO)(FOD LOS) Occupy ICE Protest Scheduled Tomorrow 






Pass to OPS distro as welL Thanks, 



(b) (6), (b) (7)(C) 



Deputy Assistant Director 
HSI Office of Intelligence 



Cell 



(b) (6), (b) 7 C 



¥■ 






ImmIM • ..-i-...- 



- — r~ ■ k w • 



■r- — — ■ ii. ■ — — 



— — — 
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From: JIOC-ICE 

Sent: Wednesday, December 14, 2011 07:10 PM 
To 



(b) (6), (b) (7)(C) 

(b) (6), (b) (7)(C) 



(b) (6), (b) (7)(C) 



Suoject: ^tKUjthUu LUbj uccupy iur protest be 



■ 



iHale, Brian P; Milhoan, Catherine L; 






ornorrow 



J IOC Distribution: COS ERO & COS OPA 










■ 



evening, 






On December 14, 2011 ERO Los Angeles reported that an "Occupy ICE" protest is scheduled to begin at noon on 
December 15, 2011, at the Los Angeles Field Office located at 300 N. Los Angeles St., Los Angeles, CA. It is anticipated 

_ 

that the protesters will attempt to block traffic surrounding the federal building and temporarily disrupt ICE 
operations, A simitar protest earlier this week at the Port of Los Angeles resulted in two arrests and a minor disruption 
of port operations. In order to avoid disruption of ERO's daily operations during the protest, the Los Angeles Field Office 
will be relocating CAP and Staging operations to the Santa Ana sub-office on December 15th. As with all recent 
"Occupy" protests, media coverage of the event is expected, 



SEN Incident Number 




Reported By: 

Phone: 

Cell/Pager: 



(b) (6), (b) (7)(C) 



Supervisor: 
Phone: 



(b) (6), (b) (7 C) 



1 



- — 



- 



Cell/Pager: 



b 6, b 7 C 






R/s, 



(b) (6), (b) 7 C 



Watch Operations Officer 



Joint Intelligence Operations Center 

U.S, Immigration and Customs Enforcement 

Washington, DC 



(b) (6), (b) 7 C 




STE: 



ent is UNCLASSIFIED//FOR OFFICIAL USE ONLY (U//FOUO). It contains information that may be 
exempt from public 1 1 hl^Fmillri i\u* Fi n d om of In formation Act (5 ILS.C. 552), It is to be controlled, stored, handled, 
transmitted, distributed, and disposed of in iirnmhiiH ^Hh MTIfi policy rrhtfnr; to FOUO information and is not to be 

released to the public or other personnel who do not have a valid 'WpH-^i-Lihiw" win i |>i i^r ^pprf>vai of an authorized 

DBS official. No portion of this report should be furnished to the media, either in written or verbal form. 
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JIOC-ICE 



From: 

Sent; 
To: 



Cc: 



Subject: 



JIOC-ICE 

Wednesday, December 14, 2011 7:10 PM 



ale, Brian P; 




JiOC Distribution: COS ERO & COS OPA 









1 






Good evening, 



On December 14, 2011 ERO Los Angeles reported that an "Occupy ICE" protest is scheduled to begin at noon on 
December 15, 2011, at the Los Angeles Field Office located at 300 N. Los Angeles St., Los Angeles, CA. It is anticipated 
that the protesters will attempt to block traffic surrounding the federal building and temporarily disrupt ICE 
operations. A similar protest earlier this week at the Port of Los Angeles resulted in two arrests and a minor disruption 
of port operations. In order to avoid disruption of ERO's daily operations during the protest, the Los Angeles Field Office 
will be relocating CAP and Staging operations to the Santa Ana sub-office on December 15th. As with all recent 

■ 

"Occupy" protests, media coverage of the event \s expected. 



SEN Incident Number 



Reported By 
Phone: 



ager 




Supervisor: 

Phone: 

Cell/Pager: 




(b) (6), (b) (7)(C) 



(b) (6), (b) (7)(C) 






■ 






R/s, 



(b) (6), (b) 7 C 



Watch Operations Officer 



Joint Intelligence Operations Center 

U.S. Immigration and Customs Enforcement 



Washington, DC 



(b) (6), (b) 7 C 
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cument is UNCLASSIFIED//FOR OFFICIAL USE ONLY (U//FOUO). It contains information that may be 
exempt from pnblicfdeigeTHnier flu? Furjjmiiof iiifm iimIhiii Act (5 ILS.C. 552)* It is to be controlled, stored, handled, 
transmitted, distributed, and disposed of in in i ' iTiTITi i i r i ' wilh fillft |mlit y relating to FOUO information and is not to be 
released to the public or other personnel who do not have a valid ^nee^to^Tniuw^' whluijitj^rior approval of an authorized 
DHS official. No portion of this report should be furnished to the media, either in written or v 



en 



I 



1 






JIOC-ICE 



- — — — 



Fr 
Sent: 
To: 
Subject: 



Attachments 



Categories: 



JIOC-ICE 

Thursday, December OS, 2011 10:27 A 



b 6 , b 7 C 



DRAFT***NO 



*** 



(b) (7)(E) 



1 RFI - Potential Port Shutdown Threat - West Coast US 



and Canada by the Occupy Movement 






FW; NOC 



(b) (7)(E) 



1 RFI - Potential Port Shutdown Threat - West Coast US and 

■ 



Canada by the Uecupy Movement 



(b) (6), (b) (7)(C) 






Good Afternoon 



* 



(b) (6), (b) (7)(C) 



below/ 



*>:* 



' ve attached the responses for your reference and review that was used for the prepared response 



RFI: DHS NOC requests ICE provide what actions they will be taking to prepare for the potential protests from 
the "Occupy Movement"* The locations possibly affected are; 















Vancouver, B.C. 

• California - Los Angeles 

• California - San Diego 
Washington - Seattle 

• California - Oakland 

• Oregon - Portland 

• Texas - Houston 



ICE Response: 



San Diego 

The SAC San Diego is aware of the potential shutdown and is coordinating with CBP and San Diego Harbor 



Police. The SAC San Diego does not plan at this time to assist with any law enforcement operations unless 



requested. 






Seattle 

The SAC Seattle is in contact with the U.S. Coast Guard and have a Port of Seattle Police Officer assigned to 

the BEST in Seattle. SAC Seattle will continue to monitor the situation but does not have an active role at this 




San Francisco 

- 

Previously, the Occupy Oakland protesters conducted a march to the Port of Oakland on November 2, 201 1 
with the cooperation of unionized longshoremen, which resulted in the Port of Oakland shutting down for 
several hours. In late November 201 1, the Occupy Oakland group began calling for a shutdown of West Coast 
ports for December 12* 201 1, which has been openly opposed by the International Longshore and Warehouse 
Union (ILWU), the union representing longshoremen. 



i 



n 



in light of a possible protest/shutdown involving the Port of Oakland and the need to ensure the continuity of 
operations connected to the Port of Oakland, SAC San Francisco has undertaken the following proactive 
measures : 



Coordination with U.S. Customs and Border Protection, which maintains an office at the Port of 
Oakland, on contingencies to ensure both the safety of DHS employees and the continuity of operations. 
Coordination with the U,S, Coast Guard to ensure security- safety and the continuity of operations. 

• Liaison with local law enforcement agencies (the Alameda County Sheriffs Office; the Oakland Police 
Department), It is important to note that local law enforcement agencies have limited cooperation with 
ICE/HSI due to sanctuary policies enacted by local governments. 

Ensuring that the San Francisco BEST group and all local SAC San Francisco agents are alerted to the 
possibility of a strike/shutdown, and that a DHS response may be required to ensure security, safety, 
and/or continuity of operations. 

Placing the San Francisco SRT on notice that they may be required to assist local law enforcement if 
needed, whether that is in the role of offering advice to a formal activation. 



• 



Basic security for the Port of Oakland remains the responsibility of local law enforcement agencies and not 
ICE/HSI. However, the SAC San Francisco is prepared to respond and offer assistance to local law 
enforcement consistent with our training and authorities. 



i 



V/n 



(b) (6), (b) (7)(C) 






Watch Operations Officer 

Joint Intelligence Operations Center 

U.S. Immigration and Customs Enforcement 

Washington, DC 



(b) (6), (b) 7 C 



Desk 

STE: 

Warning; This document is UNCLASSIFIED//FOR OFFICIAL USE ONLY (U//FOUO), It contains 
information that may be exempt from public release under the Freedom of Information Act (5 U.S.C. 
552). It is to be controlled, stored, handled, transmitted, distributed, and disposed of in accordance with 
DHS policy relating to FOUO information and is not to be released to the public or other personnel who 
do not have a valid "need-to-know" without prior approval of an authorized DHS official. No portion of 
this report should be furnished to the media, either in written or verbal form. 
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JIOC-ICE 



From; 

Sent: 

To: 



JIOC-ICE 
Tuesday, Dec 
iCE-rfi; NEMD 



- 



Cc: 



Subject 



* 
* 




oast US and 



by the Occupy Movement 



Good 




The JIOC received the following SI RJFI from the DHS NOC in regards to a Potential Port Shutdown Threat 
West Coast, U.S. and Canada. 



The National Operations Center has received information of potential protest by the Occupy Movement who are 
threatening to shutdown the below major west coast ports in US and Canada on Dec, 12, The "Occupy 
Movement' 1 of Oakland, CA, has called for a "West Coast Port Shutdown" action for Dec. 12 at ports along the 
west coast of the US and Canada. Organizers plan to protest at ports and cause closures similar to the port 
closure in Oakland on Nov. 2. See affected cities and links below. 



The locations possibly affected are: 



• Vancouver, B.C. 

• California - Los Angeles 

• California - San Diego 

• Washington - Seattle 
■ California - Oakland 

• Oregon — Portland 

• Texas - Houston 



West Coast Port Shutdown website: http ://westcoastportshutdo wn . org 
Occupy Oakland website: www.occupVQakland.org 



In anticipation of questions from the Secretary, the DHS NOC requests ICE provide what actions they 
will be taking to prepare for the potential protests from the "Occupy Movement"* 

A response is requested to the NOC NLT 8 Dec, 1200 hrs. 



v\r 




Watch Intelligence/Operations Officer 
Joint Intelligence Operations Center (JIOC) 
U.S. Immigration and Customs Enforcement 
500 12th Street, SW - 10th Floor 
Washington, DC 20536 
Desk/STE: 
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JIOC-ICE 







Sent: 
To: 



Cc: 
Subject: 



JIOC-ICE 

Tuesday, December 06, 



CE - Q 



(b) (6), (b) (7)(C) 

(b) (6), (b) (7)(C) 




RE: NOC 



(b) (7)(E) 



SI RFI - Potential Port Shutdown Threat - West Coast, US and 






Canada by the Occupy Movement 



10-4, thank you Sir! 



v\r 






(b) (6), (b) (7)(C) 



WatcTnnteIugence70perations Officer 
Joint Intelligence Operations Center (JIOC) 
U.S. Immigration and Customs Enforcement 
500 12th Street, SW - 10th Floor 
Washington, DC 20536 
Desk/STE 



i(b) (6), (b) (7)(C) 

■(b) (6), (b) (7)(C) 

(b) (6), (b) (7)(C) 




Fax: 



UNCLASS 

HSDN 

JWICS 



Warning: This document is UNCLASS IFIED//FOR OFFICIAL USE ONLY (U//FOUO). It contains information that may be exempt 
from public release under the Freedom of Information Act (5 U.S.C. 552). It is to be controlled, stored, handled, transmitted, 
distributed, and disposed of In accordance with DHS policy relating to FOUO information and is not to be released to the public or 
other personnel who do not have a valid "need-to-know" without prior approval of an authorized DHS official. No portion of this 
report should be furnished to the media, either in written or verbal form. 
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ICE - OI 

, December 06, 2011 10:31 PM 



To: 
Cc 




-ICE' 



(b) (6), (b) 7 (C 

(b) (6), (b) (7)(C) ■ 

i(b) (7)(E) 



Subject: Re: 

Movement 



NOC 






1 RFI - Potential Port Shutdown Threat - West Coast, US and Canada by the Occupy 



Jioc 

This should be sent to NEMD as they would be responsible for any ICE plan for this type of situation 

Thank you 



(b) (6), (b) (7)(C) 
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From: JIOC-ICE 

Sent: Tuesday, December 06, 2011 10:21 PM 

To: ICE-rfL 



(b) (6), (b) (7)(C) 
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r- 



— 



b 6 , b 7 C 



Cc 



(b) 7 E 



J IOC-ICE; 
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Subject: NOC 

Movement 



(b) (6), (b) (7)(C) 



iw o(t) 



1 RFI - Potential Port Shutdown Threat - West Coast, US and Canada by th 




Good Evening : 



The JIOC received the following S 1 RFI from the DHS NOC in regards to a Potential Port Shutdown Threat - 
West Coast, U.S. and Canada. 



The National Operations Center has received information of potential protest by the Occupy Movement who are 
threatening to shutdown the below major west coast ports in US and Canada on Dec. 12, The "Occupy 
Movement*' of Oakland, GA, has called for a "West Coast Port Shutdown" action for Dec. 12 at ports along the 
west coast of the US and Canada. Organizers plan to protest at ports and cause closures similar to the port 
closure in Oakland on Nov. 2. See affecied cities and links below. 



The locations possibly affected are; 



« 



Vancouver, B.C. 
California - Los Angeles 
California - San Diego 
Washington - Seattle 
California - Oakland 
Oregon - Portland 
Texas - Houston 



est Coast Port Shutdown website: http://westCQastpQrtshutdQwn.org 
Occupy Oakland website: www.occupyoakland.or 



Io anticipation of questions from the Secretary, the DHS NOC requests ICE provide what actions they 
will be taking to prepare for the potential protests from the "Occupy Movement"* 






A response is requested to the NOC NLT 8 Dec, 1200 hrs. 
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JIOC-ICE 



From: 

Sent; 

To: 



Cc: 



Subject: 



JIOC-ICE 

Tuesday, De 



tw 06. 2011 10-22 PM 



ICE 



(b) (6), (b) (7)(C) 




(b) (7)(E) 



(b) (6), (b) (7)(C) 

: (b) (7)(E) 



JIOC-ICE: 



(b) (6), (b) (7)(C) 



NOC 



SI RFI - Potential Port Shutdown Threat - West Coast, US and Canada 



by the Occupy Movement 



Good Evening ? 



The JIOC received the following SI RFI from the DHS NOC in regards to a Potential Port Shutdown Threat - 
West Coast, U.S. and Canada, 



The National Operations Center has received information of potential protest by the Occupy Movement who are 
threatening to shutdown the below major west coast ports in US and Canada on Dec. 12. The "Occupy 
Movement" of Oakland, CA, has called for a "West Coast Port Shutdown 11 action for Dec, 12 at ports along the 
west coast of the US and Canada. Organizers plan to protest at ports and cause closures similar to the port 
closure in Oakland on Nov. 2. See affected cities and links below* 






The locations possibly affected are: 



• Vancouver* B.C. 

• California - Los Angeles 

• California - San Diego 




• 



Washington - 
California - Oakland 





• 



gon — 
Texas - Houston 



West Coast Port Shutdown website; http://westcoastpQrtshutdown.or , 
Occupy Oakland website: www.occupvQakIand.org 



In anticipation of questions from the Secretary, the DHS NOC requests ICE provide what actions 
will be taking to prepare for the potential protests from the "Occupy Movement", 

A response is requested to the NOC NLT 8 Dec ? 1200 hrs. 

v\r 





Watch Intelligence/Operations Officer 
Joint Intelligence Operations Center (JIOC) 
U.S. Immigration and Customs Enforcement 
500 12th Street, SW - 10th Floor 



on. DC 20536 




(b) (6), (b) (7)(C) 
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from public release wvl i Mi I n' 'II' m nl Intrirrpntrn Vt (5 ILS.C. 552). It is to be controlled, stored, handled, transmitted, 
distributed, and disposed of in accordance with PH^ pHv " I hiliiifrtnF^^uiforrmfHi and is not to be released to the public or 
other personnel who do not have a valid "need-to-know" without prior ippnn ilnl ill mllinriTrrl PH^l rffiml No portion of this 
report should be furnished to the media, either in written or verbal form* 
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JIOC-ICE 



From: 

Sent: 

To: 
Cc: 




(b) (6), (b) (7)(C) 



Tuesday, December 06 r 2011 9:56 PM 



b 6, b 7 c 



OC-ICE 



NOCICE 
FW: NOC 
Canada 



b 7 E 



SI RF] - Potential Port Shutdown Threat - West Coast US and 



Follow Up Flag: 
Flag Status: 




low up 
Flagged 



FYI 



b 6 , b 7 C 



NOC ICE Desk 



(b) (6), (b) 7) C 



I-- I » r 



| ■-.- 



.H ■ 



, _ 



— ■ -'i^— _^___^_ 



__-_ 



(b) (7)(E) 




:37 PM 



Subject: NOC # 



- Potential Port Shutdown Threat - West Coast, US and Canada 



CBP/ USCG/ ICE: 



The National Operations Center has received information of potential protest by the Occupy Movement who are 
threatening to shutdown the below major west coast ports in US and Canada on Dec. 12. The "Occupy Movement" of 
Oakland, Calif., has called for a "West Coast Port Shutdown" action for Dec, 12 at ports along the west coast of the US 






and Canada. Organizers plan to protest at ports and cause closures similar to the port closure in Oakland on Nov. 2. See 
affected cities and links below. 



The locations possibly affected are 



• 



Vancouver, B.C. 
California - Los Angel 
California - San Diego 
Washington - Seattle 
California - Oakland 
Oregon - Portland 

- Houston 







West Coast Port Shutdown website: http://westcoastPOi1shutdown 
Occupy Oakland website: wwwoccupvQakland.org 






org 






In anticipation of questions from the Secretary, request CBP, USCG, and ICE provide what actions they will be 
to prepare for the potential protests from the "Occupy Movement 




Please provide response IMLT 8 Dec, 1200 hrs 
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Senior Watch Officer 

DHS 

National Operations Center 



(b) (6), (b) (7)(C) 
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JIOC-ICE 




From: 



JIOC-ICE 



- 







Tuesday, November 22, 2011 12:34 PM 



To: 
Cc: 





Houston Shooting 




i 

On November 21, 201 l a at approximately 1710 hrs, Deputy U.S. Marshalls* (DUSM) were leaving the Houston 
Federal Courthouse when they heard gunshots fire coming across the street at Tranquility Park where Occupy 
Houston Protesters were gathered. DUSM along with the Houston Police Department 
where the gunshots came from and encountered a white male subject later identified a 



MDIOMdob 



(b) (6), (b) 7 C 




ene 



of 



ubject had a .40 caliber long rifle pointed at himself and immediately pointed 



it over at the HPD officers. HPD discharged their weapons in an attempt to stop the threat striking the subject 



multiple times. Subject was subdued by HPD Officers and DUSM's. 




transported by EMS to the 



nearest hospital The Houston Police Department is conducting the shooting investigation. The USMS and 
Federal Protective Service will assess the situation and currently there is no link between the incident and the 
federal building. 



No USMS personnel discharged their weapons. There were no injuries to law enforcement officers or civilians, 
Source: Houston Fusion Center 





(b) (6), (b) (7)(C) 



Watch Operations Officer 

Joint Intelligence Operations Center 

U.S. Immigration and Customs Enforcement 

Washington, DC 

Des 

STE 

Warning: This document is UNCLASSIFIED//FOR OFFICIAL USE ONLY (U//FOUO). It contains information that may be 
exempt from public release under the Freedom of Information Act (5 U.S.C 552). It is to be controlled, stored, handled, 
transmitted, distributed, and disposed of in accordance with DHS policy relating to FOUO information and is not to be 
released to the public or other personnel who do not have a valid " need-to-know" without prior approval of an authorized 
DHS official. No portion of this report should be furnished to the media, either in written or verbal form. 
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JIOC-ICE 



From: 

Sent; 

To: 

Cc: 

Subject: 
Attachments: 



(b) (6), (b) 7 C 



Friday, September 30, 2011 9:58 AM 







Chalk_the_Police.pdf 



FYI from SIG Atlanta. 



b 6 , b 7 C 



Section/SIG Coordination 
ICE/HSMntetligence 
Department of Homeland Security 



b 6, b 7 C B 



Wee) 




"In the work of intelligence, heroes are undecorated and unsung, their inspiration is patriotism, their reward 
little - except the conviction that they are performing an indispensable service to their country and the 






knowledge that America needs and appreciates their efforts," ** President Dwight Eisenhower 
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ay, September 30, 2011 9:55 AM 




PI 



ease see attac 




FOUO for officer awareness and pass on to anyone who would benefit Thanks 



b 6 , b 7 C 



WtJL/ U*%X*hf\ 



Homeland Security Investigations 
US Immigration and Customs Enfor 
Department of Homeland Security 
Atlanta. GA 



(b) (6), (b) (7)(C) 
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From: 

Sent: 

To 

Cc 



(b) (6), (b) (7)(C) 



: Planned Protests 




b 6 , b 7 C 



Have you seen the attached bit of intel? 



b 6 , b 7 c 
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re, b 7 c 



Program Manager 

DHS/ICE 

Homeland 



Atlanta, 



Security 
Georgia 



Investigations 



Office: 
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UNCLASS i r i CD//r 




I Us e On l y 



MARTA Police 



ence 






Intel Bulletin: "Chalk the Police" 

Nationwide Protest 





Dates: October 1, 2011 

: Multiple 



i- 





and cities. (Currently, neither Georgia nor Atlanta is listed.) 
Organizers/Purpose: Copblock.org: to solicit a (videotaped) response from LEOs. 





xcerpt from Copb lock, org's press rele 

Chalk the Police is a nationwide campaign to raise public awareness about 
policing issues. On October 1, folks from ail over the country will be heading out 
to their local police station (s) or parks (anywhere that's public property) to 
advocate, in solidarity, police accountability 

Activists are encouraged to carry signs, pass out informational fliers and write 

messages to voice their messages of protest Local and independent 





Media is encouraged to cover these peaceful events. 






Gaps in Intelligence: 

o The affect that a number of other protests, both nationally and in Georgia, will have 



on this protest is unknown 

■ Occupy Wall Street 

■ U.S. Day of Rage 



Immigration Reform 



b 6 , b 7 C 



xecution 



For further information contact the MARTA Police Intelligence Analyst; 



(b) (6), (b) (7)(C)H|(b) (6), (b) (7)(C) 
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Not Responsive 
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JIOC-ICE 



b 7 E 



From: NC 

Sent; Friday, September 23, 2011 12:04 PM 

To: NCS 

Subject; Anonymous "Day of Vengeance" Announcement for 24 Sept 2011 



To; Government and Industry Partners, 



Ba ckground: 



The purpose of this situational awareness bulletin is in regards to the Hacktivist group Anonymous is planning 
to hold a special "Day of Vengeance" in several cities around the U.S. at 1200 EDT, 24 September 2011. Late 
last night, Anonymous-or at least people claiming to be from Anonymous- posted a press release on Paslebin, 
saying that Saturday will be marked by peaceful protests in cities across the U.S. combined with cyberattacks 
on "various targets, including Wail Street, Corrupt Banking Institutions, and the New York City Police 
Department." Anonymous* decision to release its "communique*' and call for a Day of Vengeance is a response 
to the recent New York City "Occupy Wall Street" demonstration. Last week, about L000 people from various 

roups descended on Lower Manhattan to protest the corporate world's close ties to American politics. The 
protesters were urged by the "Occupy Wall Street" organizers to "flood into lower Manhattan, set up tents, 
kitchens, peaceful barricades and occupy Wall Street for a few months." In last night's release, Anonymous 
criticized how those protesters were handled, saying that they "faced phalanxes of heavily armed paramilitary 
police officers from local and federal jurisdictions." Although some protesters were arrested last week. 
Anonymous' real issue with the events came on Tuesday when, the organization claims in its release, police 
used "excessive force against and arresting innocent peaceful protesters, several of whom were abused and 
injured." "Anonymous & the other cyber liberation groups around the world together with all the freedom 
loving people in the USA will NOT stand for this," the release reads. "We will peacefully yet forcefully resist 
the abuses of the NYC Police Department" Even so, Anonymous has been very successful in launching 
cyberattacks. Just last month, the group claimed that it had hacked into the DNS servers of Symantec, Apple, 
Facebook, Microsoft, and several other major organizations. The group has also allegedly been involved in 
attacks on government organizations, taking aim at the Tunisian government Web site and the city of Orlando. 



NCS/NCC Watch Activities: 



The NCC Watch is in coordination with US-CERT and NCCIC elements to monitor this event over the 
weekend period- In the event there are specific reports of impact to communications and operational assets as 
result these cyber-related activities, the NCC Watch will generate a request of information (RFI) to ascertain 
full impact of this event to its constituents. The intelligence community is aware of the event and conducting an 



1 threat assessment 



Refer to below open source URLs for additional information. 



Open source URU: 

http://news.cnet.com/8301-13506 3-20110004-17/anonvmous-planning-dav-Qf-vengeance-on-sept'24/ 

http://www,pcmagxoro/artide2/0.2817,2393411,0Q.asp 

http://siliconangle.com/blog/2Qll/09/22/anonvmous-alleges-%E2%80%9Cdav-Qf-vengeance%E2%8Q%9D-against-the- 

us-on-september-24/ 

i 
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http://www,securitvnew5dailvxom/anonymous-hacking-group-to-hold-dav-of--venfieance-1176/ 



NCC Watch 
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Kroloff, Noah 



From: 

Sent: 

To: 



Cc: 
Subject: 



Durkovich, Caitlin 

Sunday, November 06, 201 1 11 :07 PM 

Colburn, Brent; Shlossman, Amy; Kroloff, Noah; Sandweg, John; Davis, Bob M; Chandler, 

Matthew 

Ortman, Chris; Spaulding, Suzanne 

FW: Occupy Portland 



FYSA. 



From: Durkovich, Caitlin 

Sent: Sunday, November 06, 2011 11:00 PM 

To: 'Michael Robertson 1 ; 

Cc: 

Spaulding, Suzanne 

Subject: RE: Occupy Portland 




Ortman, Chris; 



Thank you. Adding Chris Ortman from our press shop and Suzanne Spaulding, NPPD's new Deputy Under Secretary who 
oversees FPS. Appreciate the very careful consideration you have given this and look forward to the guidance. This is a 
tough issue. Please let Suzanne and/or I know what we can do to ensure appropriate actions on our end, although it 
seems as if FPS is in synch with you approach. 



V/r, 
Caitlin 



tfMiwwmwiMpawi 
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From: Michael Robertson [mailto 

Sent: Sunday, November 06, 2011 9:45 PM 

To: 



Durkovich, Caitlin 






Subject: Re: Occupy Portland 



Thanks Caitlin. Bob has outlined our general approach. We will share with you tomorrow the guidance we're sending out 
to our Regions - as I don't believe that we have done so yet. We're asking our folks to coordinate closely with FPS and 
make calls on a case by case basis around safety and security. I'm cc'ing Greg Mecher, our acting Press Secretary and 
White House Liaison so he can be in touch with whomever is appropriate on your end. We've fielded a few questions 

and I know our teams are connected in Portland about today's events - so far so good. Thanks for connecting with us 

and I look forward to speaking with you this week. 



Thanks, 
Michael 



Michael J. Robertson 

Chief of Staff 

U.S. General Services Administration 

KI^H® Office 



*mt*m+^*m 
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From: Robert Peck (P) [mailto :| 

Sent: Sunday, November 06, 2011 08:30 PM 

To: Durkovich, Caitlin 

Cc: 





Michael Robertson 




Graf (10P) 




>; George Northcroft 




l 



Subject: Re: Occupy Portland 



Caitlin: yes, that is our position; it's been vetted with our Administrator and Michael Robertson, our chief of 
staff, and we have communicated with the WH, which has afforded us the discretion to fashion our approach to 
the Occupy issues, Michael: correct me if I've mischaracterized that in any way. 



Through our Regional Administrator, George Northcroft, and Regional Commissioner, Rob Graf, in our 
Northwest Arctic Region, headquartered in Auburn, Washington and responsible for Portland, we have 
communicated with the FPS commander in the region. They have also been in contact with the City of 
Portland, whose park is immediately adjacent to the federally-controlled park. The arrests last week were 
carried out despite our request that the protesters be allowed to remain and to camp overnight, so long as (hey 



did not pose a threat to life and public safety and so long as they were not engaged in criminal activity. We 
have improved our communication with FPS in the region. We also met with an FPS operations official in 
Washington last week. 



We have a meeting of our Facility Security Committee at GSA HQ tomorrow and Director Patterson was 
scheduled to attend before the Portland situation arose. By the way, Director Patterson and I have established 
what I think is an excellent working relationship. He has appointed some top-notch operations commanders, one 
of whom spent the day with our national senior management council at our most recent meeting. 



I have been in touch today with our Regional Commissioner about the latest developments in Portland, with the 
protesters chaining themselves to a barrel or together. You do have an accurate account of our position. We are 



trying to be flexible, cognizant at the same time of first amendment rights to petition and our need to protect 
Federal property and access to Federal buildings. 

In Portland, the park that GSA controls is across the street from the Edith Green- Wendall Wyatt Federal 
Building. That building is undergoing a complete modernization and has been entirely vacated and physically 
stripped to its framework, so there is not issue of restricting public access to the building. 



We have given this very careful consideration and I'll be happy to discus with you. 



ROBERT A. PECK 

Commissioner, Public Buildings Service 

U.S. General Services Administration 

1 800 F Street, NW 

Washington, DC 20405 

direct 

fax: 202.21 9.23 10_ 

www.gsa.gov 





Susan and Bob - 



I am sorry to be emailing you on a Sunday night, but wanted to let you know our Press Shop has received 
a couple of calls from Portland media outlets about a group of 11 protesters who again set up camp at 
Terry Schrunk Plaza in Portland last night They have chained themselves to each other and to a large 

2 



drum filled with concrete. GSA controls the permits and has asked FPS not to enforce the curfew at the 
park and the prohibition on overnight encampments. Reporters have asked if we will be arresting the 
protestors as FPS did last week. 



Our FPS Commander in Portland says they are standing down and following GSA's request to only 
intervene if there is a threat to public safety. 



Since this is a departure from last week, I want to confirm since you hold the permitting authority that 
FPS is not to enforce the curfew at the park and the prohibition on overnight encampments, unless of 
course public safety concerns arise. 



FPS does have plans to sitting down with GSA tomorrow (Bob, I believe Director Patterson is actually 
meeting with you) to discuss this new approach and share our concern, but until then, want to make sure 
we are all on the same page. I do also want to give you a heads up that we are referring reporters to GSA. 



Thanks and I look forward to hearing from you. 



Caitlin 



Caitlin Durkovich 



Chief of Staff 



National Protection and Programs Directorate 



Department of Homeland Security 
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Sandwea, John 




From: 

Sent: 

To: 



Cc: 
Subject 



Durkovich, Caitlin 

Sunday, November 06, 201 1 11 :07 PM 

Colburn, Brent; Shlossman, Amy; Kroloff, Noah; Sandweg, John; Davis, Bob M; Chandler, 

Matthew 

Ortman, Chris; Spaulding, Suzanne 

FW: Occupy Portland 



FYSA. 
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From: Durkovich, Caitlin 

Sent: Sunday, November 06, 2011 11:00 PM 

To: 

Cc: 

Spaulding, Suzanne 

Subject: RE: Occupy Portland 




; Ortman, Chris; 



Thank you. Adding Chris Ortman from our press shop and Suzanne Spaulding, NPPD's new Deputy Under Secretary who 
oversees FPS. Appreciate the very careful consideration you have given this and look forward to the guidance. This is a 
tough issue. Please let Suzanne and/or I know what we can do to ensure appropriate actions on our end, although it 
seems as if FPS is in synch with you approach. 



V/r, 
Caitlin 
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From: Michael Robertson (G 





Sen t: Sunday, Novemb er 06, 2011 9:45 PM 
To|mi^^^^^^B Durkovich, Caitlin 

1 ' - E " 




I 



Subject: Re: Occupy Portland 

Thanks Caitlin. Bob has outlined our general approach. We will share with you tomorrow the guidance we're sending out 
to our Regions - as I don't believe that we have done so yet. We're asking our folks to coordinate closely with FPS and 
make calls on a case by case basis around safety and security. I'm cc'ing Greg Mecher, our acting Press Secretary and 
White House Liaison so he can be in touch with whomever is appropriate on your end. We've fielded a few questions 
and I know our teams are connected in Portland about today's events - so far so good. Thanks for connecting with us 
and I look forward to speaking with you this week. 



Thanks, 
Michael 



Michael J. Robertson 

Chief of Staff 

U.S. General Services Administration 
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From: Robert Peck(P) [mailto:| 

Sent: Sunday, November 06, 2011 08:30 PM 

To: Durkovich, Caitlin < 

Cc: 





>; Michael Robertson 




Robin Graf (10P) 



l 



Subject: Re: Occupy Portland 

Caitlin: yes, that is our position; it's been vetted with our Administrator and Michael Robertson, our chief of 
staff, and we have communicated with the WH, which has afforded us the discretion to fashion our approach to 
the Occupy issues. Michael: correct me if I've mischaracterized that in any way. 



Through our Regional Administrator, George Northcroft, and Regional Commissioner, Rob Graf, in our 
Northwest Arctic Region, headquartered in Auburn, Washington and responsible for Portland, we have 
communicated with the FPS commander in the region. They have also been in contact with the City of 
Portland, whose park is immediately adjacent to the federally-controlled park. The arrests last week were 
carried out despite our request that the protesters be allowed to remain and to camp overnight, so long as they 
did not pose a threat to life and public safety and so long as they were not engaged in criminal activity. We 
have improved our communication with FPS in the region. We also met with an FPS operations official in 
Washington last week. 



We have a meeting of our Facility Security Committee at GSA HQ tomorrow and Director Patterson was 
scheduled to attend before the Portland situation arose. By the way, Director Patterson and I have established 
what I think is an excellent working relationship. He has appointed some top-notch operations commanders, one 
of whom spent the day with our national senior management council at our most recent meeting. 



I have been in touch today with our Regional Commissioner about the latest developments in Portland, with the 
protesters chaining themselves to a barrel or together. You do have an accurate account of our position. We are 
trying to be flexible, cognizant at the same time of first amendment rights to petition and our need to protect 
Federal property and access to Federal buildings. 



In Portland, the park that GSA controls is across the street from the Edith Green-Wendall Wyatt Federal 
Building. That building is undergoing a complete modernization and has been entirely vacated and physically 
stripped to its framework, so there is not issue of restricting public access to the building. 



We have given this very careful consideration and 111 be happy to discus with you. 



ROBERT A. PECK 

Commissioner, Public Buildings Service 

U.S. General Services Administration 

1 800 F Street, NW 

Washington, DC 20405 

direc 

fax: 202.219.2310 

www.gsa.gov 





Susan and Bob - 



I am sorry to be emailing you on a Sunday night, but wanted to let you know our Press Shop has received 
a couple of calls from Portland media outlets about a group of 11 protesters who again set up camp at 
Terry Schrunk Plaza in Portland last night. They have chained themselves to each other and to a large 

2 



drum filled with concrete. GSA controls the permits and has asked FPS not to enforce the curfew at the 
park and the prohibition on overnight encampments. Reporters have asked if we will be arresting the 
protestors as FPS did last week. 



Our FPS Commander in Portland says they are standing down and following GSA's request to only 
intervene if there is a threat to public safety. 



Since this is a departure from last week, I want to confirm since you hold the permitting authority that 
FPS is not to enforce the curfew at the park and the prohibition on overnight encampments, unless of 
course public safety concerns arise. 



FPS does have plans to sitting down with GSA tomorrow (Bob, I believe Director Patterson is actually 
meeting with you) to discuss this new approach and share our concern, but until then, want to make sure 
we are all on the same page. I do also want to give you a heads up that we are referring reporters to GSA. 



Thanks and I look forward to hearing from you. 



Caitlin 



Caitlin Durkovich 



Chief of Staff 



National Protection and Programs Directorate 



Department of Homeland Security 
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Sh loss man, Am 




From; 




To: 



Durkovich, Caitlin 

Sunday, November 06, 201 1 1 1 :Q7 PM 

Colburn, Brent; Shlossman, Amy; Kroloff, Noah; Sandweg, John; Davis, Bob M; Chandler, 

Matthew 



Cc; 
Subject: 



Ortman, Chris; S 
FW: Occupy 




ing, Suzanne 




FYSA 



From: Durkovich, Caitlin 

Sent: Sunday, November 06, 2011 11:00 PM 

To: 'Michael Robertson'; 

Cc: 

Spaulding, Suzanne 

Subject: RE; Occupy Portland 




; Ortman, Chris; 



Thank you. Adding Chris Ortman from our press shop and Suzanne Spaulding, NPPD's new Deputy Under Secretary who 
oversees FPS. Appreciate the very careful consideration you have given this and look forward to the guidance. This is a 
tough issue. Please let Suzanne and/or I know what we can do to ensure appropriate actions on our end, although it 
seems as if FPS is in synch with you approach. 



V/f, 



" m I + 




in 



From: Michael Robertson [mailto 

Sen t: Sunday, Novemb er 06, 2011 9:45 PM 

Tof§BIHHHH ; Durkovich, Caitlin 

Cc: 

Subject: Re: Occupy Portland 





Thanks Caitlin, Bob has outlined our general approach. We will share with you tomorrow the guidance we're sending out 
to our Regions - as I don't believe that we have done so yet. We're asking our folks to coordinate closely with FPS and 
make calls on a case by case basis around safety and security. I'm cc'ing Greg Mecber, our acting Press Secretary and 
White House Liaison so he can be in touch with whomever is appropriate on your end. We've fielded a few questions 
and I know our teams are connected in Portland about today's events - so far so good. Thanks for connecting with us 
and I look forward to speaking with you this week. 



Thanks, 
Michael 



Michael J, Robertson 
Chief of Staff 

U.S. General Services Administration 

Office 





From: Robert Peck (P) [i 

Sent: Sunday, November 06, 2011 08:30 PM 

To: Durkovich, Caitlin < 

Cc: 





Michael Robertson < 




Robin Graf (10P) 




l 






■ 



Subject: Re: Occupy Portland 



Caitlin: yes, that is our position; it's been vetted with our Administrator and Michael Robertson, our chief of 
staff, and we have communicated with the WH, which has afforded us the discretion to fashion our approach to 
the Occupy issues. Michael: correct me if I've mischaracterized that in any way, 



Through our Regional Administrator, George Northcroft, and Regional Commissioner, Rob Graf, in our 
Northwest Arctic Region, headquartered in Auburn, Washington and responsible for Portland, we have 
communicated with the FPS commander in the region. They have also been in contact with the City of 
Portland, whose park is immediately adjacent to the federally-controlled park. The arrests last week were 
carried out despite our request that the protesters be allowed to remain and to camp overnight, so long as they 
did not pose a threat to life and public safety and so long as they were not engaged in criminal activity. We 
have improved our communication with FPS in the region. We also met with an FPS operations official in 
Washington last week. 



We have a meeting of our Facility Security Committee at GSA HQ tomorrow and Director Patterson was 
scheduled to attend before the Portland situation arose. By the way, Director Patterson and I have established 
what 1 think is an excellent working relationship. He has appointed some top-notch operations commanders, one 



of whom spent the day with our national senior management council at our most recent meeting, 

I have been in touch today with our Regional Commissioner about the latest developments in Portland, with the 
protesters chaining themselves to a barrel or together You do have an accurate account of our position. We are 
trying to be flexible, cognizant at the same time of first amendment rights to petition and our need to protect 
Federal property and access to Federal buildings. 

In Portland, the park that GSA controls is across the street from the Edith Gieen-Wendall Wyatt Federal 
Building. That building is undergoing a complete modernization and has been entirely vacated and physically 
stripped to its framework, so there is not issue of restricting public access to the building. 

We have given this very careful consideration and Til be happy to discus with you. 



ROBERT A. PECK 

Commissioner, Public Buildings Service 
U.S. General Services Administration 
1800 F Street, NW 
Washington, DC 20405 




fax: 202.219.2310 




www.Rsa.gov 



Susan and Bob - 



I am sorry to be emailing you on a Sunday night, but wanted to let you know our Press Shop has received 
a couple of calls from Portland media outlets about a group of 11 protesters who again set up camp at 
Terry Schrunk Plaza in Portland last night They have chained themselves to each other and to a large 
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drum filled with concrete. GSA controls the permits and has asked FPS not to enforce the curfew at the 
park and the prohibition on overnight encampments. Reporters have asked if we will be arresting the 
protestors as FPS did last week 



Our FPS Commander in Portland says they are standing down and following GSA's request to only 
intervene if there is a threat to public safety. 



Since this is a departure from last week, I want to confirm since you hold the permitting authority that 
FPS is not to enforce the curfew at the park and the prohibition on overnight encampments, unless of 
course public safety concerns arise. 



FPS does have plans to sitting down with GSA tomorrow (Bob, 1 believe Director Patterson is actually 

meeting with you) to discuss this new approach and share our concern, but until then, want to make sure 
we are all on the same page, i do also want to give you a heads up that we are referring reporters to GSA, 



Thanks and 1 look forward to hearing from you. 



Caitlin 



Caitlin Durkovich 



Chief of Staff 



National Protection and Programs Directorate 






Department of Homeland Security 
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Kroloff, Noah 




From: 

Sent: 

To: 




Boogaard, Peter 

Wednesday, February 29, 2012 12:36 PM 
Kroloff, Noah; Sandweg, John 
Re: Where are we on stmnt? 



Yes. Been waiting for wh to sign off, Let me know if you have concerns* We haven't gotten any 
followups at this point. 




Congress requires DHS J National Operations Center (NOC) "to provide situational awareness and 
establish a common operating picture for the entire federal government and for state, local, 
and tribal governments as appropriate, in the event of a natural disaster or terrorist attack 
and ensure that critical terrorism and disaster-related information reaches government 



decision-maker 



jj 



Under this requirement, the NOC monitors social media only for situational 



awareness purposes during times of crisis, such as a terrorist attack or earthquake. 



Original Message 

From: Kroloff, Noah 

Sent: Wednesday, February 29, 2012 12:33 

To: Sandweg, Dohn; Boogaard, Peter 



PM 



Subject: Re: Where are we on stmnt? 

Did u and MEC ever call nppd together? 

-- — Original Message 

From: Sandweg, John 

Sent: Wednesday, February 29, 2012 12:31 PM 

To: Boogaard, Peter 

Cc: Kroloff, Noah 

Subject: Where are we on stmnt? 



i 



.-.™_1 



Wi^ 



Kroloff, Noah 




From: 

Sent: 
To: 

Subject: 



Boogaard, Peter 

Wednesday, February 29, 2012 9:02 AM 
Kroloff, Noah; Callahan, Mary Ellen; S 
RE; Statement 




, John; Shlossman, Amy; Col burn, Brent 



MEC says it would be more accurate to say they were "outside the scope of their authority" 




Congress requires DHS J National Operations Center (NOC) "to provide situational awareness and 
establish a common operating picture for the entire federal government and for state, local, 
and tribal governments as appropriate, in the event of a natural disaster or terrorist attack 



and ensure that critical terrorism and disaster-related information reaches government 
decision-makers. * Under this requirement, the NOC monitors social media only for situational 
awareness purposes during times of crisis, such as a terrorist attack or earthquake - 



Original Message- 

From: Kroloff, Noah 



Sent: Wednesday, February 29, 2012 8:59 AM 

Sandwegj John; Shlossman, Amy; Colburn, Brent) Boogaard, Peter 



To: Callahan, Mary Ellen; 
Subject: FW: Statement 



MEC— if accurate, why would this violate DHS's privacy standards? 

Original Message 

From: Flynn, William 

Sent: Wednesday, February 29, 2012 8:50 AM 

To: Boogaard, Peter; Spaulding, Suzanne; Durkovich, Caitlin; Kroloff, Noah; Sandweg, John; 

Beland^Michae^Davis, Robert M 

Cc: SSSSHH^IH E Pl e V' Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 

Mary Ellen; Shlossman, 

Subject: RE: Statement 




Just to be very clear . .. they did not look at social media. They looked at traditional 

reporting which may have been report! ng/q 

distinction. 




la 




social media. This is an important 



William F. Flynn, 

Acting Assistant Secretary, 

Office of Infrastructure Protection 



US Department of 





and Security 
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Dohn; 



Original Message 

From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 8:25 AM 

To: Spaulding, Suzanne; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; Sandweg, 

Beland, Michael; Davi s, Robert M 

Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan 

Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 



Cc: 





Original Message --■ — 

From: Spauldingj Suzanne 

Sent: Wednesday, February 29, 2012 08:24 AM 
To: Boogaard, Peter; Durkovich, Caitlin; F 
Bel and, Michael; Davis, Robert M 

Cc: 




, William; Kroloff, Noah; Sandweg, Dohn; 




Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan 



Mary Ellen; Shlossman, 

: Re: Statement 






What is the violation of privacy standards? 



Original Message 

From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 08:22 AM 

To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Kroloff, 

Bel and, Michael; Davi s, Robert M 

Cc: [©ESH^I^H E pley> Veronica; Flo 
Mary Ellen; Shlossman^ Amy 

Subject: Re: Statement 





; Sandweg, 3ohn; 



Gina; Hess, David; Grossman, Seth; Callahan, 



Most recent statement is attached. 




Original Message 

From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 08:19 AM 

To: Durkovich, Caitlin; Flynnj William; Spaulding, 

Beland. Michael; Davis, Robert M 



Suzanne; Kroloff, Noah; Sandweg, John; 




Cc: 

Mary Ellen; Shlossman, 

Subiect: Re: Statement 



Epley, Veronica; Flores, Gina; HesSj David; Grossman, Seth; Callahan, 
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Original Message 

From: Durkovichj Caitlin 

Senti Wednesday, February 29, 2012 08:16 AM 

To: Flynn, William; Spaulding, Suzanne; Boogaard, Peter; Kroloff, Noah; Sandwegj John 

Bel andj Michael; Davi s > Robert M 

Cc: fGSKSflHHI^^H Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan. 

AS Kfl A9 Efl V ' 

Mary Ellen; Shlossmanj Amy 
ect: Re: Statement 



* 





Caitlin Durkovich 

Chief of Staff 



National Protection and Programs Directorate U.S. Department of Homeland Security 







> 




Original Message 

From: Flynn, William 

Sent: Wednesday, February 29, 2012 03:08 AM 

To: Spaulding, Suzanne; Boogaard, Peter; Kroloff, Noah; Sandweg, John; Durkovich, Caitlin; 

Beland, Michael: Davis, Robert M 

Cc: 



Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 

Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 

Background; IP (POD division) compiles an open source report on critical infrastructure which 
is posted to HSIN. The contract for this service recently changed and the new contractor 
inappropriately conducted some "analysis" to the open source information (in this case)* When 
it was brought to my attention the report was pulled (other steps have also been taken) . 
However the fed staff undertook a thorough review and every source is traditional media, 
report references social media resources but that was found in traditional sources. No 
monitoring of social media took place. 



The 



William F. Flynn 

Acting Assistant Secretary 

Office of Infrastructure Protection 



US Department of Homeland Security 




Original Message -- 

From: Spaulding, Suzanne 
Sent: Wednesday, February 



29, 2012 06:47 AM 
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To: Boogaard, Peter; Kroloff, Noah; Sandweg, 3ohn; Durkovich, Caitlin; Beland, Michael; 

— 

Davis . Robert M 

Epley, Veronica; Flores, Gina; Flynn, William] Hess, David; Grossman, 



Cc: 

Seth; Callahan, Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 





-- Original Message 



From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 11:15 

To: Kroloff, Noah; Sandweg, John; Spau 

Davis^Rober^^^^^ 

Cc: [©EaOHH^^^I Epley* Veronica; 
Seth; Callahan, Mary Ellen; Shlossman 

iect: Re: Statement 



PM 



ing, Suzanne; Durkovich, Caitlin; Beland, Michael; 
FloreSj Gina; Flynn, William; Hess, David; Grossman, 



j 










iginal Message 

From: Kroloff, Noah 

Sent: Tuesday, February 28, 2612 11:12 PM 
To: Sandweg, Dohn; Boogaard, Peter; Spaulding 
Davis, Robert M 



Suzanne; Durkovich, Caitlin; Beland, Michael; 




Cc: 

Seth; Callahan, Mary Ellen; Shlossman, Amy 
iect: Re: State 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 






r we on this 



— - *■ ■— . 




Original Message 

From: Sandweg, John 

Sent: Tuesday, February 28, 2012 10:26 

To: 8oogaard , Peter; Spaulding, Suzanne; Durkovichj Caitlin; Beland, 

Cc: [©EsSHHHH Epley j Veronica; Flores, Gina; Flynn, William; 

Seth; Callahan, Mary Ellen; Kroloff, Noah; Shlossman, Amy 

Subject: Re: Statement 



Michael; Davis, Robert M 
Hess, David; Grossman, 



Definitely think that the more we can push back on any inaccuracies the better. 



That said, assuming he isn't going to pull down the 
related issues out there, we need a clear statement 
drafted in violation of our privacy standards. 



blog 
that 



post j with other similar priv 
explains that this report was 



y 






+ Noah and Amy. 

., Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 10:21 PM 

ldine, Suzanne; Durkovich, Caitlin; Beland, Michael; 

Epley, Veronica; Flores, Gina; Flynn, William; Hess, 
Sandweg, John; Callahan, Mary Ellen 
Re: Statement 



To: S 
Cc: 
Seth; 
Subject 




Davis, Robert 



M 

David 






Grossman, 
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Also looping MEC. 



Original Message 

From: Boogaardj Peter 



Sent: 
To: S 
Cc: 



Tues 





February 28., 2012 16:19 PM 

Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 

, Veronica; Flores, Gina; Flynn, William; 




Hess j David; Grossman, 



Seth; Sandweg, John 
Subject; Re: Statement 



Looping Sandweg and Grossman, I think we need to move forward with the statement we proposed. 



— ■" Original Message 

From: Spaulding, Suzanne 

Sent: Tuesday, February 28, 2012 10:04 PM 

To: Durkovich, Caitli n; Boogaard, Peter; Beland, Michael; Davis, Robert M 
Cc: 



Epley^ Veronica; Flores, Gina; Flynn, William; Hess, David 




Subject: Re: Statement 




Original Message — -- 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 09:43 PM 

To: Boogaard, Peter: Beland, Michael; Davis, Robert M; 



Cc: 

Subject: Re: Statement 



Spaulding, Suzanne 
Epley, Veronica; Flores, Ginaj Flynn, William; Hess, David 



DUS Spaulding is out of 
statement- 
Caitlin Durkovich 
Chief of Staff 
National Protection and 



her speaking engagement and is going to review report, blog and 




Programs Directorate IKS, Department of Homeland Secu 




Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:24 PM 

To: Durkovich, Caitli n; Beland, Michael; Davis, Robert M; Spaulding, Suza 

Cc: 




nne 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 




ect: Re: Statement 



Can you confirm that this accurate? 

Original Message — -- 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:07 PM 

To: Durkovich, Caitli n; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 



Cc: 
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Subject: Re: Statement 




Original Message 



From: Durkovich, Caitiin 

Sent: Tuesday, February 28, 2012 09:03 PM 

To: Boogaard^^eter; Be land , Michael; Davis, Robert Mj Spau 

Cc: RSn@lH^|^^M Epley> Veronica; Floras, Gina; Flynn, William; Hess, David 

Afl Kfl Afl Kfl 

ect: RE: Statement 




Suzanne 





If anything, I think we should consider calling Hastings and help him understand our mission. 




Original 

From: Boogaard, Peter 

Sent: Tuesday j February 28, 2012 8:55 PM 

To: Belandj Michael; Davis, Robert M; Durkovich, 

Cc: 



, Veronica; Flores, Gina; 






in; Spaulding, S 

Flynn, William 



uzanne 



Subject: Re: Statement 



Couple changes. 

Is this accurate? Our FO likes this 







. If there are different opinions, let me know 




Original Message 

From: Bel and, Michael 

Sent: Tuesday , February 28 s 2012 08:35 PM 

To: Davis ^Rober^^; Durkovich, Caitiin; Boogaard, Peter; Spaulding, Suzanne 

Cc: SSESHHHH Epl e Y; Veronica; Flores, Gina; Flynn, William 

Subject: Re: Statement 
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was 



We are still working the dates, but, based upon the document and our recollection, 

posted to hsin and one cannot access the materials on hsin without a password. Once we get 

the dates , we'll pass them along, but that may not be before you push this out, 

Michael Beland 
Chief of Staff 



* 




of Infrastructure 




ion 



National Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message 

From: Davis. Robert M 




: Tuesday , February 28, 2012 08:29 PM 
To: Beland 



Michael; Durkovich, Caitlin; Boogaard, 




* 





r; Spauldingj Suzanne 



Epley, Veronica; Flores, Gina; Flynnj William 



Subject: Re: Statement 







Original Message 

From: Beland, Michael 

Sent: Tuesday, February 28, 2912 07:55 PM 

To: Durkovic h , Caitli n ; Boogaard, Peter; Davis, Robert M; Spaulding, Suza 

Cc: 



Epley, Veronica; Flores, Gina; Flynn, William 
Subject: Re: Statement 

+ Mr Flynn, I want to confirm that it was indeed on HSIN, and I am working that. 



Michael Beland 

Chief of Staff 

Office of Infrastructure Protection 

National Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2912 97:52 PM 

To: Boogaard , Peter; Davis, Robert M; Spaulding, Suzanne; Beland, Michael 

Cc: [©ESmHlB Epley, Veronica; Flores, Gina 

Subject: RE: Statement 

Can we get the link to the blog post? Need to understand the context. 






— --Original Message 
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From: Boogaard, Peter 

Sent: Tuesday, February 28, 2612 7:56 PM 

To: Davis, Robert M 

Cc: 




Spauldingj Suzanne; Beland, Michael 
Epley, Veronica; FloreSj Gina; Durkovich, Caitlin 



Subject: Re: Statement 



If we are going this route, we need to oush back stronger* We never approved of this approach 
and the individuals who piblished it did so without approval from nppd leadership. 



Original Message 

From: Davis j Robert M 

Sent: Tuesday, February 28, 2012 07:48 PM 

To: Spauldine , Suzanne; Beland, Michael 

Cc: H3K@1HI^^^^I Boogaard, Peter; Epley, 

■I BA Bfl BA ^r 

ect: Re: Statement 



Veronica; Flores, Gina; Durkovichj Caitlin 







Suzanne and Mike 



> 



Rolling Stone has posted a blog with a link to a document with the DHS seal and nppd/ ip 
markings that was posted to HSIN without approval. Here is the draft statement I would like 
to send to opa a sap. 

Here is the link: 



htt p : //www! . rollingstone . com/extras/13G37_DHS%20IP%20Special . pdf 




e let me know if this is ok 



Bob 




Original Message 



From: Boo 




Sent: Tues 




, Peter 

, February 
To: Davis j Robert M 
Subject: Statement 



28, 2012 07:31 PM 



let me know when you have a draft. Thanks man 
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Kroloff, Noah 



From: 

Sent: 
To: 

Subject 






Boogaard, Peter 

Wednesday, February 29, 2012 7:41 AM 

Sandweg t John; Kroloff, Noah; Colburn, Brent; Callahan 

Shlossman, Amy; Grossman, Seth; Peacock, Nelson 

Re: Michael Hastings 




Ellen; Chandler, Matthew; 



This is the updated statement we are working with, Still waiting for clearance 



* 




Original Message — — 

From: Sandwegt John 

Sent: Wednesday, February 29, 2012 07:35 AM 

To: Kroloff, Noah; Colburn, Brent; Boogaard, Peter; 

Shlossman ,, Amy; Grossman, Seth; Peacock, Nelson 

Subject: Re: Michael Hastings 



Callahan, Mary Ellen; Chandler 
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ew; 






+* Nelson 



— -- Original Message 

From: Kroloff, Noah 

Sent: Wednesday, February 29, 2012 07:29 AM 

To: Colburn, Brent; Boogaard, Peter; Callahan, 

Shlossman, Amy; Grossman, Seth 

Subject: Re: Michael Hastings 



Mary Ellen; Sandweg, John; Chandler, Matthew, 



t 




Original Message 

From: Colburn, Brent 

Sent: Wednesday, February 29, 2012 07:19 AM 

To: Boogaard, Peter; Callahan, Mary Ellen; Sandweg, John; Kroloff, Noah; Chandler, Matthew; 

Shlossman, Amy; Grossman, Seth 

Subject: Re: Michael Hastings 




Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2812 18:07 PM 

To: Colburn, Brent; Callahan, Mary Ellen; Sandwe 

Shlossman, Amy; Grossman, Seth 

i 



John; Kroloff, Noah; Chandler, Matthew; 






Subject: Re: Michael Hastings 
sending to dark, 

Original Message — — 

From: Colburn, Brent 

Sent: Tuesday, February 28, 2912 10:05 PM 

To: Boogaard, Peter; Callahan, Mary Ellen; Sandweg, John; Kroloff j Noah; Chandler, Matthew; 

Shlossman, Amy; Grossman, Seth 

Subject: Re: Michael Hastings 



Concur—and Pete 



i 




Original Message 

From: Boogaard, Peter 

Sent: Tuesday , February 28, 2012 10:60 PM 

To: Callahan, Mary Ellen; Sandweg, 3ohn; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; 

Shlossman, Amy; Grossman, Seth 

Subject: Re: Michael Hastings 



Thanks 



Original Message 



From: Callahan., Mary Ellen 

Sent: Tuesday, February 28j 2012 09:58 PM 

To: Sandweg, John; Boogaard, Peter; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; 

Shlossman, Amy; Grossman, Seth 

Subject: RE: Michael Hastings 



Concur. 




Original Mess 

From: Sandweg, John 

Sent: Tuesday, February 28, 2012 9:57 PM 

To: Boogaard, Peter; Callahan, Mary Ellen; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; 

Shlossman, Amy; Grossman, Seth 

Subject: Re: Michael Hastings 

Based on all the other ongoing related issues, this seems appropriate. 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2812 09:40 PM 

To: Sandweg, John; Callahan, Mary Ellen; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; 

Shlossman, Amy; Grossman, Seth 

Subject: Re: Michael Hastings 



Caitlin durkovich 



— -- Original Message 

From: Sandweg, lohn 

Sent: Tuesday, February 28, 2012 89:36 PM 

To: Boogaard, Peter; Callahan, Mary Ellen; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; 

Shlossman, Amy; Grossman, Seth 

Subject: Re: Michael Hastings 






2 



Who in NPPD? 






Original Message 

From; Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:34 PM 



To: Callahan, Mary Ellen; Kroloff, 
Sandwegj Uohn; Grossman, Seth 
Subject: Re: Michael Hastings 




; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; 




Final statement is below. 




Original Message — -- 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:91 PM 

To: Callahan, Mary Ellen; Kroloff, Noah; Colburn, 

Sandweg, John; Grossman, Seth 

Subject: Re: Michael Hastings 



Brent; Chandler, Matthew; Shlossman, Amy; 






I don't think we lose too much with privacy standards. 



Original Message 

From: Callahan, Mary Ellen 
Sent: Tuesday, February 28, 2012 08:59 PM 
To: Boogaard, Peter; Kroloff j Noah; Colburn, 
Sandweg, 3ohn; Grossman, Seth 
: Callahan, Mary Ellen 



Brent; Chandler, Matthew; Shlossman, Amy 




Subject: RE: Michael Hastings 




I will reach out to the NPPD privacy officer to start to engage on compliance with this 



issue. 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 8:54 PM 
To: Kroloff, Noah; Colburn, Brent; Chandler, 
Grossman, Seth; Callahan, Mary Ellen 

Subject: Re: Michael Hastings 



Matthew; Shlossman, Amy; Sandweg, Dohn; 






Confirming with nppd leadership right now 



Original Message 



3 



From: Kroloffj Noah 

Sent: Tuesday , February 28, 2012 08:52 PM 

To: Boogaard, Peter; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; Sandweg, John; 

Grossman, Seth; Callahan, Mary Ellen 

Subject; Re: Michael Hastings 

1 think this is pretty good. Is it accurate? 

Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 08:46 

To: Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; Sandweg, John; 

Grossman, Seth; Callahan, Mary Ellen 

Subject: Re: Michael Hastings 




* 



Proposed statement. Thoughts? We may want to add in something about all of the information 
gathered coming from open source media. 




Original Message 

From: Boogaard. Peter 

Sent: Tuesday, February 28, 2012 07:50 PM 

To: Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; Sandweg, John 
ubject: Michael Hastings 




4 



Shlossman, A 





Sent: Kiday, January 20, 2012 10:10 AM 

; Shlossman, Amy 

Subject: RE: US-CERT Leadership Alert - Department of Justice Reports DDoS [INITIAL] 




Just circling back, it looks like the sites are up and running again: 

Federal websites back online after Anonymous attack By the CNN Wire Staff updated 9:49 AM 
EST, Fri January 20 , 2012 

(CNN) -- Most of the websites shut down by a hackers group were up and running early Friday , 
including the U.S. Department of Justice, FBI and some entertainment sites after one of the 
federal government 's largest anti-piracy crac 

"Hacktivist" collective Anonymous took credit for taking down the sites Thursday after the 
arrests of leaders of Megaupload.com and shut down the popular hub for illegal media 

downloads. 




Hours after the announcement of the arrests, some of Megaupload's fans turned the table on 
the feds, knocking the U,S. Department of Justice and the FBI websites offline. 

Both sites appeared to be back up early Friday. A law enforcement official told CNN the FBI 
was investigating. 

Anonymous said 10 websites in all were targeted and early Friday the sites for music 



publishing and licensing group, BMI and record company Universal Music were still down. 

Hackers and the Occupy movement "The Site is under maintenance. Please expect it to be back 
shortly/' was the message on the Universal Music page early Friday, 

The hacker collective announced its attentions on Thursday* 



"We Anonymous are launching our largest attack ever on government and music industry sites. 



Lulz/' the group said in a statement posted late Thursday on an associated Twitter account. 
"The FBI didn't think they would get away with this did they? They should have expected us," 



The group also posted personal information on former Connecticut Sen. Chris Dodd, chairman of 
the Motion Picture Association of America, one of the targeted sites, 

A Justice Department spokesperson, who did not want to be identified, said its Web server was 
"experiencing a significant increase in activity, resulting in a degradation in service." 

"The department is working to ensure the website is available while we investigate the 
origins of this activity, which is being treated as a malicious act until we can fully 
identify the root cause of the disruption," the spokesperson said. 

The website glitches came soon after various Twitter accounts associated with the collective 
took aim at the government. 

Anonymous' favorite weapon for these attacks is what's called a "distributed denial of 
service" (DDoS) attack, which directs a flood of traffic to a website and temporarily crashes 
it by overwhelming its servers. It doesn't actually involve any hacking or security breaches. 



i 



"One thing is certain: EXPECT US! #Megaupload M read one tweet from AnonOps that went out 
midafternoon. 



One hour later, the same account tweeted a victory message: "Tango down! 

http://universalmusic.com & http://www.justice.govZ/ #Megaupload" 




Special Assistant 

Office of the Chief of Staff I Office of the Secretary Department of Homeland Security 



Original Message ■- 

From: Shlossrnan, Amy 

Sent: Thursday, January 19, 2012 8:51 PM 

To: Angelo, Matthew 

Subject: FW: US-CERT Leadership Alert - Department of Justice Reports DDoS [IN 




Original Message 

From: Kroloff, Noah 

Sent; Thursday, J a nu a ry 19, 2012 8:50 PM ■■■■■ ■» 

To: Amy . Shlossman B5KgM ; Sandweg, John; rand. beer s[©M^^ft Ortman, Chris; Colburn, Brent; 

Chandler, Matthew 

: Fw: US-CERT Leadership Alert - Department of Justice Reports DDoS [INITIAL] 





Sent: Thursday, January 19, 2012 08:33 PM 

To: Kroloff, Noah 

Cc: US-CERT Senior Watch Officer 

Subject: FW: US-CERT Leadership Alert - Department of Justice Reports DDoS [ 




Mr Koloff , 

m 



Our Leader Alert follows: 




Original Message — ■-- 

From: SWO 

Sent: Thursday, January 19, 2012 7:48 PM 

To: DL - LA To (Externa 

Cc: DL - LA CC 

Subject: US-CERT Leadership Alert - Department of Justice Reports DDoS 





UNCLA5S1FIED// F 0R OFFICIAL USE ONLY 

SUBJECT: US-CERT Leadership Alert - Department of Justice Reports 

[INITIAL] 




IMPACT 



Users are unable to access the www.justice.gov website at this time 



EXECUTIVE OVERVIEW 



On January 19, 2812, the United States Department of Justice (DOJ) 
reported to US -CERT a Distributed Denial of Service (DDoS) attack 
against their public-facing website. US-CERT sensors also detected DDoS 



activity against the website. According to open source reporting , the 
hacker group Anonymous claimed responsibility for the attack in 
ir retaliation for Megaupload". 



Earlier today, DOJ released an indictment charging the leaders of 
file- sharing website Megaupload with engaging in a racketeering 
conspiracy, conspiring to commit copyright infringement, conspiring to 
commit money laundering and two substantive counts of criminal copyright 



infringement. DOJ also seized and took down the Megaupload website. 



DHS ROLE 



US-CERT provided feedback to DOJ and FBI on potential impacts before the 
takedown and blowback was expected. US -CERT also provided an analyst 



on-site to support. US-CERT reached out to DOJ SOC requesting more 



information on the attack and to provide any assistance requested. 
US-CERT contacted NCS asking them to reach out to ISP vendors advising 
them to watch for UDP traffic towards the justice.gov site. US-CERT 
sensors also detected the DDoS activity. 



INTERAGENCY / PRIVATE SECTOR ROLE 



DOJ coordinated with DHS before taking down the Megaupload website. DOJ 
and DHS prepared a joint Public Service Announcement on the website take 
down which was released via the US-CERT portal to designated 
authorities. DOJ is currently attempting to mitigate effects of the 
DDoS. 



PRESS ACTIVITY 



Widespread coverage. 



SOURCE: 



http://rt.com/usa/news/anonymous-doj-universal-sopa-235/ 



http://www.washingtonpost.com/blogs/federal-eye/post/justice-department- 
web- site-goes -down- after-feds-seize-rnegaupload/2012/0l/19/gIQAd2GpBQ_blo 

g- 




REQUIREMENT: 



PIR #6 - Successful denial -of- service (natural or manmade) of any 
Department, Agency, or critical asset, to include major infrastructure 
of any foreign government. 



Respectfully, 



3 



Senior Watch Officer 

/ US -CERT 





0: 

US-CERT SOC: 




Warning: This document is U N CLASSIFIED// TOR 
(U//F0U0). It contains information that may be exempt from public 
release under the Freedom of Information Act (5 U.S.C, 552). It is to 
be controlled, stored, handled, transmitted, distributed, and disposed 
of in accordance with the Department of Homeland Security (DHS) policy 
relating to FOUO information and is not to be released to the public or 
other personnel who do not have a valid "need-to-know" without prior 
approval of an authorized DHS official. 
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Shlossman, Am 




From: 

Sent: 

To: 

Cc: 

Subject 



Shlossman, Amy 

March 07. 20121:45 PM 




o you have 



The official NSSE dec for NATO? Chicago is saying they may need to start drawing down Fed 

st start, but I thought the NSSE was limited to 



funds as early as 
a specific event/ 



May 
date 



1 when the Occupy 
range? Thx. 




i 



Shlossman. Am 




From: 

Sent: 

To: 

Cc: 

Subject: 

Attachments: 



Wednesday, March 07, 2012 1:49 PM 
Shlossman, 

'noah.krolo 

RE: Do you have 

Document4.doc 




This is not the signed copy, but a fina 
check w/ Exec Sec for orig signed copy. 



- yes specific dates - start of May 17, Will 



Original Message- 

From: Shlossman, Amy 
Sent: Wednesday, March 
To: 

Cc: 'noah.krolof 
Subject: Do you have 




07 s 2912 1:45 PM 




The official NSSE dec for NATO? Chicago is saying they may need to start drawing down Fed 



funds as early as May 1 when the Occupy 
a specific event/ date range? Thx. 




est start, but I thought the NSSE was limited to 



1 



Shlossman, Am 




From: 
Sent: 
To: 
Subject: 




Boogaard, Peter 

Tuesday, February 28, 2012 7:50 

Kroloff, Noah; Colbum, Brent; Chandler, Matthew; Shlossman, Amy; Sandweg, John 

Michael Hastings 







Shlossman 




From: 

Sent: 

To: 

Subject: 



Boogaard, Peter 

Tuesday, February 28, 2012 8:46 PM 

Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; Sandweg, John; 

Grossman, Seth; Callahan, Mary Ellen 

Re: Michael Hastings 




statement. Thoughts? We may want to add in something about all of the information 
coming from open source media. 





F rom : 



Original Mess 

Boogaardj Peter 
Sent: Tuesday , February 28, 2012 07:50 PM 

To: Kroloff, Noah; Colburrij Brent; Chandler 9 Matthew; Shlossman, Amy; Sandweg, Dohn 
Subject: Michael Hastings 







1 



Shlossman, Am 




From: 

Sent: 

To: 

Subject: 



Kroloff, Noah 

Tuesday, February 28. 2012 8:52 PM 

Boogaard, Peter; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; Sandweg, John: 

Grossman, Seth; Callahan, Mary Ellen 

Re: Michael Hastings 






I think this is pretty good. Is it accurate? 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 88:46 PM 

To: Kroloff. 




; Colburn, Brent; Chandler, 
Grossman, Seth; Callahan, Mary Ellen 
Subject: Re: Michael Hastings 



Matthew; Shlossmanj Amy; Sandweg, John; 



Proposed statement. Thoughts? We may want to add in something about all of the information 




coming 




en source media. 




Original Message 

From: Boogaard j Peter 

Sent: Tuesday, February 28, 2012 07:56 PM 

To: Kroloff, Noahj CoThurn, Brent; Chandler, Matthew; Shlossman, Amy; 

Subject: Michael Hastings 




Dohn 




i 



Shlos 




From: 
Sent: 

To: 





Boogaard, Peter 

Tuesday, February 28, 2012 8:54 

Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; Sandweg, John; 

Grossman, Seth; Callahan, Mary Ellen 

Re: Michael Hastings 



Confirming with nppd leadership right now. 







Original Message 

Kroloff j Noah 
Sent: Tuesday, February 28, 2012 08:52 PM 
To: Boogaard, Peter; Colburn, Brent ; Chandler, 

man, Seth; Callahan, Mary Ellen 
Subject: Re: Michael Hastings 

I think this is pretty good. Is it accurate? 



Matthew; Shlossman, Amy; Sandweg, John; 







Original Message 



From: Boogaard , Peter 

Sent: Tuesday, February 28, 2012 08:46 PM 

To: Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; Sandweg, John; 
Grossman, Seth; Callahan, Mary Ellen 

: Re: Michael Hastings 

Proposed statement. Thoughts? We may want to add in something about all of the information 
gathered coming from open source media. 






Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 07:50 PM 

To: Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; Sandweg, John 
Subject: Michael Hastings 




l 



Shlossman, Am 




From: 

Sent: 

To: 

Cc: 
Subject: 



Callahan, Mary Ellen 

Tuesday, February 28 p 2012 9:00 PM 

Boogaard, Peter; Kroloff, Noah; Col burn, Brent; Chandler, Matthew; Shlossman, 
Sandweg, John; Grossman, Seth 
Callahan, Mary Ellen 
RE; Michael Hastings 





I will reach out to the NPPD privacy officer to start to engage on compliance with this 
issue, 




Original Mess 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 8:54 PM 
To: Kroloff, Noah; Colburn, Brent; Chandler, 
Grossman, Seth; Callahan, Mary Ellen 
Subject: Re: Michael Hastings 

Confirming with nppd leadership right now. 

-- — Original Message 

From: Kroloff , Noah 

Sent: Tuesday, February 28, 2012 08:52 

To: Boogaard, Peter; Colburn, Brent; Chandler, 

Grossman, Seth; Callahan, Mary Ellen 

Subject: Re: Michael Hastings 

I think this is pretty good. Is it accurate? 



Matthew; Shlossman, Amy; Sandweg, John; 




Matthew; Shlossman, Amy; Sa 




, John 



j 



Original Message — ■-- 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 08:46 PM 

To: Kroloff, Noah; Colburn, Brent; Chandler, 






Grossman, Seth; Callahan, Mary Ellen 
Subject: Re: Michael Hastings 



Matthew; Shlossman, Amy; Sandweg, John; 




statement. Thoughts? We may want to add in something about all of the information 
coming from open source media. 




Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 07:50 PM 



l 



To: Kroloff, 




Subject: Mi 




; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; San 

ings 




J 



John 
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Shlossman, Am 




From: 

Sent: 

To: 

Subject: 



Boogaard, Peter 

Tuesday, February 28 t 2012 9:01 PM 

Callahan, Mary Ellen; Kroloff Noah; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; 

Sandweg, John; Grossman, Seth 

Re; Michael Hastings 



I don't think we lose too much with privacy standards. 



PM 



Original Message 

From: Callahan, Mary Ellen 

Sent: Tuesday , February 28* 2012 08:59 

To: Boogaard, Peter; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; 

Sandweg, John; Grossman, Seth 

Cc: Callahan, Mary Ellen 

Subject: RE: Michael Hastings 




I will reach out to the NPPD privacy officer to start to engage on compliance with this 



issue. 



Original Message- 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2812 8:54 PM 

To: Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; Sandweg, John; 

Grossman, Seth; Callahan, Mary Ellen 

Subject: Re: Michael Hastings 

Confirming with nppd leadership right now. 



Original Message •* 

From: Kroloff, Noah 

Sent: Tuesday, February 28, 2012 08:52 PM 

To: Boogaard, Peter; Colburn, Brent; Chandler, Matthew; Shlossman 

Grossman, Seth; Callahan, Mary Ellen 

Subject: Re: Michael Hastings 




; Sandweg, John; 



I think this is pretty good. Is it accurate? 






Original Message 

From: Boogaard, Peter 

Sent: Tuesday , February 28, 2012 08:46 PM 

To: Kroloff, Noah; Colburn, Brent; Chandler, 



Grossman, Seth; Callahan, Mary Ellen 
Subject: Re: Michael Hastings 



Matthew; Shlossman, Amy; 







, John 



Proposed statement. Thoughts? 




may want to add in something about all of the information 



gathered coming from open source media. 




i 




Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 67:50 PM 

To: Kroloff, Noah; Colburn, 



Brent; Chandler, Matthew; Shlossman, Amy; Sandweg 




Subject; 




ael Hastings 




2 



Shlossman, Am 




From: 

Sent: 

To: 

Subject: 



Boogaard, Peter 

Tuesday, February 28 f 2012 9:35 PM 

Callahan, Mary Ellen; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; 

Sandweg, John; Grossman, Seth 

Re; Michael Hastings 




Final statement is below. 




Original Message 

From: Boogaard , Peter 



Sent; Tuesday, February 28, 2612 09:01 PM 

To: Callahan, Mary Ellen; Kroloff, Noah; Colburn, 

Sandweg, John; Grossman, Seth 

Subject: Re: Michael Hastings 



Brent; Chandler, Matthew; Shlossman, Amy; 



I don't think we lose too much with privacy standards 



Original Message 

From: Callahan, Mary Ellen 
Sent: Tuesday, February 28, 
To: Boogaard , Peter; Kroloff, 
Sandweg, John; Grossman, Seth 
Cc: 








:59 PM 
Noah; Colbu 



Brent; Chandler , Matthew; Shlossman, Amy; 





, Mary 
Subject: RE: Michael Hastings 




I will reach out 
issue. 



to the NPPD privacy officer to start to engage on compliance with this 



_ — -orig 




Message — 



From: Boogaard , Peter 
Sent: Tuesday, February 28, 
To: Kroloff j Noah; Colburn, 



Grossman, Seth; Callahan, 
Subject: Re: Michael Hasting 



2612 8:54 PM 

Brent; Chandler, Matthew; Shlossman, Amy; Sandweg, 
Ellen 



3ohn; 




Confirming with nppd leadership right now. 



Original Message 



1 



From: Kroloff, Noah 

Sent: Tuesday , February 28, 2012 08:52 PM 

To: Boogaard, Peter; Colburn, Brent; Chandler, 

Grossman, Seth; Callahan, Mary Ellen 

Subject: Re: Michael Hastings 



Matthew; Shlossman, Amy; Sandweg, 3ohn 



I 




ink this is pretty good. Is it accurate* 




inal Message 

From: Boogaard, Peter 

Sent; Tuesday, February 28 j 2012 08:46 PM 
To: Kroloff , Noah; Colburn, Brent; Chandler, 
Grossman, Seth; Callahan, Mary Ellen 
Subject: Re: Michael Hastings 



Matthew; Shlossman, Amy; Sandweg, John; 



Proposed statement. Thoughts? We may want to add 
gathered coming from open source media. 




something about all of the information 





Original Mes 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 07:50 PM 

To: Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman 3 Amy 
ubject: Michael Hastings 



4 




3ohn 




2 



Shlossman. Am 





Sent: 
To: 

Subject: 



Sandweg, John 

Tuesday, February 28, 2012 9:37 PM 

Boogaard, Peter; Callahan, Mary Ellen; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; 

Shlossman, Amy; Grossman, Seth 

Re: Michael Hastings 



Who in NPPD? 



Original Message — — 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2912 09:34 PM 

To: Callahan , Mary Ellen; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; 

Sandweg , Dohn; Grossman, Seth 

Subject: Re: Michael Hastings 







Final statement is below. 




--< — Original Message -• 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:01 PM 

To: Callahan, Mary Ellen; Kroloff , Noah; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; 

Sandweg, John; Grossman, Seth 

Subject: Re: Michael Hastings 

I don't think we lose too much with privacy standards. 



Original Message 



From: Callahan, Mary Ellen 





February 28, 2012 08:59 PM 



To: Boogaard, Peter; Kroloff, 
Sandweg, Dohn; Grossman, Seth 
Cc: Callahan, Mary Ellen 
Subject: RE: Michael Hastings 



Noah; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; 










I will reach out to the NPPD privacy officer to start to engage on compliance with this 
issue. 



Original Message 



1 



From: Boogaard, Peter 

Sent: Tuesday , February 28, 2012 8:54 PM 
To: Kroloff, Noah; Colburn, Brent; Chandler, 
sman, Seth; Callahan, Mary Ellen 



Ma 




■ 
J 




n, 




; Sandweg, 3ohn; 




Subject: Re: Michael Hastings 

Confirming with nppd leadership right now 



Original Message 

From: Kroloff, 




Sent: Tuesday, February 28, 2012 08:52 
To; Boogaardj Peter; Colburn, Brent; 
Grossman, Seth; Callahan, Mary Ellen 




PM 
andler 



Matthew; Shlossman, Amy; Sandweg, Dohn; 



Subject: Re: Michael Hastings 



I think this is pretty good. Is it accurate? 



Original Message 

From: Boogaardj Peter 

Sent: Tuesday , February 28, 2012 98:46 PM 
To: Kroloff, Noah; Colburn, Brent; Chandler 
Grossman, Seth; Callahan t Mary Ellen 

: Re: Michael Hastings 



j 



Matthew; Shlossman, Amy; Sandweg, 3ohn; 




Proposed statement. Thoughts? We may want to add in something about all of the information 
gathered coming from open source media. 




Original Message 

From: Boogaard, Peter 

Sent; Tuesday, February 28, 2012 97:50 PM 

To: Kroloff, Noah; Colburn, Brent; Chandler, Ma 





sman, 




Subject: Michael Hastings 



; Sandweg, iJohn 




2 



Shlossman, Am 




From 

Sent: 

To: 



* 




Boogaard, Peter 

Tuesday, February 28, 2012 9:41 PM 
Sandweg, John; Callahan, Mary Ellen; 
Shlossman, Amy; Grossman, Seth 
Re: Michael Hastings 




, Noah; Colburn, Brent; Chandler, Matthew; 



Caitlin durkovich 




Original Mes 

From: Sandweg, 3ohn 

Sent: Tuesday , February 28, 2012 09:36 PM 

To: Boogaard j Peter; Callahan , Mary Ellen; Kroloff, Noah; Colburn, Brent; Chandler J Matthew; 

Shlossman, Amy; Grossman, Seth 

Subject: Re: Michael Hastings 












Who 




NPPD? 



Original Message 

From: Boogaard j Peter 

Sent: Tuesday, February 28, 2012 09:34 PM 

To: Callahan, Mary Ellen; Kroloff, Noah; Colburn, 
Sandweg, John; Grossman, Seth 
Subject: Re: Michael Hastings 



Brent; Chandler, Matthew; Shlossman, Amy 




Final statement is 




ow 




Original Message 



From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:01 PM 

To: Callahan, Mary Ellen; Kroloff, Noah; Colburn, 

Sandweg, John; Grossman, Seth 

Subject: Re: Michael Hastings 



Brent; Chandler, Matthew; Shlossman, Amy; 



I don't think we lose too much with privacy standards- 

Original Message 

From: Callahan, Mary Ellen 

Sent: Tuesday, February 28, 2012 08:59 PM 

To: Boogaard, Peter; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; 

Sandwegj John; Grossman, Seth 

Cc: Callahan, Mary Ellen 

Subject: RE: Michael Hastings 

1 



I will reach out to the NPPD privacy officer to start to engage on compliance with this 
iss 



Matthew; Shlossman, Amy; Sandwe 



Original Message- 

From: Boogaard, Peter 
Sent: Tuesday, February 28, 2012 8:54 PM 
To: Kroloff, Noah; Colburn, Brent; Chandler, 
Grossman, Seth; Callahan, Mary Ellen 
Subject: Re: Michael Hastings 

Confirming with nppd leadership right now, 

Original Message 

From: Kroloff, Noah 

Sent: Tuesday, February 28, 2012 08:52 PM 

To: Boogaard, Peter; Colburn, Brent; Chandler , Matthew; Shlossman 

Grossmanj Seth; Callahan, Mary Ellen 

Subject: Re: Michael Hastings 

I think this is pretty good. Is it accurate? 



John; 



j 




; Sandweg, 3ohn; 



Matthew; Shlossman, Amy; Sandweg, John; 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 08:46 PM 
To: Kroloff, Noah; Colburn, Brent; Chandler, 
Grossman, Seth; Callahan, Mary Ellen 
Subject: Re: Michael Hastings 

Proposed statement. Thoughts? We may want to add in something about all of the information 
gathered coming from open source media. 




Original Message 

From: Boogaard, Peter 
Sent: Tuesday, February 28, 
To: Kroloff, Noah; Colburn, 
Subject: Michael Hastings 




07:50 PM 
Brent; Chandler, Matthew; Shlossman, Amy; Sandweg, 3ohn 







2 



3 



Shlossman, Am 




From: 

Sent: 

To: 

Subject 



Sandweg, John 

Tuesday, February 28, 2012 9:57 PM 

Boogaard, Peter; Callahan, Mary Ellen; Krotoff, Noah; Colburn, Brent; Chandler Matthew; 

Shlossman, Amy; Grossman, Seth 

Re: Michael Hastings 



Based on all the other o 






u 




is seems appropri 




Original Message 

From: Boogaard, Peter 

Sent; Tuesday, February 28, 2012 09:40 PM 

To: Sandweg, John; Callahan, Mary Ellen; Kroloff , 

Shlossman, Amy; Grossman, Seth 

Subject: Re: Michael Hastings 



Noah; Colburnj Brent; Chandler, Matthew; 



Caitlin durkovich 




Original Message 

From: Sandweg, John 

Sent: Tuesday 3 February 28, 2012 99:36 

To: Boogaard, Peter; Callahan, Mary Ellen; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; 

Shlossman, Amy; Grossman, Seth 

Subject: Re: Michael Hastings 

Who in NPPD? 



— _- Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 99:34 PM 

To: Callahan, Mary Ellen; Kroloff, Noah; 

Sandweg, Dohn; Grossman, Seth 

Subject; Re; Michael Hastings 



Colburn j Brent; Chandler, Matthew; Shlossman, Amy 




Final statement is below. 




Original Message 




: Boogaard, Peter 
Sent: Tuesday, February 28, 2012 09:01 PM 



To: Callahan, Mary Ellen; Kroloff, 
Sandweg, John; Grossman, Seth 
Subject: Re: Michael Hastings 




; Colburn, Brent; Chandler, Matthew; Shlossman, Amy 



j 



i 



I dorTt think we lose too much with privacy standards- 

1- Original Message -- — 

From: Callahan , Mary Ellen 

Sent: Tuesday, February 28, 2012 08:59 PM 

To: Boogaard, Peter; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman, 

Sandweg, John; Grossman, Seth 
Cc: Callahan, Mary Ellen 
Subject: RE: Michael Hastings 











I will reach out to the NPPD privacy officer to start to engage on compliance with this 



issue. 



Original Message 

From: Boogaardj Peter 
Sent: Tuesday , February 28, 2012 8:54 PM 
To: Kroloffj Noah; Colburn, Brent; Chandler 
Grossman, Seth; Callahan, Mary Ellen 
Subject: Re: Michael Hastings 

Confirming with nppd leadership right now. 



Matthew; Shlossman, Amy; Sandweg, John; 



Original Message 

From: Kroloff, Noah 

Sent: Tuesday, February 28, 2012 08:52 PM 

To: Boogaard, Peter; Colburn, Brent; Chandler, 

Grossman, Seth; Callahan, Mary Ellen 

Subject: Re: Michael Hastings 

I think this is pretty good. Is it accurate? 



Matthew; Shlossman, Amy; Sandweg, John; 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 08:46 PM 
To: Kroloff, Noah; Colburn, Brent; Chandler, 
Grossman, Seth; Callahan, Mary Ellen 
Subject: Re: Michael Hastings 



Matthew; Shlossman, Amy; Sandweg, Dohn; 



Proposed statement- Thoughts? We may want to add in something about all of the information 
gathered coming from open source media. 




From: 
Sent: 



Original Message -■ 

Boogaard, Peter 

Tuesday 3 February 28, 2012 07:50 PM 



2 



To: Kroloff, Noah; Colburn, Brents Chandler, Matth 



<w; 



Shlossman, Amy; Sandweg, Dohn 



Subject: Michael Hastings 




3 






Shlossman, Am 




From; 

Sent: 

To: 

Subject 



i 



Callahan, Mary Ellen 

Tuesday, February 28, 201 2 9;58 PM 

Sandweg, John; Boogaard, Peter; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; 

Shlossman, Amy; Grossman, Seth 

RE: Michael Hastings 



Concur, 



Original Message — ~- 

From: Sandweg, Uohn 

Sent: Tuesday, February 28, 2012 9:57 PM 

- 

To: Boogaard, Peter; Callahan, Mary Ellen; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; 
Shlossman, Amy; Grossman, Seth 
Subject: Re: Michael Hastings 

Based on all the other ongoing related issues, this seems appropriate. 







e 



Original Mes 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:40 PM 

To: Sandweg, John; Callahan, Mary Ellen; Kroloff , 

Shlossman., Amy; Grossman, Seth 

Subject: Re: Michael Hastings 



Noah; Colburn, Brent; Chandler, Matthew; 



Caitlin durkovich 





Message 

From: Sandweg, 3ohn 
Sent: Tuesday , February 28, 
To: Boogaard, Peter; Callahan, 
Shlossman , Amy; Grossman, Seth 
Subject: Re: Michael Hastings 



09:36 PM 



Mary Ellen; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; 



Who in NPPD? 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:34 PM 

To: Callahan, Mary Ellen; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman 



j 




Sandweg, iJohnj Grossman, Seth 
Subject: Re: Michael Hastings 




Final statement is below. 




l 




Original Mess 

From; Boogaard, Peter 
Sent: Tuesday, February 28, 2012 
To: Callahan, Mary Ellen; 
Sandweg, John; Grossman, Seth 
Subject: Re: Michael Hastings 



09: 




PM 




, Noah; Colburn, Brent; Chandler , Matthew; Shlossman, Amy; 



I don't think we lose too much with privacy standards 



Original Message 

From: Callahan, Mary Ellen 

Sent: Tuesday, February 28, 2012 08:59 PM 

To: Boogaard, Peter; Kroloff, Noah; Col burn, 

Sandweg, John; Grossman Seth 

Cc: Callahan, Mary Ellen 

Subject: RE: Michael Hastings 



Brent; Chandler, Matthew; Shlossman, Amy; 




I will reach out to the NPPD privacy officer to start to engage on 
issue. 




iance with this 



-----Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 8:54 PM 

To: Kroloff , Noah; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; Sandweg, 3ohn; 

Grossman, Seth; Callahan, Mary Ellen 

Subject: Re: Michael Hastings 

Confirming with nppd leadership right now. 



Original Message ■* 

From: Kroloff, Noah 

Sent: Tuesday , February 28, 2012 08:52 PM 

To: Boogaard, Peter; Colburn, Brent; Chandler, Matthew; Shlossman, 

Grossman, Seth; Callahan, Mary Ellen 

Subject: Re: Michael Hastings 

I think this is pretty good. Is it accurate? 




j Sandweg, John, 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 08:46 PM 

To: Kroloff, Noah; Colburn, Brent; Chandler, 

, Seth; Callahan, Mary Ellen 
Subject: Re: Michael Hastings 



Matthew; Shlossman, Amy; Sandweg, 3ohn; 







Proposed statement. Thoughts? We may want to add in something about all of the information 
gathered coming from open source media. 




2 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28 % 2012 07:58 PM 

Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; Sandweg, Dohn 




Subject: Michael Hastings 




3 



Shlossman. Am 





1 



Sent: 

To: 




Boogaard, Peter 

Tuesday, February 28, 2012 10:00 PM 

Callahan, Mary Ellen; Sandweg, John; Kroloff, Noah; Col burn, Brent; Chandler, Matthew; 

Shlossman, Amy; Grossman, Seth 

Re: Michael Hastings 



Thanks 




Message 

From: Callahan, Mary Ellen 

Sent: Tuesday, February 28, 2012 09:58 PM 

To: Sandweg, 3ohn; Boogaard, Peter; Kroloff 3 

Shlossman, Amy; Grossman, Seth 

Subject: RE: Michael Hastings 



Noah; Colburn, Brent; Chandler, Matthew; 



Concur. 



Original Message 

From: Sandweg, 3ohn 

Sent: Tuesday, February 28, 2012 9:57 PM 

To: Boogaard, Peter; Callahan, Mary Ellen; 

Shlossman, Amy; Grossman, Seth 

Subject: Re: Michael Hastings 



Kroloff, Noah; Colburn, Brent; Chandler, Matthew 



Based on all the other ongoing related issues, this seems appropriate 
Original Message 




Boo 



Sent: Tues 







28, 2612 09:40 PM 



To: Sandweg, Dohn; Callahan, Mary Ellen; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; 
Shlossman, Amy; Grossman, Seth 
Subject: Re: Michael Hastings 

Caitlin durkovich 



- Ori 




al Message -- — 
From; Sandweg, John 

Sent: Tuesday, February 28, 2012 09:36 PM 
To: Boogaard, Peter; Callahan, Mary Ellen; 

Shlossman, Amy; Grossman, Seth 
Subject: Re: Michael Hastings 



Kroloff, Noah; Colburn, Brent; Chandler, Matthew; 




Who in NPPD> 

Original Mes 

From: Boogaard , Peter 

Sent: Tuesday, February 28, 2012 09:34 PM 

To: Callahan, Mary Ellen; Kroloff, Noah; Colburn, Brent; Chandler, 

Sandweg, 3ohn; Grossman, Seth 

Subject: Re; Michael Hastings 




; Shlossman, Amy; 




l 



Final statement is below. 




Original Message 

From: Boogaard, Peter 

Sent: Tuesday , February 28 , 2012 89:01 PM 

To: Callahan j Mary Ellen; Kroloff, Noah; Colburn, 

Sandwegj John; Grossman , Seth 

Subject: Re: Michael Hastings 



Brent; Chandler, Matthew; Shlossman, Amy; 



I don't think we lose too much with privacy standards. 






Original Message — ■-- 

From: Callahan, Mary Ellen 

Sent: Tuesday, February 28, 2012 08:59 PM 

To: Boogaardj Peter; Kroloff, Noah; Colburn, 

Sandweg, Dohn; Grossman, Seth 

Cc: Callahan, Mary Ellen 

Subject: RE: Michael Hastings 



Brent; Chandler, Matthew; Shlossman, Amy; 




I will reach out to the NPPD privacy officer to start to engage on compliance 
issue- 



wit h this 



Ori 




Mes 




From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 8:54 PM 




To: Kroloff, Noah; Colburn,, 
Grossman , Seth; Callahan, 
Subject: Re: Michael Hastings 

Confirming with nppd leadership right now. 



Brent; Chandler, Matthew; Shlossman, Amy; S 

Ellen 




John 



Original Message 

From: Kroloff, Noah 

Sent: Tuesday, February 28, 2012 08:52 PM 
To: Boogaard, Peter; Colburn, Brent; Chandler 
Grossman, Seth; Callahan, Mary Ellen 
Subject: Re: Michael Hastings 



Matthew; Shlossman, Amy; 











I think this is pretty good. Is it accurate? 



Original Message 



From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 08:46 PM 



2 



To: Kroloffj Noah; Colburn, Brent ; Chandler, Matthew; Shlossmanj Amy; Sandweg, Dohn; 
Grossman , Seth; Callahan, Mary Ellen 
Subject: Re: Michael Hastings 

Proposed statement. Thoughts? We may want to add in something about all of the information 
gathered coming from open source media. 




Original Message — -- 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 07:50 PM 

To: Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; Sandweg, Dohn 

Subject: Michael Hastings 




3 



Kroloff, Noah 

From: Shlossman, Amy 

Sent: Wednesday, March 07, 2012 1:45 PM 



To: 

Cc: noah 

Subject: Do you have 




The official NSSE dec for NATO? Chicago is saying they may need to start drawing down Fed 



funds as early as May 1 when the Occupy protest startj but I thought the NSSE was limited to 



a specific event/ date range? Thx, 



i 



Shlossman. Am 





Sent: 
To: 

Subject: 



Colburn, Brent 

Tuesday, February 28, 2012 10:06 PM 
Boogaard, Peter; Callahan, Mary Ellen; 
Shlossman, Amy; Grossman, Seth 
Re: Michael Hastings 




John; Kroloff Noah; Chandler, Matthew; 






Concur- -and Pete, 




Original Message ----- 

From: Boogaard, Peter 

Sent: Tuesday, February 28 , 2012 10:08 PM 

To: Callahan, Mary Ellen; Sandweg, John; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; 

Shlossman, Amy; Grossman, Seth 

Subject: Re: Michael Hastings 



Thanks. 



— „ Original Message — — 

From; Callahan, Mary Ellen 

Sent: Tuesday, February 28, 2012 09:58 PM 

To; Sandweg, John; Boogaard, Peter; 

Shlossman, Amy; Grossman, Seth 



Kroloff, Noah; Colburn, Brent; Chandler, Matthew; 






Subject: RE: Michael Hastings 



Concur. 



-----Original Message 

From: Sandweg, John 

Sent: Tuesday, February 28, 2012 9:57 PM 

To: Boogaard, Peter; Callahan, Mary Ellen; Kroloff, Noah; Colburnj Brent; Chandler, Matthew; 

Shlossman, Amy; Grossman, Seth 

Subject: Re: Michael Hastings 









Based on all the other ongoing related issues* this seems appropriate 



Original Message -■ — - 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2912 09:40 PM 

To: Sandweg, John; Callahan, Mary Ellen; Kroloff, 

Shlossman, Amy; Grossman, Seth 

Subject: Re: Michael Hastings 

Caitlin durkovich 



Noah; Colburn, Brent; Chandler, Matthew; 



Original Message 

From: Sandweg, John 

Sent: Tuesday, February 28, 2012 09:36 PM 

To: Boogaard, Peter; Callahan, Mary Ellen; 

Shlossman, Amy; Grossman, Seth 

Subject: Re: Michael Hastings 



Kroloff, Noah; Colburn, Brent; Chandler, Matthew; 



Who in NPPD? 



1 



Original Message -- — 

From: Boogaard, Peter 

Sent: Tuesday J February 28, 2012 09:34 PM 

To; Callahan, Mary Ellen; Kroloff, Noah; Colburn, 

Sandweg, lohn; Grossman > S 

Subject; Re: Michael Hastings 



Brent; Chandler 



Matthew; 





f 





Final statement is below. 







,_ 



— ... Original Message - 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2612 09:01 PM 

To: Callahan, Mary Ellen; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; 



Sandweg, John 




man, Seth 



Subject: Re: Michael Hastings 

I don't think we lose too much with privacy standards 



Original Message 

From: Callahan, Mary Ellen 
Sent: Tuesday, February 28, 2012 08 
To; Boogaard, Peter; Kroloff, Noah; 
Sandweg, John; Grossman, Seth 
Cc: Callahan, Mary Ellen 
Subject: RE: Michael Hastings 



59 PM 

Colburn, 



Brent; Chandler, Matthew; Shlossman, Amy; 




I will reach out to the NPPD privacy officer to start to engage on compliance with this 



issue. 



. 




— Original Message — 

. Peter 




Sent: Tuesday, February 28, 2012 8:54 PM 

To: Kroloff, Noah; Colburn, Brent; Chandler, 
Grossman, Seth; Callahan, Mary Ellen 
Subject: Re: Michael Hastings 



Matthew; Shlossman, Amy; Sandweg, Dohn; 




with nppd leadership right now. 



From: 

Sent: 



Original Message 

Kroloff, Noah 

Tuesday, February 28, 2012 08:52 PM 



2 



To: Boogaard, Peter; Colburn, Brent; 
Grossman, Seth; Callahan, Mary Ellen 
Subject: Re: Michael Hastings 




andler, Matthew; Shlossrnan, Amy; Sandweg, 3ohn; 



I think this is pretty good. Is it accurate? 



Original Message 



From: Boogaard, Peter 
ent: Tuesday, February 28, 2012 08:46 PM 
To: Kroloff, Noah; Colburn, Brent; Chandler, Matthew; 
Grossman, Seth; Callahan, Mary Ellen 
Subject: Re; Michael Hastings 

Proposed statement ♦ Thoughts? We may 
gathered coming from open source media 




3ssman, Amy; 




Dohn; 




to add in something about all of the information 








Me 



s 




le — 



From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 07:50 PM 



To: Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; Sandweg, John 
Subject: Michael Hastings 




3 



Shlossman. Am 




From: 




To 



Subject 



Boogaard, Peter 

Tuesday, February 28, 2012 10:07 PM 
Colburn, Brent; Callahan t Mary Ellen; 
Shlossman, Amy; Grossman, Seth 
Re: Michael Hastings 




, John; Kroloff, Noah; Chandler, Matthew; 



sending to dark. 



Original Message 

From: Colburn, Brent 

Sent: Tuesday , February 28, 2012 10:65 PM 

To: Boogaard, Peter; Callahan, Mary Ellen; 

ossman. Amy; Grossman, Seth 
Subject: Re: Michael Hastings 





, John; Kroioffj Noah; Chandler, Matthew; 



Concur- -and Pete, 




Original Message 



From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 10:00 PM 

To: Callahan, Mary Ellen; Sandweg, John; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; 

Shlossman, Amy; Grossman, Seth 

Subject: Re; Michael Hastings 

Thanks, 



Original Message 

From: Callahan, Mary Ellen 

Sent: Tuesday, February 28, 2612 09:58 PM 

To: Sandweg, John; Boogaard, Peter; Kroloff, 
Shlossman, Amy; Grossman, Seth 
Subject: RE: Michael Hastings 



Noah; Colburn, Brent; Chandler, Matthew 



Concur, 



**. — Original Message 

From: Sandweg, John 

Sent: Tuesday, February 28, 2812 9:57 PM 



To: Boogaard, Peter; Callahan, Mary 
Shlossman, Amy; Grossman, Seth 
Subject: Re: Michael Hastings 



Ellen; Kroloff, Noah; Colburn, Brent; Chandler, Matthew 



Based on all the other ongoing related issues, this seems appropriate 
----- Original Message 



* 



From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:40 PM 

To: Sandweg, John; Callahan, Mary Ellen; Kroloff, 




; Colburn, Brent; Chandler, Matthew 



■ 



Shlossman, Amy; Grossman, Seth 
Subject: Re: Michael Hastings 



Caitlin durkovich 



i 



mm Original Message — ■*•-« 

From: Sandweg, John 
Sent: Tuesday, February 28, 2012 69 
To: Boogaard, Peter; Callahan , Mary 
Shlossman, Amy; Grossman, Seth 
Subject: Re: Michael Hastings 



36 PM 

Ellen; 



Kroloff, Noah; Colburn, Brent; Chandler, Matthew; 



Who in NPPD? 



Original Message — — 

From: Boogaard, Peter 

Sent: Tuesday, February 28 , 2012 09:34 PM 

To: Callahan, Mary Ellen; Kroloff, Noah; Colburn, 

Sandweg 3 John; Grossman, Seth 

Subject: Re: Michael Hastings 



Brent; Chandler, Matthew; Shlossman, Amy 



j 







Final statement is below. 




Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:01 PM 

To: Callahan, Mary Ellen; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; 

Sandweg, John; Grossman, Seth 

Subject: Re: Michael Hastings 

I don't think we lose too much with privacy standards. 

Original Message 






From: 

Sent: Tuesday, February 28, 2012 08:59 PM 



To: Boogaard, Peter; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; 
Sandweg, John; Grossman, Seth 
Cc: Callahan, Mary Ellen 
Subject: RE: Michael Hastings 




I will reach out to the NPPD privacy officer to start to engage on compliance 





issue* 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 8:54 PM 



2 



To: Kroloff, Noah; Colburnj Brent; Chandler, Matthew; Shlossman, Amy; Sandweg, Dohn; 
Grossman. Seth; Callahan , Mary Ellen 



Subject; Re: Michael Hastings 

Confirming with nppd leadership right now* 



Original Message - 

From: Kroloff, Noah 

Sent: Tuesday, February 28 , 2012 08:52 PM 

To: Boogaard, Peter; Colburn, Brent; Chandler, Matthew; Shlossman, 

Grossman, Seth; Callahanj Mary Ellen 

Subject: Re: Michael Hastings 

I think this is pretty good. Is it accurate? 




; Sandweg, John; 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2612 ©8:46 PM 
To: Kroloff, Noah; Colburn, Brent; Chandler, 
Grossman, Seth; Callahan, Mary Ellen 
Subject: Re: Michael Hastings 



Matthew; Shlossmanj Amy; Sandweg, lohn; 






Proposed statement. Thoughts? We may want to add in something about all of the information 
gathered coming from open source media. 




Original Message 



From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 07:50 PM 

To: Kroloff, 





Subject: Michael Hastings 



Brent; Chandler, Matthew; Shlossmanj 




; Sandweg, John 




3 



Shlossman, Am 




From: 
Sent: 
To: 
Cc: 

Subject: 



Sandweg, John 

Tuesday, February 28, 2012 10:26 PM 

^Spaulding, Suzanne; Durkovich, Caitlin; Be!and T Michael; Davis, Robert M 
Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 
Seth; Callahan, Mary Ellen; Kroloff, Noah; Shlossman, Amy 







nitely think that the more we can push back on any inaccuracies the better- 

That said, assuming he isn't going to pull down the blog post, with other similar privacy 
related issues out there, we need a clear statement that explains that this report was 
drafted in violation of our privacy standards, 

+ Noah and Amy. 



Original Message 

From: Boogaard, Peter 

Tuesday , February 

auldin 



28. 2012 10:21 PM 



Suzanne; 





Sent: 
To: S 
Cc: 

Seth; Sandweg, Dohn; Callahan, Mary Ellen 
iect: Re: Statement 



Durkovich, Ca 
f Veronica; 



in; Beland, Michael; Davis, Robert M 





s, Gina; 




William; Hess, David; Grossman 




Also looping MEC 






Original Message 
From: Boogaard, Peter 
Sent: Tuesday, February 
To: Spaulding, Suzanne; 

Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman 



Cc: 




28, 2012 10:19 PM 
Durkovich, Caitlin; 



Beland, Michael; Davis, Robert M 



> 



Seth; Sandweg, Dohn 
Subject: Re: Statement 



Looping Sandweg and Grossman. I think we need to move forward with the statement we proposed 

Original Message 

From: Spaulding, Suzanne 

Sent: Tuesday, February 28, 2012 10:04 PM 

To: Durkovich 
Cc: 



Sub] 




Caitlin; Boogaard, Peter; Beland, Michael; Davis, Robert M 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 



ect: Re: Statement 




Original Message - 

From: Durkovich, Caitlin 



i 



Sent: Tuesday, February 28, 2012 99:43 PM 



To: Boo 
Cc: 




Beland, Michael; Davis, Robert M; Spaulding, Suzanne 
Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 



her speaking engagement and is going to review report, blog and 






Subject: Re: Statement 

DUS Spaulding is out of 
statement . 
Caitlin Durkovich 
Chief of Staff 



National Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:24 PM 

To: Durkovich . Caitlin; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 





Re: Statement 



Can you confirm that this accurate? 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:07 PM 

To: D u r kovich^Ca^^ n ; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: (©E*2HHI^^H Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 

Subject: Re: Statement 




F rom : 
Sent: 



To : Boo 



Cc: 
Su 




Original Message 

Durkovich, Caitlin 

Tuesday, February 28, 2012 09:03 PM 

ard. Peter; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 

RE: Statement 








If anything, I think we should consider calling Hastings and help him understand our mission 

Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 8:55 PM 

To: Beland, Michael; Davis M Robert M; Durkovich 

Cc: 




Epley, Veronica; Flores, Gina; Flynn, 



Caitlin; Spaulding, 

William 



Suzanne 



2 




Re: Statement 



Couple changes* 

Is this accurate? Our FO likes this a 




• If there are different opinions, let 






Original Message 

From: Beland, Michael 

Sent: Tuesday, February 28 , 2012 08:35 PM 

To: Davis, Robert M; Durkovich, Caitlin; Boogaard, Peter; Spaulding, Suzanne 

Cc: 



Epley, Veronica; F lores, Gina; Flynn, William 




Subject: Re: Statement 



We are still working the dates, but, based 
posted to hsin and one cannot access the 
the dates, we'll pass them along, but that 



upon the document and our recollection, it was 

rials on hsin without a password. Once we get 
may not be before you push this out. 




Michael Beland 

Chief of Staff 

Office of Infrastructure Protection 

National Protection and Programs Directorate U.S. Department of Homeland Security 







Original Message 

From: Davis, Robert M 

Sent: Tuesday, February 28, 2012 08:20 PM 

To: Beland. Michael; Durkovich, Caitlin; Boogaard, Peter; Spaulding, Suzanne 

a; Flynn, William 




Cc; 



Subject: Re: Statement 



Epley, Veronica; Flares, 






Original Messag 

From: Beland, Michael 

Sent: Tuesday, February 28, 2012 07:55 PM 

To: Durkovich, Caitli n; Boogaard, Peter; Davis, 

Cc: 





M; 




Suzanne 



Epley, Veronica; Flores, Gina; Flynn, William 



3 




> 



and I am working that. 



Subject: Re: Statement 

+ Mr Flynn. I want to confirm that it was indeed on 

Michael Beland 
Chief of Staff 

Office of Infrastructure Protection 



National Protection and Programs Directorate U-S. Department of Homeland Security 




Original Message 

From: Durkovich, Caitlin 
Sent: Tuesday, February 28 3 2012 ©7:52 PM 

To: Bopgaard^P^er: Davis M Robert M; Spaulding, Suzanne; Beland, Mic 
Cc: |^^|m Epleyj Veronica; Flores, Gina 
iect: RE: Statement 





Can we get the link to the blog post? Need to understand the context* 

Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2812 7:58 PM 

To: Davis. Robert M ; Spauldingj Suzanne; Beland, Michael 

Cc: SSE^HIH^lB E Pl e y> Veronica; Flores, Gina; Durkovich^ Caitlin 

Subject: Re: Statement 

If we are going this route j we need to oush back stronger. We ney/er approved of this approach 
and the individuals who piblished it did so without approval from nppd leadership- 






Original Message — »•* 

From: Davis M Robert M 

Sent; Tuesday, February 28, 2012 07:48 PM 

To: Soaulding. Suzanne; Beland^ Michael 




Boogaard, Peter; Epleyj Veronica; Flores, Gina; Durkovich, Caitlin 



Statement 



Suzanne and Mike 



i 



Rolling Stone has posted 
markings that was posted 
to send to opa asap. 

Here is the link: 



a blog with a link to a document with 
to HSIN without approval- Here is the 



the DHS seal and nppd/ ip 
draft statement I would like 



http://wwwl.rollingstone.com/extras/13637_DHS%20IP%20Special.pdf 
Please let me know if this is ok. 



Bob 




4 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2912 97:31 PM 

To: Davis , Robert M 

Subject: Statement 

let me know when you have a draft. Thanks man 



5 



Shlossman, Am 




From 

Sent: 
To: 



Cc: 




Kroloff, Noah 

Tuesday, February 28 T 2012 11:13 PM 

Sandweg, John; Boogaard, Peter; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; 




pley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 
ary Ellen; Shlossman, Amy 



Re: Statement 



Where r we on this 



Original Message 

From: Sandweg, John 

Sent: Tuesday , February 28, 2012 19:26 PM 

To: Boogaard, Peter; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 

Cc: [J^ImiHIH^^I Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 

Seth; Callahan, Mary Ellen; Kroloff, Noah; Shlossman, 

Subject: Re: Statement 

Definitely think that the more we can push back on any inaccuracies the better. 




That said, assuming he isn't 









going to pull down the 
need a clear statement 



blog 

that 



post, 




with other similar privacy 

ins that this report was 



related issues out there, we 

drafted in violation of our privacy standards. 

+ Noah and Amy, 

Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 10:21 PM 

ldine, Suzann e; Durkovich, Caitlin; Beland, Michael; Davis, Robert 

Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman 
Sandweg, John; Callahan, Mary Ellen 
Subject: Re: Stateme 



To: S 
Cc: 




M 




» 




Also looping MEC 




Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 10:19 PM 

uldine. Suzann e; Durkovich, Caitlin; Beland, Michael; Davis, Robert 

_ . 

Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman 
Sandweg, Dohn 
ct: Re: Statement 



To: S 

Cc: 

Seth; 




M 
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Looping Sandweg and Grossman. 1 think we need to move forward with the statement we proposed 

Original Message 

From: Spaulding, Suzanne 
Sent: Tuesday, February 28, 2012 10:04 PM 

To: Du r ko vich^Ca^li n ; Boogaard, Peter; Beland, Michael; Davis, Robert M 
Cc: H3M©^H^^^^I Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 

: Re: Statement 




1 



Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday , February 28 , 2012 89:43 PM 
To: Booeaard^Peter: Belandj Michael; Davis , 

Cc: S3^w^HI^^B E P^ e Y^ Veronica; Flores 
Subject: Re: Statement 



Robert M; Spaulding, Suzanne 
, Gina; Flynn, William; Hess 



3 



David 



of her speaking engagement and is going to review report, blog and 



DUS Spaulding is out 

statement p 

Caitlin Durkovich 

Chief of Staff 

National Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message 

From: Boogaard, Peter 

Sent: Tuesday , February 28, 2012 09:24 PM 

To; Durkovich . Caitlin; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

C SSO^HIHHH E P^ e Yj Veronica; Flores, Gina; Flynn, William; Hess, David 

Subject: Re: Statement 

Can you confirm that this accurate? 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:07 PM 

To: Durkovich. Caitli n] Beland, Michael; Davis, Robert M; Spaulding, Suzanne 
Cc: [OmQ^^^^^^H Epley, Veronica; Flores, Gina; Flynn, William; 

^k^l ^K^l ^k^l ^L^l ^F 

Subject: Re: Statement 



Hess, 





Original Message 

From: Durkovich, Caitlin 
Sent: Tuesday, February 28, 2012 09:03 PM 

To: B opgaard^Peter; B eland 3 Michael; Davis., Robert M; Spaulding, Suzanne 
Cc: BSI^HH^^B E P le y> Veronica; Flores, Gina; Flynn, William; Hess, David 

: RE: Statement 





2 



If anything, I think we should consider calling Hastings and help 




understand our mission 



Original Message 




From: Boogaard, Peter 

Sent: Tuesday , February 28 , 2012 8:55 PM 

To: Beland, Michael; Davis > Robert M; Durkovich, Caitlin; Spaulding, Suzanne 

Cc: 



Epiey, Veronica; Flores, Gina; Flynn, William 
Subject: Re: Statement 

Couple changes. 

Is this accurate? Our FO likes this approach. If there are different opinions, let me know* 




Original Message 

From: Beland, Michael 

Sent: Tuesday, February 28 , 2012 08:35 PM 

To: Davis, Robert M; Durkovich, Caitlin; Boogaard, Peter; Spauldingj Suzanne 

Cc: 



Epiey, Veronica; Flores, Gina; Flynn, William 




Subject: Re: Statement 



We are still working the dates, but, based upon the document and our recollection, it was 
posted to hsin and one cannot access the materials on hsin without a password. Once we get 
the dates, we'll pass them along, but that may not be before you push this out, 



Michael Beland 

Chief of Staff 

ice of Infrastructure Protection 
National Protection and Programs Directorate U,5 






of Homeland 




From: 
Sent : 

To: Beland 
Cc: 




2012 08:20 PM 





Original Message 

Davis, Robert M 

, February 28 f 
Michael; Durkovich, Caitlin; Boogaard, Peter; Spaulding 

Epiey, Veronica; Flores, Gina; Flynn, William 
Re: Statement 




Suzanne 
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Original Message 

From: Beland, Michael 
Sent: Tuesday , February 

To: D u r kovich, C a i 1 1 i n ; 
Cc: 




Subject: Re: Statement 



28, 2012 07:55 PM 

Boogaard, Peter; Davis, Robert M; Spaulding, Suzanne 
, Veronica; Flores, Gina; Flynn, William 




+ Mr Flynn. I want to confirm that it was indeed on H5IN, and I am working that. 
Michael Beland 

Chief of Staff 

Office of Infrastructure Protection 



National Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 07:52 PM 

To: Boogaardj Peter; Davis, Robert M; Spaulding, Suzanne; Beland, Michael 

Cc: 




RE: Statement 



Epley, Veronica; Flores, Gina 



Can we get the link to the blog post? Need to understand the context, 



Original Message 

From: Boogaardj Peter 

Sent: Tuesday , February 28, 2012 7:50 PM 

To: Davis^Rober^l: Spauldingj Suzanne; Beland, Michael 

Cc: [©ESIH^^^H Epley* Veronica; Flores, Gina; Durkovich, 

Subject: Re: Statement 




in 



If we are going this route, we need to oush back st 




er. We never approved of this approach 



and the individuals who piblished it did so without approval from nppd leadership, 

— • -- Original Message 

From: Davis, Robert M 

Sent: Tuesday, February 28, 2012 07:48 PM 

To: Spauldine^Suzanne; Beland, Michael 

Cc: SSSSIHHI^B Boogaard, Peter; Epley, 

Subject: Re: Statement 



Veronica; Flores, Gina; Durkovich, Caitlin 



Suzanne and Mike 



> 



Rolling Stone has posted a blog with a link to a document with the DHS seal and 




ip 
markings that was posted to HSIN without approval. Here is the draft statement I would like 

to send to opa asap. 
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Here is the link: 



http : //wwwl . rollingstone - com/extras / 13637J>HS%20IP%20Special . pdf 
Please let me know if this is ok. 



Bob 




Original Message 

From: Boogaard, Peter 

Sent: Tuesday 3 February 28 j 2812 07:31 PM 

To: Davis , Robert M 

Subject: Statement 



let me know when you have a draft. Thanks n 



5 



Shlossman, Am 





Sent: 

To: 



Boogaard, Peter 

Tuesday, February 28, 2012 11:15 PM 

Kroloff, Noah; Sandweg, John; Spauldmg, Suzanne; Durkovich, Caitlin; Beland, Michael; 



Cc: 





Eptey, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 
Seth; Callahan, Mary Ellen; Shlossman f Amy 
Re: Statement 




Original Message 

From: Kroloff, Noah 

Sent: Tuesday, February 28, 2012 11:12 PM 

To: Sandweg, Dohn; Boogaard, Peter; 

Davis. Robert M 

Cc: 




Suzanne; Dur 




Caitlin; Beland, Michael; 





, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 



Seth; Callahan, Mary Ellen; Shlossman, 
Subject: Re: Statement 




Where r we on this 



Original Message - 





F r om : 

Sent: Tuesday, February 28, 2012 16:26 PM 

To: Booeaard^Peter; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 

Cc: (©ESflH^^^H Epley, Veronica; Flores , Gina; Flynn, William; Hess, David; Grossman, 

Seth; Callahan, Mary Ellen; Kroloff, Noah; Shlossman, Amy 

Subject : Re : Statement 

Definitely think that the more we can push back on any inaccuracies the better. 






That said, assuming he isn't going to 
related issues out there, we need a 




pull down the 
r sta 




blog post, with other similar privacy 
that explains that this report was 



drafted in violation of our privacy standards. 



+ Noah a 




Amy* 



Original Message - 

From: Boogaard, Peter 

Sent: Tuesday , February 28, 2012 10:21 PM 

To: Spauldin e , Suzann e; Durkovich, Caitlin; Beland, Michael; Davis, Robert 

Cc: 



M 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 
Seth; Sandweg, John; Callahan, Mary Ellen 

ct: Re: Statement 




Also looping MEC. 

Original Message 

From: Boogaard, Peter 

Tuesday, February 28, 2912 10:19 PM 
uldine. Suzann e; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 

_ Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman 
Sandweg, John 




To: S 

Cc: 

Seth; 




Subject: Re: Statement 



Looping Sandweg and Grossman. I think we need to move forward with the statement we proposed 






From: 



Original Message - 




Suzanne 



Sent: Tuesday , February 28, 2912 19:04 PM 

To: Durkovich^Ca^U n ; Boogaard, Peter; Beland, Michael; Davis, Robert M 
Cc: flSKjSH^MHH Epleyj Veronica; Flores, Gina; Flynn, William; Hess 
Subject: Re: Statement 



j 



David 




Original Message 

From: Durkovichj Caitlin 

Sent: Tuesday, February 28, 2012 09:43 PM 

r d t Peter; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 
Cc: 



To: Boo 




Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 



Subject: Re: Statement 






DUS Spaulding is out of her speaking engagement and is going to review report, blog and 

statement. 

Caitlin Durkovich 

Chief of Staff 

National Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message 

From: Boogaard, Peter 
Sent: Tuesday, February 
To: Durkoyic hj Caitli n; 
Cc: 




28, 2012 09:24 PM 

Beland, Michael; Davis, Robert M; Spaulding, Suzanne 
Epley, Veronica; Flores, Gina; Flynn, William; Hessj David 



Subject: Re: Statement 






Can you confirm that this accurate? 






Original Message 



From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:07 PM 

To: Durkovich, Caitli n; Beland, Michael; Davis, Robert M; 

Cc: 



Epley, Veronica; Flores, Gina; Flynn, 
ect: Re: Statement 





lng, Suzanne 
William; Hess, David 





Original Message - 

From: Durkovich, Caitlin 
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Sent: Tuesday 
To; Boogaard 
Cc: 



, February 28, 2012 09:03 PM 
Peter; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 



Epley, Veronica; Flores, Gina; 




n, William; Hess, David 



Subject: RE: Statement 




If anything, I think we should consider calling Hastings and help him understand our mission 

Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 8:55 PM 

To: Beland^lichae^ Davis, Robert M; Durkovich, Caitlin; Spaulding, Suzanne 

Cc: Q^SG^IIIHHH Epley , Veronica; Flores, Gina; Flynn, William 

Subject: Re: Statement 



Couple changes. 

Is this accurate? Our FO likes this approach, If there are different opinions, let me know 




Original Message 

From: Beland, Michael 

Sent: Tuesday, February 28, 2012 08:35 PM 

To: Davis ^ober^^; Durkovich, Caitlin; Boogaard, Peter; 

Cc: [©EsSHHH^H E P* e yj Veronica; Flores, Gina; Flynn 
Subject: Re: Statement 



Spauiding, Suzanne 

William 






based upon the document and our 
the materials on hsin without a 

not be before 







recollection, it was 
password* Once we get 
this out. 



We are still working the dates, but, 
posted to hsin and one cannot access 
the dates, we'll pass 

Michael Beland 

Chief of Staff 

Office of Infrastructure Protection 

National Protection and Programs Directorate U.S. Department of Homeland Security 
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Original Message 

From: Davis , Robert M 

Sent: Tuesday , February 28, 2912 08:20 PM 

To: Beland, Michael; Durkovich, Caitlin; Boogaard, Peter; Spaulding, 

^pley, Veronica; Flores, Gina; Flynn, William 
Re: Statement 



Cc: 




Suzanne 















Original Message 

From: Beland, Michael 

Sent: Tuesday, February 28,, 2012 07:55 PM 

To: Du r k o vich^Ca^li n ; Boogaard, Peter; Davis, Robert M; Spaulding, Suzanne 

Cc: SS^^HHHI^I E Pl e Vj» Veronica; Flores, Gina; Flynn, William 

Subject: Re: Statement 

+ Mr Flynn, I want to confirm that it was indeed on HSINj and I am working that. 

Michael Beland 

Chief of Staff 

Office of Infrastructure Protection 

National Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2912 07:52 PM 

To: BoogBard^Peter: Davis, Robert M; Spaulding, Suzanne; Beland, Michael 

Cc: RSnraHHBH^I Epley, Veronica; F lores, Gina 

mM MM mM Efl W 

iect: RE: Statement 




Can we get the link to the blog post? Need to understand the context, 
Original Message 



From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 7:50 PM 

To: Davis^ober^l; Spaulding, Suzanne; Beland, Michael 

Cc: SSE^HII^^H E P* e y* Veronica; Flores, Gina; Durkovich, Caitlin 
Subject: Re: Statement 






If we are going this route, we need to oush back stronger. We never approved of this approach 
and the individuals who piblished it did so without approval from nppd leadership. 



---ItM 




Original Mes 
Davis, Robert M 
Sent: Tuesday, February 




28, 2012 07:48 
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To: Spaulding, Suzanne; Beland, Michael 



Cc: 

Subject: Re: Statement 



Boogaard, Peter; Epley, Veronica; Flores, Gina; Durkovich> Caitlin 



Suzanne and Mike 



Rolling Stone has posted a blog with a link to a document with the DHS seal and nppd/ ip 
markings that was posted to HSIN without approval. Here is the draft statement I would like 
to send to opa asap. 

Here is the link: 



http : //wwwl . rollingstone , com/extras/ 13637_DHS%20IP%20Special * pdf 
Please let me know if this is ok* 



Bob 




Original Message 

From: Boogaard, Peter 

Sent: Tuesday , February 28, 2012 97:31 PM 

To: Davis , Robert M 

Subject: Statement 






let me know when you have a draft. Thanks man 






5 



Shlossman, Am 




From: 

Sent: 

To: 

Cc: 

Subject: 



Spaulding, Suzanne 

Wednesday, February 29, 2012 6:47 AM 

Boogaard, Peter; Kroloff, Noah; Sandweg, John; Durkovich, Caitlin; Beland, Michael; Davis, 

SSESaHH E P le y- Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 

Seth; Callahan, Mary Ellen; Shlossman, Amy 
Re: Statement 




Original Message ■*— — 

From: Boogaard, Peter 

Sent: Tuesday , February 28, 2012 11:15 PM 

1 

To: Kroloffj Noah; Sandweg, John; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; 
Davis. Robert M 



Cc: 




Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman 



Seth; Callahan, Mary Ellen; Shlossman, Amy 
ect: Re: Statement 





Original Message 

From: Kroloff, Noah 

Sent: Tuesday , February 28, 2912 11:12 PM 

To: Sandweg, 3ohn; Boogaard, Peter; Spauldingj 

Davis . Robert M 

Cc: 



Suzanne; Durkovich, Caitlin; Beland, Michael; 




Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 



Seth; Callahan, Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 



Where r we on this 




Original Me 

From: Sandwegj John 

Sent: Tuesday, February 28, 2012 10:26 PM 

rd 



To : Boo 
Cc: 



Pete 




Spaulding, Suzanne; Durkovich, Caitlin; Beland, 
Epley, Veronica; Flores, Gina; Flynn, William; 



Michael; Davis, Robert M 
Hess, David; Grossman, 



Seth; Callahan, Mary Ellen; Kroloff, Noah; Shlossman, Amy 
Subject: Re: Statement 

Definitely think that the more we can push back on any inaccuracies the better. 



That said, assuming he isn't going to pull down the 
related issues out there, we need a clear statement 
drafted in violation of our privacy standards. 




that 



post, with other similar privacy 
explains that this report was 



+ Noah and Amy 



ft 



Original Message — — 



From: 

Sent: 



Boogaard, Peter 





28, 2012 10:21 PM 



l 



To: Spauldi 






Cc: 
Seth 

Su 




Robert M 



j 




Suzann e; Durkovich, Caitlin; Beland, Michael; Davis, 

Veronica; Flores, Gina; Flynn, William; Hess, 
Sandweg, 3ohn; Callahan, Mary Ellen 
Re: Statement 




i 



David; Grossman, 



Also looping MEC. 

Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2912 10:19 PM 

ldine* Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 



To: S 





Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman 



Sandweg, John 

t Re: Statement 



Looping Sandweg and Grossman. I think we need to move forward with the statement we proposed - 



.- Original Message 

From: Spaulding, Suzanne 

Sent: Tuesday , February 28, 2012 10:04 PM 

To: Durkovich, Caitli n; Boogaard, Peter; Beland 

Cc: SSEsSHHI^I Epley, Veronica; Flores, 
Subject: Re: Statement 



, Michael; Davis, Robert M 
Gina; Flynn, William; Hess, 





Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 09:43 PM 

To: Boogaard^Peter: Beland, Michael; Davis , Robert M; Spaulding, Suzanne 

Cc: SSESHIHil^fe E P le y> Veronica; Flores, Gina; Flynn, William; Hess, David 

Subject: Re: Statement 



her speaking engagement and is going to review report, blog and 



DUS Spaulding is out of 
statement. 
Caitlin Durkovich 
Chief of Staff 



National Protection and Programs Directorate U.S. Department of Homeland Security 







Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:24 PM 

To: Durkovich^ Caitli n; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 




Subject: Re: Statement 






Can you confirm that this accurate? 
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„«„ Original Message 

From: Boogaardj Peter 

Sent: Tuesday , February 28, 2612 09:67 PM 

To: Durkovich^Ca^li n ; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: Q^EE^HIH^H Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 

Subject: Re: Statement 




— __ Original Message 

From: Durkovich, Caitiin 

Sent: Tuesday, February 28 j 2012 69:03 PM 

r d, Peter; Belandj Michael; Davis, Robert M; Spaulding, Suzanne 
Cc: 
Subject: RE: Statement 



To: Boo 




Epley, Veronica; FloreSj Gina; Flynn, William; HesSj David 






nne 



If anything, I think we should consider calling Hastings and help him understand our mission. 

-■ Original Message 

From: Boogaardj Peter 

Sent: Tuesday, February 28, 2012 8:55 PM 

To: Beland. Michael; Davis, Robert M; Durkovich, Caitiin; Spaulding, 

Cc; 



Epley, Veronica; Flores, Gina; Flynn, William 
Subject: Re: Statement 

Couple changes. 

Is this accurate? Our FO likes this approach. If there are different opinions, let me know 




Original Message — ~ 

From: Beland, Michael 

Sent: Tuesday, February 28, 2012 08:35 PM 
To: Davis^ober^J; Durkovich, Caitiin; 
Cc: |2^m[ Epley, Veronica; Flores, 
Subject: Re: Statement 




3 Peter; Spaulding, Suzanne 
Gina; Flynn, William 



3 



We are still working the dates, but* based upon the document and our recollection , it was 
posted to hsin and one cannot access the materials on hsin without a password. Once we get 
the dates , we'll pass them along, but that may not be before you push this out, 






Michael Beland 

Chief of Staff 

Office of Infrastructure Protection 

National Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message 

From: Davis, Robert M 

Sent: Tuesday, February 28, 2012 08:20 PM 

To: Belaud, Michael; Durkovich, Caitlin; Boogaard, Peter; Spaulding, Suzanne 




Cc: 



Subject: Re: Statement 



Epley, Veronica; Flores, Gina; Flynn, William 





Original Message 







Beland, Michael 



Sent: Tuesday, February 28, 2012 07:55 PM 

To: Du rk o vich^Caitli n ; Boogaard, Peter; Davis, Robert M; Spaulding, Suzanne 
Cc: (©ESI^^^^^^I Epley j Veronica; Flores, Gina; Flynn, William 
Subject: Re: Statement 

+ Mr Flynn. I want to confirm that it was indeed on HSIN, and I am working that. 

Michael Beland 

Chief of Staff 

Office of Infrastructure Protection 

National Protection and Programs Directorate U.S. Department of Homeland Security 




----- Original Message — 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 07:52 PM 

To: Boogaard^Peter; Davis, Robert M; Spaulding, Suzanne; Beland, Michael 

Cc: 



Subject: RE: Statement 



Epley, Veronica; Flores, Gina 






Can we get the link to the blog post? Need to understand the context. 
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Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 7:50 PM 

To: Davis. Robert M : Spaulding, Suzanne; Beland, Michael 

Cc: (©E^H^^^H ^Pl^y, Veronica; Flo res, Gina; Durkovich, Caitlin 

Subject: Re; Statement 



If we are going this route, we need to oush back stronger. We never approved of this a 
and the individuals who published it did so without approval from nppd leadership . 




Original Message 

From: Davis- Robert M 






Sent: Tuesday, February 
To: Soauldin 



28, 2012 07:48 PM 




Cc: 

Subject: Re: Statement 
Suzanne and Mike, 



Suzanne; Beland, Michael 

Boogaard, Peter; Epley, Veronica; Flares, Gina; Durkovich, Caitlin 



Rolling Stone has posted 
markings that was posted 
to send to opa asap. 

Here is the link: 






a blog with a link to a document with the DHS seal and nppd/ ip 
to HSIN without approval- Here is the draft statement I would like 



http : //wwwl • rollingstone . corn/extras/13637_DHS%20IP%205pecial . pdf 



Please let me know if this is ok. 



Bob 




Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 07:31 PM 

To: Davis, Robert M 
Subject: Statement 

let me know when you have a draft. Thanks man 



5 



Shlossman, Am 





Sent: 
To: 

Cc: 



Durkovich, Caitlin 

Wednesday, February 29, 2012 7:18 AM 

Spaulding, Suzanne; Boogaard, Peter; Kroloff, Noah; Sandweg, John; Beland, Michael; Davis, 





Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman 
Seth; Callahan, Mary Ellen; Shlossman, Amy 
Re: Statement 



that much of the social media section was 



if you go to the Daily Kos site, it appears 
dervived for the from the OWS page it keeps 
Caitlin Durkovich 
Chief of Staff 



National Protection and Programs Directorate U.S. Department of Homeland Security 




. . 




Original Message 

From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2012 06:47 

To: Boogaard, Peter; Kroloff, Noah; Sandweg, John; Durkovich, Caitlin; Beland, Michael; 

Davis, Robert M 

Cc: 




Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 
Seth; Callahan, Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 




Original Message -■ 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 11:15 PM 

To: Kroloff, Noah; Sandweg, John; Spaulding, Suzanne; 

Davis, Robert M 



Durkovich, Caitlin; Beland, Michael; 



Cc: 




Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 



Seth; Callahan, Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 




Original Message 

From: Kroloff, Noah 

Sent: Tuesday, February 28, 2012 11:12 PM 

To: Sandweg, 3ohn; Boogaard, Peter; Spaulding, 

Davis. Robert M 



Suzanne; Durkovich, Caitlin; Beland, Michael; 





Cc: 

Seth; Callahan, Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 



Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 



Where r we on this 



Original Message 

From: Sandweg, Dohn 

Sent: Tuesday, February 28, 2012 10:26 PM 



i 




Peter; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 

Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 



To : Boo 

Cc: 

Seth; Callahan , Mary Ellen; Kroloff, Noah; Shlossman, Amy 

Subject: Re: Statement 

Definitely think that the more we can push back on any inaccuracies the better. 



That said j assuming he isn't going to pull down the blog 
related issues out there, we need a clear statement that 
drafted in violation of our privacy standards. 



post, with other similar privacy 
explains that this report was 



+ Noah and Amy. 




iginal Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 18:21 PM 

To: Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert 



Cc: 



Seth; 




M 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 



Sandweg, John; Callahan, Mary Ellen 
Subject: Re: Statement 

Also looping MEC. 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2612 10:19 PM 

To: Soauldi 

Cc: 




Suzanne; Durkovich, Caitlin; Beland, Michael; 




M 



s, Robert 
Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 



Seth; Sandweg, 3ohn 

Subject: Re: Statement 



Looping Sandweg and Grossman. I think we need to move forward with the statement we proposed. 



Original Message 

From: Spaulding, Suzanne 

Sent: Tuesday, February 28, 2012 10:04 PM 

To: pu r k o vich^Caitli n ; Boogaard, Peter; Beland, 

Cc: [©I©^^^^^^H Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 

Subject: Re: Statement 



Michael; Davis, Robert M 







Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 09:43 PM 
To: Booeaard . Peter; Beland, Michael; Davis, 
Cc: 





Epley, Veronica; Flo 



M; Spaulding, Suzanne 
Gina; Flynn, William; Hess, David 



Subject: Re: Statement 






1 



DUS Spaulding is out of her speaking engagement and is going to review report, blog and 



statement. 

Caitlin Durkovich 
Chief of Staff 



National Protection and Programs Directorate U.S. Department of 





and Security 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:24 PM 

Tor Durkovidj^CaitHn; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc; SSE^HI^^^H E P le Y; Veronica; Flores, Gina; Flynn, William; Hess, David 

Subject: Re: Statement 

Can you confirm that this accurate? 



-■ Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:07 PM 

To: Durkovich^Ca^lin; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: Q^E^HBH^^I Epley, Veronica; Flares, Gina; Flynn, William; Hess, David 

Subject: Re: Statement 




Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 09:03 PM 

To: BooEaard^Pe^r; Bel and, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: S^uaflUHIR Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 

Subject: RE: Statement 




If anything, I think we should consider calling Hastings and help him understand our mission 




-Original Message- 

: Boogaard, Peter 
Sent: Tuesday, February 28, 2012 8:55 PM 
To; Beland^Jichael: Davis, Robert M; Durkovich, Caitlin; Spauldin 

Cc: B^Qj^HBlfliH E P le y> Veronica; Flores, Gina; Flynn, William 
ect: Re: Statement 



Suzanne 




Couple changes. 

Is this accurate? Our FO likes this approach. If there are different opinions , let me know 

3 



Original Message 

From: Beland, Michael 

Sent: Tuesday, February 28, 2012 08:35 PM 

To: Davis^Rober^j; Durkovich, Caitlin; Boogaard, Peter; Spaulding, 

Cc: fI3V@lHHHHI Eplev. Veronica: Flores. Gina; Flvnn. William 



Subject: Re: Statement 



Suzanne 




We are still working the dates, but, based upon the document and our recollection, it was 

to hsin and one cannot access the materials on hsin without a password. Once we get 
the dates, we'll pass them along, but that may not be before you push this out- 

Michael Beland 

Chief of Staff 

Office of Infrastructure Protection 

National Protection and Programs Directorate U.5, Department of Homeland Security 





- Original Message 

: Davis, Robert M 
Sent: Tuesday, February 28, 2012 08:20 

Beland. Michael 



PM 



To: 

Cc: 



Subj 




Durkovich, Caitlin; Boogaard, Peter; Spaulding, Suzanne 
Epley, Veronica; Flores^ Gina; Flynn, William 




Re: Statement 





Original Message 

From: Beland, Michael 

Sent: Tuesday, February 28, 2012 07:55 PM 

To: Durkovich . Caitlin: Boogaard, Peter; Davis, Robert M; Spaulding, Suzanne 

Cc: 



Epley, Veronica; Flores, Gina; Flynn, William 




Subject: Re: Statement 



+ Mr 




n. I want to confirm that it was 




on HSIN, and I am working that. 



Michael Beland 
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Chief of Staff 

Office of Infrastructure Protection 



National Protection and Programs Directorate U.S. Department of Homeland Security 







Beland, Michael 



Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday , February 28 j 2012 67:52 PM 

To: Booeaard^Peter: Davis , Robert M; Spauldingj Suzanne; 

Cc: QtQ^Q^^^^H Epley, Veronica; Flores, Gina 

Subject: RE: Statement 

Can we get the link to the blog post? Need to understand the context. 



Original Message 

From: Boogaard, Peter 
Sent: Tues 




, February 28, 2012 7:50 PM 
To; Davis. R obert M: Spauldingj Suzanne; Beland, Michael 
Cc: QSy^uBH^I Epley, Veronica; Flores, Gina; Durkovich, Caitlin 
Subject: Re: Statement 



If we are going this route, we need to oush back stronger- We never approved of this approach 
and the individuals who piblished it did so without approval from nppd leadership. 

Original Message 

From: Davis, Robert M 

Sent: Tuesday, February 28, 2012 07:48 PM 

To: Spaulding, Suzanne; Beland, Michael 







Cc: 

Subject: Re: Statement 

Suzanne and Mike, 



Boogaard, Peter; Epley, Veronica; Flores, Gina; Durkovich, Caitlin 



Rolling Stone has posted a blog with a link to a document with the DHS seal and nppd/ ip 
markings that was posted to HSIN without approval. Here is the draft statement I would like 
to send to opa asap. 

Here is the link: 



http://wwwl.rolling5tone.com/extras/13637_DHS%20IP%20Special.pdf 



Please let me know if this is ok. 



Bo 




Original Message — 

From: Boogaard, Peter 
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Sent: Tuesday j February 28, 2012 87:31 PM 
To: Davis , Robert M 
Subject: Statement 

me know when you have a draft. Thanks man 
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Shlossman, Am 




From: 

Sent: 
To: 



Subject: 



Col burn, Brent 

Wednesday, February 29, 2012 7:20 AM 

Boogaard, Peter; Callahan, Mary Ellen; Sandweg, John; Kroloff, Noah; Chandler, Matthew; 

Shlossman, Amy; Grossman, Seth 

Re; Michael Hastinqs 




Original Message 

From: Boogaardj Peter 

Sent: Tuesday , February 28, 2812 19:67 PM 
To: Colburnj Brent; Callahan, Mary Ellen; 
Shlossman, Amy; Grossman, Seth 
Subject: Re: Michael Hastings 

sending to dark. 



Sandweg, John; Kroloff , Noah; Chandler, Matthew; 



Original Message 



From: Colburn, Brent 

, Fe 



Sent : Tue 





28, 2812 18:85 PM 






To: Boogaard, Peter; Callahan, Mary Ellen; Sandweg, John; Kroloff, Noah; Chandler, Matthew; 
Shlossman, Amy; Grossman, Seth 
Subject: Re: Michael Hastings 



Concur- -and Pete, 







Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 10:06 PM 

To: Callahan, Mary Ellen; Sandweg, 3ohn; Kroloff, 

Shlossman, Amy; Grossman, Seth 



Noah; Colburn, Brent; Chandler, Matthew; 



Subject: Re: Michael Hastings 



Thanks, 



Original Message 

From: Callahan, Mary Ellen 

Sent: Tuesday, February 28, 2012 69:58 PM 



To: Sa 




, John; Boogaard, Peter; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; 




ossman, Amy; Grossman, Seth 
Subject: RE: Michael Hastings 



Concur, 



From 
Sent 



-Original Message 
: Sandwee. John 



Tuesday, February 28, 2812 9:57 PM 



1 



To: Boogaard, Peter; Callahan, Mary Ellen; Kroloff, Noah; Colburn, Brent; Chandler, Matthew 
Shlossman, Amy; Grossman, Seth 
Subject: Re: Michael Hastings 

Based on all the other ongoing related issues, this seems appropriate* 

Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2812 69:48 PM 
: Sandweg, Dohn; Callahan, Mary Ellen; 



» 





off, Noah; Colburn, Brent; Chandler, Matthew; 





; Grossman, 




Subject: Re: Michael Hastings 



Caitlin durkovich 




1 Message 



From: Sandweg, John 

Sent: Tuesday, February 28, 2012 09:36 PM 

To; Boogaard , Peter; Callahan , Mary Ellen; Kroloff, Noah; Colburn, Brent; Chandler, Matthew 

Shlossman, Amy; Grossman, Seth 

Subject: Re: Michael Hastings 



j 




■ 
in 




Original Message 

From: Boogaard, Peter 
Sent: Tuesday, February 28, 2012 09:34 PM 
To: Callahan, Mary Ellen; Kroloff, Noah; Colburn, 
Sandweg, Dohn; Grossman, Seth 

: Re: Michael Hastings 



Brent; Chandler Matthew; Shlossman, Amyj 





Final statement is below 




Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:01 PM 

To: Callahan, Mary Ellen; Kroloff, Noah; Colburn, Brent; 

Sandweg, Dohn; Grossman, Seth 

Subject: Re: Michael Hastings 

I don't think we lose too much with privacy standards. 




er, Matthew; Shlossman, 




Original Message 

From: Callahan, Mary Ellen 

Sent: Tuesday, February 28, 2012 08:59 
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To: Boogaard, Peter; Kroloff, 

John; Grossman , Seth 



Noah; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; 




Cc: Callahan, Mary Ellen 

ject: RE; Michael Hastings 





I will reach out to the NPPD privacy officer to 
Issue* 



start to engage on compliance with this 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday , February 28, 2812 8:54 PM 

To: Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossmanj Amy; Sandweg, 3ohn 
Grossman, Seth; Callahan, Mary Ellen 
Subject: Re: Michael Hastings 



Confirming with 




leadership right now 



Original Message 

From: Kroloff, Noah 

Sent: Tuesday, February 28, 2612 08:52 

To: Boogaard, Peter; Colburn, Brent; Chandler 

Grossman, Seth; Callahan, Mary Ellen 




Matthew; Shlossman, Amy; Sandweg, John; 




Is it accura 




Subject: Re: Michael Hastings 

I think this is pretty 

Original Message 

From: Boogaard > Peter 

Sent: Tuesday, February 28, 2612 08:46 PM 

To: Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; 

Grossman, Seth; Callahan, Mary Ellen 

Subject: Re: Michael Hastings 




John; 



j 



Proposed statement. Thoughts? ke may want to add in s 
gathered coming from open source media. 




about all of the information 




Original Message -—- 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 07; 50 PM 

To: Kroloff, 







; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; Sandweg, John 



Subject: Michael Hastings 
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Shlossman, Am 




From: 




Ta: 



Subject: 



Kroloff, Noah 

Wednesday, February 29, 2012 7:30 AM 

Colburn, Brent; Boogaard, Peter; Callahan, Mary Ellen; Sandweg, John; Chandler, Matthew; 

Shlossman, Amy; Grossman, Seth 

Re: Michael Hastings 




Original Message 

From: Colburn, Brent 

Sent: Wednesday , February 29, 2012 07:19 AM 

To: Boogaard, Peter; Callahanj Mary Ellen; Sandweg, John; Kroloff, Noah; Chandler* Matthew; 

Shlossman, Amy; Grossman, Seth 

Subject: Re: Michael Hastings 







Original Message 

From: Boogaard, Peter 

Sent; Tuesday, February 28, 2012 10:07 PM 
To: Colburn, Brent; Callahan, Mary Ellen; 
Shlossman, Amy; Grossman, Seth 
Subject: Re: Michael Hastings 



Sandweg, John; Kroloff, Noah; Chandler, Matthew 



* 



sending to dark. 




Original Mess 

From: Colburn, Brent 

Sent: Tuesday, February 28, 2012 10:05 PM 
To: Boogaard, Peter; Callahan, Mary Ellen; 
Shlossman, Amy; Grossman, Seth 

Subject: Re: Michael Hastings 




John; Kroloff, Noah; Chandler, Matthew; 



Concur- -and Pete, 







Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 10:00 PM 

To: Callahan, Mary Ellen; Sandweg, John; Kroloff, 
Shlossman, Amy; Grossman, Seth 

Subject; Re; Michael Hastings 



Noah; Colburn, Brent; Chandler, Matthew > 



Thanks - 



Original Message 



From: Callahan, Mary Ellen 

Sent; Tuesday, February 28, 2012 09:58 PM 



i 



To; Sandweg, John; Boogaard, Peter; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; 
Shlossman, Amy; Grossman, Seth 
Subject: RE: Michael Hastings 



Concur. 



Original Message 

From: Sandweg, John 
Sent: 




February 28, 2612 9:57 PM 



To: Boogaard, Peter; Callahan, 

Shlossman, Amy; Grossman Seth 
Subject: Re: Michael Hastings 



Mary Ellen; Kroloff, Noah; Colburn, 8rent; Chandler, Matthew; 



Based on all the other ongoing related issues, this seems appropriate. 



Original Message 

From: Boogaard, Peter 
Sent: Tuesday j February 28, 2912 99:46 
To: Sandweg, John; Callahan, Mary Ellen 
Shlossman, Amy; Grossman, Seth 
Subject: Re: Michael Hastings 




Kroloff, Noah; Colburn, Brent; Chandler Matthew; 






Caitlin durkovich 



Original Message 



From: Sandweg, John 

Sent: Tuesday, February 28, 2912 99:36 PM 



To: Boogaard , Peter; Callahan, 
Shlossman, Amy; Grossman, Seth 
Subject: Re: Michael Hastings 



Mary Ellen; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; 




in NPPD? 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2912 99:34 PM 

To: Callahan, Mary Ellen; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; 

Sandweg, John; Grossman, Seth 

Subject: Re: Michael Hastings 




Final statement is below. 




Original Message 

From: Boogaard, Peter 



Sent: Tuesday, February 28, 2012 09:01 PM 
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^— ^^~ 



^i^^» 



To: Callahan j Mary Ellen; Kroloff, 
Sandweg, Dohn; Grossman, Seth 

Re: Michael Hastings 



Noah; Colburn, Brent; Chandler, Matthew; Shlossman, Amy 



t 




I don't think we lose too much with privacy standards* 



Original Message 



From: Callahan, Mary Ellen 

Sent: Tuesday, February 28, 2012 08:59 PM 

To: Boogaard, Peter; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman, Amy 

Sandweg, John; Grossman, Seth 
Cc: Callahan , Mary Ellen 
Subject: RE: Michael Hastings 




I will reach out to the NPPD privacy officer to start to engage on compliance with this 



. 



issue 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 8:54 PM 

To: Kroloff, Noah; Colburn, Brent; Chandler, Matthew; 



Shlossman, Amy; Sandweg, John; 



Grossman, Seth; Callahan, Mary Ellen 
Subject: Re: Michael Hastings 

Confirming with nppd leadership right now. 

Original Message 

From: Kroloffj Noah 

f 

Sent: Tuesday, February 28, 2012 08:52 

To: Boogaard, Peter; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; Sandweg, Dohn; 

Grossman, Seth; Callahan, Mary Ellen 

Subject: Re: Michael Hastings 




I think this is pretty good. Is it accurate? 

Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 08:46 PM 

To: Kroloff, Noah; Colburn, Brent; Chandler, 



Matthew; Shlossman, Amy; Sandweg, John; 



Grossman, Seth; Callahan, Mary Ellen 
Subject: Re: Michael Hastings 



Proposed statement. Thoughts? We may want to add in something about all of the information 
gathered coming from open source media. 
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Original Mess 

From: Boogaard, Peter 

Sent: Tuesday 3 February 28, 2012 07:50 PM 

To: Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; Sandweg, John 

Subject: Michael Hastings 




4 



-^M 



Shlossman. Am 




From: 

Sent: 

Tq: 

Subject: 



Sandweg, John 

Wednesday, February 29, 2012 7:36 AM 

Kroloff, Noah; Colburn, Brent; Boogaard, Peter; Callahan, Mary Ellen; Chandler, Matthew; 

Shlossman, Amy; Grossman, Seth; Peacock, Nelson 

Re: Michael Hastings 



+ Nelson 




2012 07:29 AM 



— -- Original Message 

From: Kroloff, 

Sent: Wednesday, February 29, 

To: Colburn, Brent; Boogaard, Peter; Callahan, 

Shlossman, Amy; Grossman, Seth 

Subject: Re: Michael Hastings 



Mary Ellen; Sandweg, John; Chandler, Matthew; 




— — Original Message 

From: Colburn, Brent 

Sent: Wednesday, February 29, 2012 07:19 AM 

To: Boogaard, Peter; Callahan, Mary Ellen; Sandweg, John; Kroloff, Noah; Chandler, Matthew; 

Shlossman, Amy; Grossman., Seth 

Subject: Re: Michael Hastings 





Original Mes 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 10:07 PM 

To: Colburn, Brent; Callahan, Mary Ellen; Sandweg, 3ohn; Kroloff, Noah; Chandler, Matthew 

Shlossman, Amy; Grossman, Seth 

Subject: Re: Michael Hastings 

sending to dark. 




Message — 



From: Colburn, Brent 

Sent: Tuesday, February 28, 2912 10:05 PM 

To: Boogaard, Peter; Callahan, Mary Ellen; Sandweg, Dohn; Kroloff, Noah; Chandler, Matthew 

Shlossman, Amy; Grossman, Seth 

Subject: Re: Michael Hastings 



Concur- -and Pete, 




Original Message --- 



From: Boogaard, Peter 
Sent: Tuesday, February 



28, 2012 10:00 PM 



1 



^^ 



To: Callahan, Mary Ellen; Sandweg, John; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; 
Shlossman, Amy; Grossman , Seth 
Subject: Re: Michael Hastings 



Thanks 



Original Message 





: Callahan, Mary Ellen 
Sent: Tuesday, February 28, 2012 89:58 
To: Sandweg, John; Boogaard, Peter; Kroloff , 

, Amy; Grossman, Seth 
Subject: RE: Michael Hastings 





j 




urn, Brent; Chandler, Matthew 



M 









Concur 



-- — Original Message 

From: Sandweg, John 
Sent: Tuesday , February 28, 2012 9:57 
To: Boogaard, Peter; Callahan, Mary 
Shlossman, Amy; Grossman, Seth 
Subject: Re: Michael Hastings 



PM 




• 



Kroloff j Noah; Colburn, Brent; Chandler 




ew; 



Based on all the other ongoing related issues, this seems appropriate 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:40 PM 

To: Sandweg, John; Callahan, Mary Ellen; Kroloff, Noah; Colburn, 

Shlossman, Amy; Grossman, Seth 

Subject: Re: Michael Hastings 
Caitlin durkovich 




nt; Chandler, Matthew; 



„ — Original Message 

From: Sandweg, John 

Sent: Tuesday, February 28, 2912 09:36 PM 

To: Boogaard, Peter; Callahan, Mary Ellen; Kroloff, Noah; Colburn, Brent; Chandler, Matthew 
Shlossman, Amy; Grossman, Seth 

: Re: Michael Hastings 



* 




Who in NPPD? 



«- Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:34 PM 

To: Callahan, Mary Ellen; Kroloff, Noah; Colburn, 

Sandweg, John; Grossman, Seth 

Subject: Re: Michael Hastings 



Brent; Chandler, Matthew; Shlossmanj Amy; 




Final statement is below 
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,, Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28 , 2012 89:01 

To: Callahan, Mary Ellen; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; 

Sandweg, John; Grossman, Seth 

Subject: Re: Michael Hastings 



I don't think we lose too much with privacy standards, 

Original Message 

From: Callahan, Mary Ellen 

Sent: Tuesday, February 28 , 2012 08:59 PM 

To: Boogaard, Peter; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; 

Sandweg, John; Grossman, Seth 

Cc: Callahan j Mary Ellen 

Subject: RE: Michael Hastings 




I will reach out to the NPPD privacy officer to start to engage on compliance with this 



issue. 



— --Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28j 2012 8:54 PM 

To: Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; San 
Grossman, Seth; Callahan, Mary Ellen 
Subject; Re: Michael Hastings 

Confirming with nppd leadership right now. 




, John; 



Original Message 

From: Kroloff, Noah 

Sent: Tuesday, February 28, 2012 08:52 PM 

To: Boogaard, Peter; Colburn, Brent; Chandler, 

Grossman, Seth; Callahan, Mary Ellen 

Subject: Re: Michael Hastings 

I think this is pretty good. Is it accurate? 



Matthew; Shlossman, Amy; Sandweg, John; 





Ori 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 08:46 PM 
To: Kroloff, Noah; Colburn, Brent; Chandler, 
Grossman, Seth; Callahan, Mary Ellen 
Subject: Re: Michael Hastings 

Proposed statement. Thoughts? We 
gathered coming from open source media. 



Matthew; Shlossman, Amy; Sandweg, John 




want to add in something about all of the info 
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Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 07:50 PM 

To; Kroloffj Noah; Colbum, Brent; Chandler, Matthew; Shlossman, Amy; Sandweg, John 

Subject: Michael Hastings 




* 



Shlossman, Am 





■ 



Sent: 
To: 

Subject: 



Boogaard, Peter 

Wednesday, February 29, 2012 7:41 AM 

Sandweg, John; Kroloff, Noah; Col burn, Brent; Caflahan, Mary Ellen; Chandler, Matthew; 

Shlossman, Amy; Grossman, Seth; Peacock, Nelson 

Re: Michael Hastings 



This is the updated statement we are working with- Still waiting for clearance 




Original Message 

From: Sandweg, Dohn 

Sent: Wednesday, February 29 , 2012 07:35 

To: Kroloff 



AM 





, .,,.«.,; Colburn, Brent; 

Shlossman, Amy; Grossman, Seth; Peacock, 
ect: Re: Michael Hastings 



, Peter; 

Nelson 



Callahan, Mary Ellen; Chandler, Matthew; 




+ 




son. 







Original Message 

Kroloff, Noah 
Sent: Wednesday, February 29, 2012 07:29 AM 
To: Colburn, Brent ; Boogaard, Peter; Callahan, 

Shlossman, Amy; Grossman, Seth 

: Re: Michael Hastings 







Ellen; Sandweg, 3ohn; Chandler, Matthew; 





Original Message 

From: Colburn, Brent 

Sent: Wednesday, February 29, 2012 07:19 AM 

To: Boogaard, Peter; Callahan, Mary Ellen; Sandweg, Dohn; Kroloff, Noah; Chandler, Matthew; 
Shlossman, Amy; Grossman, Seth 

: Re: Michael Hastings 





Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 10:07 PM 
To: Colburn, Brent; Callahan, Mary Ellen; 
Shlossman, Amy; Grossman, Seth 



Sandweg, lohn; Kroloff, Noah; Chandler, Matthew; 






i 



^* 



"^ 



Subject: Re: Michael Hastings 
sending to dark. 



Original Message 

From: Colburn, Brent 

Sent: Tuesday , February 28, 2012 10:05 PM 

To: Boogaard, Peter; Callahan, Mary Ellen; Sandweg, John; Kroloff, Noah; Chandler, Matthew; 
Shlossman, Amy; Grossman, Seth 
Subject: Re: Michael Hastings 

Concur--and Petej 




Original Message — ■-- 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 10:00 PM 

To: Callahan, Mary Ellen; Sandweg, John; Kroloffj Noah 

Shlossman, Amy; Grossman, Seth 




Brent; Chandler 



Matthew; 



Subject; Re: Michael Hastings 



Thanks . 



* * — i 




— Original Message — 
; Callahan, Mary Ellen 



Sent; Tuesday, February 28, 2012 09:58 PM 

To: Sandweg, John; Boogaard, Peter; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; 

Shlossman, Amy; Grossman, Seth 

Subject: RE: Michael Hastings 



Concur. 



Original Message 

From: Sandweg, John 

Sent: Tuesday, February 28, 2012 9:57 PM 
To: Boogaard, Peter; Callahan, Mary Ellen; 
Shlossman, Amy; Grossman, Seth 
iect: Re: Michael Hastings 



Kroloff, Noah; Colburn, Brent; Chandler, Matthew 







Based on all the other ongoing related issues* this seems appropriate 

Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:40 

To: Sandweg, John; Callahan, Mary Ellen; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; 

Shlossman, Amy; Grossman, Seth 

Subject: Re: Michael Hastings 




Caitlin 








----- Original Mess 

From: Sandweg, John 

Sent: Tuesday, February 28, 2012 09:36 PM 

To: Boogaard, Peter; Callahan, Mary Ellen; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; 

Shlossman, Amy; Grossman, Seth 

Subject: Re: Michael Hastings 



2 



Who in NPPO? 



„-_„ Original Message 

From: Boogaard, Peter 

Sent: Tuesday , February 28, 2012 09:34 PM 

To: Callahan, Mary Ellen; Kroloff, Noah; Colburn, Brent; Chandler , Matthew; Shlossman, Amy; 

Sandweg, John; Grossman, Seth 

Subject: Re: Michael Hastings 




Final statement is below. 




Original Message 

From; Boogaard, Peter 

Sent: Tuesday, February 28, 2012 69:01 PM 

To: Callahan, Mary Ellen; Kroloff, Noah; Colburn, Brent; Chandler* Matthew; Shlossman, Amy; 

Sandweg, John; Grossman, Seth 

Subject: Re: Michael Hastings 

I don't think we lose too much with privacy standards * 

Original Message 

From: Callahan, Mary Ellen 

Sent: Tuesday, February 28, 2012 68:59 PM 

To: Boogaard, Peter; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman, 

Sandweg, John; Grossman, Seth 

Cc: Callahan, Mary Ellen 

Subject: RE: Michael Hastings 





I will reach out to the NPPD privacy officer to start to engage on compliance with this 



issue. 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 8:54 PM 

To: Kroloff, Noah; Colburn, Brent; Chandler, Matthew 

Grossman, Seth; Callahan, Mary Ellen 

Subject: Re: Michael Hastings 

Confirming with nppd leadership right now. 



Shlossman, 







Sandweg, John; 






-•*►- Original Message 
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From: Kroloff , Noah 

Sent: Tuesday , February 28, 2012 08:52 PM 

To: Boogaard, Peter; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; Sandweg, John; 

Grossman, Seth; Callahan, Mary Ellen 

Subject: Re: Michael Hastings 

I think this is pretty good. Is it accurate? 




Message - 

From: Boogaard, Peter 

Sent: Tuesday , February 28, 2012 08:46 PM 

To: Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman, 

Grossman, Seth; Callahan, Mary Ellen 

Subject: Re: Michael Hastings 




; Sandweg, John; 



statement. Thoughts? We may want to add in something about all of the information 

gathered coming from open source media. 





Original Message 

From: Boogaardj Peter 



Sent: Tuesday , February 28, 
To: Kroloff, Noah; Colburn, 
Subject: Michael Hastings 



2012 07:50 PM 

Brent; Chandler, Matthew; Shlossman, Amy; Sandweg, John 




4 



Shlossman, Am 




From: 

Sent: 
To: 



Cc: 



Subject: 



Flynn, William 

Wednesday, February 29, 2012 8:09 AM 

Spaulding, Suzanne; Boogaard, Peter; Kroioff, Noah; Sandweg, John; Durkovich, Caitlin; 

Davis. Robert M 





\ Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 
ary tuen; smossman, Amy 
Re: Statement 



Background: IP (POD division) compiles an open source report on critical infrastructure which 
is posted to HSIN. The contract for this service recently changed and the new contractor 
inappropriately conducted some "analysis" to the open source information (in this case). When 
it was brought to my attention the report was pulled (other steps have also been taken). 
However the fed staff undertook a thorough review and every source is traditional media. 
report references social media resources but that was found in traditional sources. No 
monitoring of social media took place. 




William F. Flvnn 



Acting Assistant Secretary 

Office of Infrastructure Protection 



US Department of Homeland Security 




Original Message 

From: Spauldingj Suzanne 

Sent: Wednesday , February 29, 2012 06:47 AM 

To: Boogaard, Peter; Kroioff, Noah; Sandweg, John; Durkovich, Caitlin; Beland, Michael 

Dav iSj, Robert M 
Cc: 



Epley, Veronica; Flores, 6ina; Flynn, William; Hess, David; Grossman, 









i 
J 




Seth; Callahan, Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 




Original Message 

From: Boogaard, Peter 



Sent: Tuesday, February 28, 2012 11:15 PM 

To: Kroioff, Noah; Sandweg, John; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; 

Davis, Robert M 

Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman 



Cc: 

Seth; Callahan, Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 





I 







Original Message 



ry 28 , 2012 11:12 PM 



From: KroXoff , Noah 
Sent: Tuesday j Febr 
To: Sandweg, 3ohn; Boogaard, Peter; Spaulding, 

Dav is j Robert M 

Cc: 



Suzanne; Durkovich, Caitlin; Beland, Michael; 




Epley, Veronica; Flores, Gina; 
Seth; Callahan, Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 




, William; Hess, David; Grossman , 



Where r we on this 




Original Message 

From: Sandweg, Dohn 

Sent: Tuesday , February 28, 2012 10:26 PM 

To: Boogaard , Peter; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 

Cc: 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman 
Seth; Callahan, Mary Ellen; Kroloff, Noah; Shlossman, Amy 
Subject: Re: Statement 

Definitely think that the more we can push back on any inaccuracies the better. 

That said > assuming he isn't going to pull down the blog post, with other similar privacy 
related issues out there , we need a clear statement that explains that this report was 
drafted in violation of our privacy standards. 

+ Noah and Amy. 




10:21 PM 



Original Message 

From: Boogaard, Peter 
Sent: Tuesday, February 28, 

auldine. Suzann e: Durkovich, Caitlin; Beland, Michael; Davis j Robert M 

1 

Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman 
Sandweg, John; Callahan, Mary Ellen 
Subject; Re: Statement 




Also looping MEC 



. Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 10:19 PM 

To: Spau Idiiig^Suzanne ; Durkovich, Caitlin; Belandj Michael; Davis, Robert M 

Cc: [©Hsi^M^^^^H Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 

Seth; Sandweg, John 

Subject: Re: Statement 

Looping Sandweg and Grossman, I think we need to move forward with the statement we proposed 



Original Message — -* 

From: Spaulding, Suzanne 

Sent: Tuesday, February 28, 2012 10:04 

To: Durkovich^Ca^in; Boogaard, Peter 

Cc: S39B^1HH^H Epl e V' Veronica; 
Subject: Re: Statement 



PM 




rt M 



; Beland, Michael; Davis, 

Flores, Gina; Flynn, William; Hess, David 




— — 



V* 



^■s — 




Original Message -■ 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 09:43 PM 

To: Boogaard, Peter; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: McConnell, Scott; Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 

Subject: Re: Statement 






report, blog and 



DUS Spaulding is out of her speaking engagement and is going to 

statement - 

Caitlin Durkovich 

Chief of Staff 

National Protection and Programs Directorate U.S- Department of Homeland Security 



Original Message - — « 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:24 PM 

To: Durkovich, Caitlin; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: McConnell j Scott; Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 

Subject: Re: Statement 

Can you confirm that this accurate? 

Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:07 PM 

To: Durkovich, Caitlin; Beland, Michael; Davis, Robert M; 
Cc\ McConnell, Scott; Epley, Veronica; Flores, Gina; Flynn, 
Subject: Re: Statement 







ing# 
William; 



Suzanne 

Hess* David 




Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 09:03 PM 

To: Boogaard, Peter; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: McConnell, Scott; Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 

Subject: RE: Statement 
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If anything j I think we should consider calling Hastings and help him understand our mission* 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 8:55 PM 

To: BeL pnd^Uchae^; Davis , Robert M; Durkovich, Caitlin; Spaulding, Suzanne 

Cc: (©ESI^^^^^^I Epley, Veronica; Flares, Gina; Flynn, William 

Subject: Re: Statement 



Couple changes. 



Is this 






urate? Our FO likes this approach* If there are different opinions, let me know 



* 




Original Message 

From: Beland, Michael 

Sent; Tuesday, February 28, 2012 08:35 PM 

To: pa vi s ^tober^l: Purkovich M Caitlin; Boogaard, 

Cc: SSESHHIHt Epley^ Veronica; Flores, Gina; Flynn, William 

Subject: Re: Statement 



Peter; Spaulding, Suzanne 



but, based upon the document and our recollection, 



it was 



We are still working the dates, 

posted to hsin and one cannot access the materials on hsin without a password. Once we get 

the dates j we'll pass them along, but that may not be before you push this out. 

Michael Beland 
Chief of Staff 
Office of Infrastructure Protection 



ment of Homeland Secu 



National Protection and Programs Directorate LLS 






Original Message 

From: Davis, Robert M 




Sent: Tue 
To: Beland 

Cc: 

Subject: Re: Statement 



February 28, 2012 08:20 PM 






Michael; Purkovich, Caitlin; Boogaard, Peter; 

Epley, veronica; Flores, Gina; Flynn, 





aulding, 
William 



Suzanne 
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. 



Original Message 

From: Beland, Michael 

Sent: Tuesday, February 28, 2612 07:55 PM 

To: Durkovich ^ Caitli n; Boogaard, Peter; Davis , 
Cc: 




Robert M; Spaulding, Suzanne 



Epley, Veronica; Flores, Gina; Flynn, William 



Subject: Re: Statement 



+ Mr Flynn. I want to confirm that it was indeed on HSIN, and I am working that 

Michael Beland 
Chief of Staff 
Office of Infrastructure Protection 



National Protection and Programs Directorate U.S. Department of Homeland Security 




__,„ original Message 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 07:52 PM 

Booeaard . Peter: Davis, Robert M; Spaulding, Suzanne; 





avis, . — ^, . ,., 

Epley, Veronica; Flores, Gina 



Beland, 





Subject: RE; Statement 



Can we get the link to the blog post? Need to understand the context 



Original Mes 







From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 7:50 

To: Davis, Robert M; Spaulding, Suzanne; Beland, Michael 

Epley, Veronica; Flores, Gina; Durkovichj Caitlin 
Subject: Re: Statement 

If we are going this route, we need to oush back stronger. We never approved of this approach 
and the individuals who piblished it did so without approval from nppd leadership, 

Original Message 



From: Davis, Robert M 



j 



Sent: Tuesday, February 28, 2012 07:48 PM 
To: Spaulding, Suzann e; Beland, Michael 
Cc: 



Boogaard, Peter; Epley, Veronica; Flores, Gina; Durkovich, Caitlin 



Subject: Re: Statement 

Suzanne and Mike, 

Rolling Stone has posted 
markings that was posted 
to send to opa asap. 




a blog with a link to a doc 

to HSIN without approval. Here is 



with the DHS seal and nppd/ ip 

the draft statement I would like 



Here is the link: 
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http://wwwl,rollingstone,com/extras/13637 - DHS%20IP%20Special.pdf 



Please let me know 




this is ok 



Bob 




Original Message 

From: Boogaard, Peter 



Sent: Tuesday, 




ruary 28, 2012 07:31 PM 



To: Davis, Robert M 
Subject : Statement 



let me 





en you have a draft. Thanks man 
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Shlossman, Am 




From: 




To: 



Cc: 



Subject 



Durkovich, Caitlin 

Wednesday, February 29, 2012 8:17 AM 

Flynn, William; Spaulding, Suzanne; Boogaard, Peter; Krofoff, Noah; Sandweg, John; Beland, 

Mfchael^avis^obert M 

SSSBjSlHHii E P fe Yi Veronica; Flores, Gina; Hess, David; Grossman, Seth; Caflahan, 
Mary Ellen^niossman, 
Re; Statement 





Againj I think we need to pick up the 
, but he can be provocative so we 
mission, to include what FPS's role h 
And push back on the inaccuracies. 



phone, and call Hastings. National security is his 
need to have a clear sey of tps. Let's explain our 
as been in OWS. 



Caitlin Durkovich 
Chief of Staff 



National Protection and Programs Directorate U,5. Department of Homeland Security 




, Original Message -- — 

From: Flynn, William 

Sent: Wednesday, February 29, 2012 08:08 AH 
To; Spaulding, Suzanne; Boogaard, Peter; 
Beland, Michael: Davis, Robert M 




i 




Sandweg, John; Durkovich, Caitlin; 



Cc: 




Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan 



i 



Mary Ellen; Shlossman, Amy 

ect: Re: Statement 




Background: IP (POD division) compiles an open source report on critical infrastructure which 
is posted to H5IN. The contract for this service recently changed and the new contractor 
inappropriately conducted some "analysis" to the open source information (in this case). When 
it was brought to my attention the report was pulled (other steps have also been taken). 
However the fed staff undertook a thorough review and every source is traditional media. The 
report references social media resources but that was found in traditional sources, No 



mon 



itoring of social media took place 



* 



William F. Flynn 

Acting Assistant Secretary 

Office of Infrastructure Protection 



US Department of Homeland Security 





Original Mes 

From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2012 06:47 AM 

To: Boogaard, Peter; Kroloff, Noah; Sandweg, John; Durkovich, Caitlin; Beland, Michael; 

Davis, Robert M 
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Cc: 



Seth; 

Subj 




Epley, Veronica; Flores, Gi 




an, Mary Ellen; 
Re: Statement 






Shlossman, Amy 



na; Flynn, William; Hess, David; Gros 



n, 




Original Message 

From: Boogaard, Peter 

Sent: Tuesday , February 28, 2012 11:15 PM 
To: Kroloffj Noah; Sandweg, 

Davis , Robert M 

Cc: 

Seth 

Subject: Re: Statement 



John; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael 



J 








, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 
an, Mary Ellen; Sh loss man, Amy 





Original Mes 

From: Kroloff, Noah 

Sent: Tuesday , February 28, 2012 11:12 

To: Sandwegj 3ohn; Boogaard, Peter; 

Davis » Robert M 

Cc: 



PM 




Suzanne; Durkovich, Caitlin; Beland, Michael; 

1 








j Veronica; 
Seth; Callahan, Mary Ellen; Shlossman, 
Subject: Re: Statement 



Flores, Gina; Flynn, William; Hess, David; Grossman 
Amy 




re r we on this 



Original Message — 



From: 





Sent: Tuesday, February 28, 2012 10:26 PM 




Peter; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 

Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 




To: Boo 

Cc: 

Seth; Callahan, Mary Ellen; Kroloffj Noah; Shlossman, 

Subject: Re: Statement 

Definitely think that the more we can push back on any inaccuracies the better. 



That said, 
related i 



assuming he isn't going to pull down the 
s out there, we need a clear statement 




blog 
that 



post, with other similar privacy 
explains that this report was 



drafted in violation of our privacy standards. 

+ Noah and Amy, 



. Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28 , 2012 10:21 PM 

To: S 

Cc: 




M 



Suzann e; Durkovichj Caitlin; Beland, Michael; Davis, Robert 

, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 




Seth; Sandweg, Uohn; Callahan, Mary Ellen 
Subject: Re: Statement 

Also looping MEC. 
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From: 

■ 

Sent: 
To: 



Cc 



Subject: 



Boogaard, Peter 

Wednesday, February 29, 2012 8:20 AM 

Durkovrch, Caitlin; Flynn, William; Spaulding, Suzanne; Kroloff, Noah; Sandweg, John; 

Beland^ichael: Davis, Robert M 

|J31|§jflHH| Epley, Veronica; Ft ores, Gina; Hess, David; Grossman, Seth; Callahan, 
Mary Ellen; Snlossman, 
Re: Statement 





Original Message 

From: Durkovich, Caitlin 

Sent: Wednesday, February 29 , 2012 08:16 AM 

To: Fiynn, William; Spaulding, Suzanne; Boogaard, Peter; Kroloff , Noah; Sandweg, John; 

Bel arid . M i chaej^Davi s ■ Robert M 

Cc: Q^^m Epley, Veronica; FloreSj Gina; HesSj David; Grossman, Seth; Calla 

Mary Ellen; Shlos 

Subject: Re: Statement 






Caitlin Durkovich 
Chief of Staff 



National Protection and Programs Directorate U.S, Department of Homeland Security 




To: 

Bel and 




3ohn; Durkovich, Caitlin; 



> 



Original Message 

From: Flynn, William 

Sent; Wednesday, February 29, 2012 08;08 AM 

anne; Boogaard, Peter; Kroloff, Noah; Sandweg, 
Davis. Robert M 

Cc: [|22Us2^^^^^^l Epley, Veronica; Flores, Gina; Mess, David; Grossman, Seth; Callahan 
Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 

IP (POD division) compiles an open source report on critical infrastructure which 
is posted to HSXN. The contract for this service recently changed and the new contractor 
inappropriately conducted some "analysis' 1 to the open source information (in this case), 
it was brought to my attention the report was pulled (other steps have also been taken). 
However the fed staff undertook a thorough review and every source is traditional media, 
report references social media resources but that was found in traditional sources, No 
monitoring of social media took place. 





The 



William F. Flynn 

Acting Assistant Secretary 

Office of Infrastructure Protection 
US Department of Homeland Security 
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Original Message 

From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2012 06:47 AM 

To: Boogaardj Peter; Kroloff, Noah; Sandweg, Dohn; Durkovichj Caitlin; Beland, Michael; 

Davis* Robert M 



Cc: 





ey, Veronica; Flores, Gina; Flynnj William; Hess, David; Grossman 



Seth; Callahan, Mary Ellen; Shlossman 
Subject: Re: Statement 





_ . _ _ _ 




PM 



Message 

From: Boogaard, Peter 
Sent: Tuesday, February 28, 2812 11:15 
To: Kroloffj Noah; Sandweg, John; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; 
Dav is , Robert M 

Cc B3H^IIIIIHHH^P^ e y> Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 
Seth; Callahan, Mary Ellen; Shlossman, 
ect: Re: Statement 



Amy 





»■ Original Message — — • 

From: Kroloffj Noah 

Sent: Tuesday, February 28, 2912 11:12 PM 
To: Sandweg, Dohn; Boogaard, Peter; Spaulding 
Davis* Robert M 



Suzanne; Durkovich, Caitlin; Beland, Michael 




Cc: 

Seth; Callahan, Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 
Where r we on this 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 






Original Message 

From: Sandweg, John 

Sent: Tuesday, February 28, 2012 10:26 PM 

To: Booeaard. Peter: Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 

Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 
Seth; Callahan, Mary Ellen; Kroloff , Noah; Shlossman, Amy 
Subject: Re: Statement 





Definitely think that the more we can push back on any inaccuracies the better. 

That said, assuming he isn't going to pull down the blog post, with other similar 
related issues out there, we need a clear statement that explains that this report was 
drafted in violation of our privacy standards. 
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_^__ 



+ Noah and Amy 



Original Message 

From: Boogaard, Peter 
Sent: Tuesday , February 28, 2612 10:21 

ldinc. Suzanne; Durkovich, 



PM 



To: S 
Cc: 

Seth; 
Subj 





Suzann e; Durkovich, Caitlin; Beland, Michael; Davis , Robert 

Veronica; Flores, Gina; Flynn, William; Hess 
Sandwegj John; Callahan, Mary Ellen 
Re: Statement 




i 



M 

Day id; Grossman, 



Also looping MEC. 



----- Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 10:19 PM 

To: Soauldi 



Cc: 




Suzann e; Durkovich, Caitlin; Beland, Michael; Davis , Robert M 

, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 




Seth; Sandweg, Dohn 
Subject: Re: Statement 

Looping Sandweg and Grossman, I think we need to move forward with the statement we proposed. 

Original Message -- — 

From: Spaulding, Suzanne 

Sent; Tuesday, February 28, 2012 10:04 PM 

To: Duricovich^Caitlin; Boogaard, Peter; Beland, Michael; Davis, Robert M 

Cc: l^^mi Epleyj Veronica; Flores, Gina; Flynn, William; Hess, David 

: Re: Statement 






Original Message 

Fromt Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 09:43 PM 

To; Bgoeaard^Peter: Be land, Michael; Davis, Robert M; Spaulding> Suzanne 

Cc: SSE^HUHl Epley, 
Subject: Re: Statement 



Veronica; Flores, Gina; Flynn, William; Hess, David 



of her speaking engagement and is going to review report, blog and 



DUS Spaulding is out 
statement. 
Caitlin Durkovich 
Chief of Staff 



National Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message 

From: Boogaard, Peter 
Sent: Tuesday, February 
To: Durkovich, Caitlin; 



28, 

Be 



2012 09:24 PM 

, Michael; Davis, Robert M; Spaulding, Suzanne 
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■ 




Cc: 

Subject: Re: Statement 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 



Can you confirm that this accurate? 

----- Original Message — — 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2612 09:07 PM 

To: pu r kovich^aitlin ; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: SESI^lHHHIi -Pl e y^ Veronica; Flores, Gina; 
Subject: Re: Statement 



Flynn, William; Hess, David 




••■ — Original Message 



From 
Sent 
To: 
Cc: 



Durkovich, Caitlin 
Tuesday, February 28, 2012 09:03 
rd, Peter; Bel and, Michael; 



PM 






rt M; 




, Suzanne 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 



Subject: RE; Statement 




If anything, I think we should consider calling Hastings and help him understand our mission. 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 8:55 PM 

To: Beland. Michael; Davis , Robert M; Durkovich, Caitlin; 

Cc: 



Epley, Veronica; Flores, Gina; Flynn, 





mg, 
William 



Suzanne 




ect: Re; Statement 



Couple changes. 

Is this accurate? Our FO likes this approach. If there are different opinions, let me 









Message 
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:35 PM 



From: Beland j Michael 

Sent: Tuesday, February 28, 2012 

To: DavisJober^J: Durkovichj Caitlin; Boogaard, Peter; Spaulding 

Cc: SSl^HHUIIi E P^ e y^ Veronica; FloreSj Gina; Flynn, William 
Subject: Re: Statement 



Suzanne 






We are still working the dates, but, based upon the document and our recollection, it was 
posted to hsin and one cannot access the materials on hsln without a password. Once we get 
the dates j we'll pass them along, but that may not be before you push this out. 

Michael Beland 
Chief of Staff 
Office of Infrastructure Protection 



National Protection 








Programs Directorate U.S. Department of Homeland 







. 



Original Message 

From: Davis, Robert M 

Sent: Tuesday, February 28, 2012 08:20 PM 

To: Beland^l^hae^Durkovich, Caitlin; Boogaard j Peter; Spaulding, Suzanne 

Cc: 3^^©HHHHi Epleyj Veronica; F lores, Gina; Flynn, William 

Subject: Re: Statement 





Original Message --—- 

From: Bel and , Michael 

Sent: Tuesday, February 28, 2012 07:55 PM 

To: Durkovi^h^Ca^li n ; Boogaard, Peter; DaviSj Robert M; Spaulding, Suzanne 

Cc: (©E*9Hfll^H Epley, Veronica; Flores, Gina; Flynn, William 
Subject: Re: Statement 

+ Mr Flynn. I want to confirm that it was indeed on HSIN, and I am working that. 



Michael Beland 



Chief of Staff 

Office of Infrastructure Protection 

National Protection and Programs Directorate U.S. Department of Homeland Security 




— — Original Message - 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 07:52 PM 

To: Boogaard, Peter; Davis, Robert M; Spaulding, Suzanne; Beland, Michael 
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Epley, Veronica; Flores, Gina 
ect: RE: Statement 

Can we get the link to the blog post? Need to understand the context. 

Original Message 

From: Boogaard, Peter 

Sent: Tuesday , February 28, 2012 7:58 PM 

To: Davis. Rober t M; Spauldingj Suzanne; Beland, Michael 

Cc: S2ESHHIHI Epley, Veronica; FloreSj Gina; Durkovich, Caitlin 

Subject: Re: Statement 



If we are going this route, we need to oush back stronger. We r\e\/er approved of this approach 

and the individuals who piblished it did so without approval from nppd leadership. 






Original Message 

From: Davis, Robert M 

Sent: Tuesday, February 28, 2812 07:48 PM 

To: Soauldine. Suzann e; Beland, Michael 

Boogaard, Peter; Epley, 




Veronica; Flores, Gina; Durkovich, Caitlin 



Re: Statement 




nne 



d Mike 



Rolling Stone has posted 
markings that was posted 

to send to opa asap. 



a blog with a link to a document with the DHS seal and nppd/ ip 
to HSIN without approval. Here is the draft statement I would like 



Here is the link 



http : //wwwl . rol lingstone . com/extras/13637 J>HS%20I P%20Special . pdf 
Please let me know if this is ok. 





Original Message 

From: Boogaard, Peter 
Sent: Tuesday, February 
To: Davis, Robert M 

: Statement 



28, 2012 07:31 PM 





let me know when you have a draft- Thanks man 
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H^KH 



"-- 



Shlossman, Am 




From 
Sent: 
To: 

Cc: 




Boogaard, Peter 

Wednesday, February 29, 2012 8:23 AM 

Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Kroloff, Noah; Sandweg, John; 
Beland^ichaelJ Davis, Robert M 

SSQQ^pHHi Ep'ey, Veronica; Floras, Gina; Hess, David; Grossman, Seth; Callahan. 
Mary Ellen; Snlossman, Amy 
Re: Statement 



Most recent statement is attached* 




Original Message -- — 

From: Boogaard, Peter 

Sent: Wednesday , February 29, 2012 08:19 AM 

To: Durkovich , Caitlin; Flynn, William; Spaulding, Suzanne; Kroloff, Noah; Sandweg, John; 

Beland, Michael; Davis, Robert M 

Epley, Veronica; FloreSj Gina; Hess, David; Grossman, Seth; Callahan, 



Cc: 

Mary Ellen; Shlossman, 

Subject; Re: Statement 






Original Message 



From: Durkovich, Caitlin 

Sent: Wednesday, February 29, 2612 08:16 AM 

To: Flynn, William; Spaulding, Suzanne; Boogaard, Peter; Kroloff, Noah; Sandweg, John; 

Bela ndt Michael; Davi s, Robert M 

^■"■■^1 MOT ^^M 

Cc: [©Esial^^^^^l Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 
Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 




Caitlin Durkovich 
Chief of Staff 



National Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message 

From: Flynn, William 

Sent: Wednesday, February 29, 2012 08:08 AM 

To: Spaulding, Suzanne; Boogaard, Peter; Kroloff, Noah; 

Beland, Michael; Davis, Robert M 




John; 




Caitlin; 






46 



•— — 



Cc: 




Epley, Veronica; Flores, Gina; Hess, David; Grossman s Seth; 




ian. 



Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 

Background: IP (POO division) compiles an open source report on critical infrastructure which 
is posted to HSIN. The contract for this service recently changed and the new contractor 
inappropriately conducted some "analysis" to the open source information (in this case). When 
it was brought to my attention the report was pulled (other steps have also been taken). 
However the fed staff undertook a thorough review and every source is traditional media. The 
report references social media resources but that was found in traditional sources. No 
monitoring of social media took place. 




F. Flynn 
Acting Assistant Secretary 
Office of Infrastructure Protection 
US Department of Homeland Security 




gov 



Original Message — — 

From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2012 06:47 AM 

To: Boogaard, Peter; Kroloff, Noah; Sandweg, John; Durkovich, Caitlin; Beland, Michael; 

Davis. Robert M 
Cc: 




Epley, Veronica; Flores, Gina; Flynn, William; Hess> David; Grossman, 
Seth; Callahan , Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 




— — Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 11:15 PM 

To: Kroloff j Noah; Sandweg> John; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; 

Davis. Robert M 



Cc: 




Epley, Veronica; Flores, Gina; Flynn, 




; Hess, David; Grossman 



Seth; Callahan, Mary Ellen; Shlossman, 
Subject: Re: Statement 





Original Message 

From: Kroloff, Noah 



Sent: Tuesday, February 28, 2012 11:12 PM 

To: Sandweg, John; Boogaard, Peter; Spaulding, 

Davis. Robert M 



Suzanne; Durkovich, Caitlin; Beland, Michael; 



Cc: 




Epley, Veronica; Flores, Gina; Flynn, William; Hessj David; Grossman, 



Seth; Callahan, Mary Ellen; Shlossman, Amy 
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Subject: Re: Statement 



Where r we on this 



Original Message — ■ — 

From: Sandweg, Dohn 

Sent: Tuesday, February 28 , 2012 10:26 PM 

To: Boogaard, Peter; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 

Cc: [©1©^^^I^^I Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 

Seth; Callahan, Mary Ellen; Kroloffj Noah; Shlossman, Amy 

Subject: Re: Statement 

Definitely think that the more we can push back on any inaccuracies the better. 

That said, assuming he isn't going to pull down the blog post, with other similar privacy 
related issues out there, we need a clear statement that explains that this report was 
drafted in violation of our privacy standards. 

+ Noah and Amy. 



Original Message - 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 10:21 PM 

To: Spauldin^^uzanne ; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 

Cc: B^^HHHI^I Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 

Seth; Sandweg, 3ohn; Callahan, Mary Ellen 

Subject: Re: Statement 



Also looping MEC. 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 10:19 PM 

To: Spauldinfij Suzann e; Durkovich, Caitlin; Beland, Michael; Davis, Robert 

Cc: 




M 



_ Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman j 
Seth; Sandweg, 3ohn 
Subject: Re: Statement 

Looping Sandweg and Grossman. I think we need to move forward with the statement we proposed. 

Original Message 

From: Spaulding, Suzanne 

Sent: Tuesday, February 28, 2012 10:04 PM 

To: Du r k o vich^Ca^U n ; Boogaard, Peter; Beland, Michael; Davis, Robert M 

Cc: [©I©HIIH^^I Epley, Veronica; Flores, Gina; Fly 

Subject: Re: Statement 



, William; Hess, David 
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rial Message 

From: Durkovich, Caitlin 

Sent: Tuesday , February 28, 2012 ©9:43 PM 

To: Booeaard, Peter; Beland, Michael; Davis j 

Cc: ' 

Subject: Re: Statement 



Robert M; Spaulding, Suzanne 
Epley, Veronica; FloreSj Gina; Flynn, William; Hess, David 



her speaking engagement and is going to review report, blog and 






DUS Spaulding is out of 

statement. 
Caitlin Durkovich 

Chief of Staff 



National Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message ----- 

From: Boogaardj Peter 

Sent: Tuesday , February 28 > 2012 09:24 PM 

To: Durkovich, Caitli n; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 




Subject: Re: Statement 

Can you confirm that this accurate? 

Original Message 

From: Boogaard, Peter 

Sent: Tuesday , February 28, 2012 09:07 PM 

To: Durkovic h t Caitli n; Beland, Michael; Davis, 

Cc: 





Epley, Veronica; Flores, Gina; 
Subject: Re: Statement 



M; Spaulding, Suzanne 
Flynn, William; Hess, David 




Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 09:03 PM 

To: Boogaard, Peter; Belandj Michael; Davis, Robert M; Spaulding 

Cc: 



, Suzanne 
Epley j Veronica; Flores, Gina; Flynn, William; Hess, David 
Subject: RE: Statement 





If anything, I think we should consider calling Hastings and 



Original Message 




him understand our mission 



From: Boogaard, Peter 
ent: Tuesday, February 



28, 2012 8:55 PM 
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To: Belandj Michael; Davis, 



Cc: 






M; 




Caitlin; Spaulding, Suzanne 



pley, Veronica; FloneSj Gina; Flynn, William 



Subject: Re: Statement 

Couple changes. 



Is this accurate? Our FO likes this approach. If there are different opinions , let me know. 




Original Message 

From: Belandj Michael 

Sent: Tuesday, February 28 , 2612 08:35 

To: Davis. Robert M 

Cc: 




PM 
Durkovich, Caitlin; Boogaard, Peter; Spaulding, Suzanne 




pley, Veronica; Floresj Gina; Flynn, William 



Subiect: Re: Statement 






We are still wor 




the dates , but, based upon the document and our recollect ion, 
posted to hsin and one cannot access the materials on hsin without a password. Once we 
the dates , we'll pass them along, but that may not be before you push this out. 



it was 



:et 



Michael Beland 
Chief of Staff 
Office of Infrastructure Protection 



National Protection and Programs Directorate U.S 





rtment of Homeland Security 





Original Message 

Davis j Robert M 

Tuesday j February 28 , 2912 08:20 PM 

Michael; Durkovichj Caitlin; Boogaard, Peter; Spaulding, Suzanne 

Epley, Veronica; Flares, Gina; Flynn, William 




Statement 





Original Message 

From: Beland, Michael 

Sent: Tuesday, February 28, 2012 07:55 PM 
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To: Durkovichj Caitli n; Boogaard, Peter; Davis, Robert M; Spaulding, Suzanne 

Epley, Veronica; Flores, Gina; Flynn, William 

Subject: Re; Statement 



Cc: 




+ Mr Flynn. I want to confirm that it was indeed on HSIN, and I am working that 



Michael Beland 
Chief of Staff 
Office of Infrastructure Protection 



National Protection and Programs Directorate U.S. Department of Homeland Security 





Message 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 07:52 PM 

To: Boogaard, Peter; Davis * Robert M; Spaulding, Suzanne; Beland, Michael 

Cc: QqIiSeHH^^^H Epleyj Veronica; Flores, Gina 

Subject: RF: Statement 

Can we get the link to the blog post? Need to understand the context. 



Original Message ■- 

From: Boogaard, Peter 
: Tues 






, ,^ u , uary 28, 2012 7:59 PM 
To: Davis^Rober^l: Spaulding, Suzanne; Beland, Michael 

Cc: (©EiSHHUH E P le V> Veronica; Floresj Gina; Durkovich, Caitlin 
Subject: Re: Statement 



If we are going this route, we need to oush back stronger. We never approved of this approach 
and the individuals who piblished it did so without approval from nppd leadership. 



Original Message 

From; Davis, Robert M 

Sent: Tuesday, February 28, 2012 07:48 

To: Spauldingj Suzann e; Beland , Michael 

Cc: 








Boogaard, Peter; Epley,, Veronica; Flores, Gina; Durkovich, Caitlin 




Re: Statement 



Suzanne and Mike, 



Rolling Stone has posted a blog with a link to a document with the DHS seal and nppd/ ip 
markings that was posted to HSIN without approval. Here is the draft statement I would like 
to send to opa asap. 



Here is the link: 



http : //wwwl , rollingstone . com/extras/13637_DHS%20IP%20Speciai . pdf 



Please let me know if this is ok 



* 



Bob 
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Original Message 

From: Boogaard, Peter 

Sent: Tuesday M February 28, 2812 07:31 PM 

To: Davis, Robert M 

Subject: Statement 

let me know when you have a draft. Thanks man 
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From 
Sent: 
To: 



» 



Cc: 




Spaulding, Suzanne 

Wednesday, February 29, 2012 8:24 AM 

Boogaard, Peter; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; Sandweg, John; Beland, 

Robert M 




Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 

'ary tuen; sn(ossman t Amy 

Re: Statement 



What is the violation of privacy standards? 



Original Message — — 

From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 08:22 AM 

To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Kroloff , Noah; Sandweg, John; 

Bel and, Michael; Davi s, Robert M 

Cc: 



Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 




Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 



Most recent statement is attached. 




Original Message 

From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 08:19 AM 

To: Durkovichj Caitlin; Flynn, William; S 

Bel andj_ Michael; Davi s a Robert M 

Cc: 





Epley, Veronica; Flores 
Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 



ing, Suzanne; Kroloff, Noah; Sandweg, John; 
Gina; Hess, David; Grossman, Seth; Callahan, 




Original Message ■** 

From: Durkovich, Caitlin 

Sent: Wednesday, February 29, 2012 08:16 AM 

To: Flynn, William; Spaulding, Suzanne; Boogaard, Peter; Kroloff, Noah; Sandweg, John; 

Bela nd. Michael; Davi s, Robert M 

Cc [0ll3flBHH|| Epley, Veronica; Flores, Gina; Hess, David; Grossman, S 




; Callahan, 



Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 
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Caitlin Durkovich 

Chief of Staff 



National Protection and Programs Directorate U.S. Department of Homeland Security 





ginal Message 

From: Flynn, William 

Sent: Wednesday, February 29, 2912 08:08 AM 

To: Spaulding, Suzanne; Boogaard, Peter; Kroloff, Noah; Sandweg, John; Durkovich 

Bel andj Michael; Davi s, Robert M 

Cc: 



Caitlin: 




Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 
Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 

Background: IP (POD division) compiles an open source report on critical infrastructure which 




is posted to HS1N. The contract for this service recently changed and the new contractor 
inappropriately conducted some "analysis" to the open source information (in this case), 
it was brought to my attention the report was pulled (other steps have also been taken). 
However the fed staff undertook a thorough review and every source is traditional media. The 
report references social media resources but that was found in traditional sources. No 
monitoring of social media took place. 



William F. Flynn 

Acting Assistant Secretary 

Office of Infrastructure Protection 



US Department of Homeland Security 




gov 



----- Original Message 

From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2012 06:47 AM 

To: Boogaard, Peter; Kroloff, Noah; Sandweg, John; Durkovich, Caitlin; Beland, Michael; 

Davis, Robert M 

Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman 



Cc: 

Seth; Callahan, Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 




y 




Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 11:15 PM 

To: Kroloff, Noah; Sandweg, John; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; 

Robert M 

Flores > Gina; Flynn, William; Hess, David; Grossman, 





Cc: 



Epley, Veronica; 
Seth; Callahan, Mary Ellen; Shlossman, 
Subject: Re: Statement 



Amy 
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Original Message 

From: Kroloff, Noah 

Sent: Tuesday, February 28, 2012 11:12 PM 
To: Sandweg, John; Boogaard, Peter; Spaulding 
Davis, Robert M 



> 



Suzanne; Durkovich, Caitlin; Beland, Michael; 



Cc: 




Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 



Seth; Callahan, Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 



Where r we on this 




Message ----- 

From: Sandweg, John 

Sent: Tuesday, February 28, 2012 10:26 PM 

To: Boocaard^Peter; Spaulding, Suzanne; Durkovich, Caitlin; Beland, 

Cc: SSE^HHHIHI Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 
Seth; Callahan, Mary Ellen; Kroloff, Noah; Shlossman, Amy 



Michael; Davis, Robert M 



Subject: Re: Statement 

Definitely think that the more we can 




back on any inaccuracies the better. 



That said, assuming he isn't going to pull down the 




post, with other similar privacy 



related issues out there, we need a clear statement that explains that this report was 
drafted in violation of our privacy standards* 

+ Noah and Amy, 




- Original Message 

: Boogaard, Peter 
Sent: Tuesday, February 28, 2012 10:21 PM 
To: Soauldi 



Cc: 

Seth; 

Subj 





ert M 



Suzann e; Durkovich, Caitlin; Beland, Michael; Davis, 

Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 
Sandweg, John; Callahan, Mary Ellen 
t: Re: Statement 



Also looping MEC. 

Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 
To: Snaulding, Suzann e; 

E 




28, 2012 10:19 PM 

Durkovich, Caitlin; Beland, Michael; Davis, Robert M 



Cc: 

Seth: Sandwe 





ica 



Flores, Gina; Flynn, William; Hess, David; Grossman 



> 



3ohn 



Subject: Re: Statement 



Looping Sandweg and Grossman. I think we need to move forward with the statement we proposed. 



Original Message 

From: Spaulding, Suzanne 

Sent: Tuesday, February 28, 2012 10:04 PM 

To: Durkov^h^CaitHn; Boogaard, Peter; Beland, Michael; Davis, Robert M 

Cc: [©ESHMH^H E P le Yj Veronica; Flores, Gina; Flynn, William; Hess, David 
ect: Re: Statement 
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Message - 

: Durkovich, Caitlin 

: Tues 



To: 
Cc: 



, February 28, 2012 09:43 
rd. Pete 






Beland, Michael; Davis 



Robert M; Spau 




, Suzanne 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 




ect: Re: Statement 



DUS Spaulding is out of her speaking eng 




and is going to review re 




, blog and 




Caitlin Durkovich 
Chief of Staff 



National Protection and Programs Directorate U.S. Department of Homeland 





* m 



Orig 




Message 



PM 



From: Boogaard, Peter 

Sent: Tuesday, February 28j 2012 09:24 

To: Durkovich^Cait^n; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: SSfisSHH^H Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 

Subject: Re: Statement 

Can you confirm that this accurate? 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:07 PM 

To: Du r ko vich^Ca^U. n ; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 
Cc: S3ESJHHIHI Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 
Subject: Re: Statement 







Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 09:03 PM 

To: B opg a ard^Peter; Beland , Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: BSnSHHHHB Epley * Veronica; Flores, Gina; Flynn, William; Hess, David 

^■^H ^B^H ^H^l ^B^H 

Subject: RE: Statement 
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^ — 




If anything, I think we should consider calling Hastings and help him understand our mission. 




ngj Suzanne 




am 



-■ Original Message — --- 

From: Boogaard, Peter 

Sent: Tuesdayj February 28 , 2012 8:55 PM 

To: Beland. Mi chael; Davis j Robert M; Durkovich, Caitlin; Spau 

Cc: SSE^HHHB E pl^yj Veronica; Flores, Gina; Flynnj 
Subject: Re: Statement 

Couple changes. 

Is this accurate? Our FO likes this approach. If there are different opinions , let me know 




Original Message -- — 

From: Beland, Michael 

Sent: Tuesday, February 28, 2012 08:35 PM 

To: Davis^ober^J: Durkovich, Caitlin; Boogaard, 

Cc: S3K©HHI^H Epley, Veronica; Flores, 
iect: Re: Statement 




Peter; Spaulding, Suzanne 

nnj William 





We are still working the dates 3 but, based upon the document and our recollection, it was 
posted to hsin and one cannot access the materials on hsin without a password. Once we get 
the dates, we'll pass them along, but that may not be before you push this out. 





Chief of Staff 

Office of Infrastructure Protection 



national Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message 

From: Davis, Robert M 

Sent: Tuesday, February 28, 2012 08:20 PM 

To: Belanc^Michae^; Purkovich . Caitlin; Boogaard, Peter; Spaulding, Suzanne 

Cc: (©E*9HIHHH E P le V' Veronica; Flores, Gina; Flynn, William 
Subject: Re: Statement 
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— — 




Original Message 

From: Beland, Michael 

Sent: Tuesday , February 28, 2012 07:55 PM 

To: Durkovich. Caitlin; Boogaard, Peter; Davis 





rt M; 



Cc: 

Subject: Re: Statement 



Spaulding, Suzanne 
Epley, Veronica; Flores, Gina; Flynn, William 



+ Mr Flynn. I want to confirm that it was indeed on HSIN, and I am working that, 



Michael Beland 
Chief of Staff 

Office of Infrastructure Protection 



National P rotection and Programs Directorate U.S. Department of Homeland Security 




PM 



Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday , February 28, 2612 07:52 

To: Boogaard^Peter; Davis , Robert M; Spaulding, Suzanne; Beland, Michael 

Cc; Q^^mi Epley, Veronica; Flores, Gina 

Subject; RE: Statement 






Can we get the link to the blog post? Need to understand the context. 




Original Message — -- 

: Boogaard, Peter 
Sent: Tuesday, February 28, 2012 7:50 PM 
To: Davis ^obert^4: Spaulding. Suzanne; Bela 

Cc: [©EiSHI^^^I E P le y* Veronica; Flores, 
ect: Re: Statement 




j 




ael 



Gina; Durkovich, Caitlin 




If we are going this route, we need to oush back stronger. We never approved of this approach 
and the individuals who piblished it did so without approval from nppd leadership* 



Original Message - 

From: Davis, Robert M 

Sent: 

To: S 

Cc: 



Tuesday, February 28, 2012 
ldine, Suzanne; Beland, 




07:48 PM 

Michael 



Boogaard, Peter; Epley, Veronica; Flores, Gina; Durkovich, Caitlin 



Subject: Re: Statement 

Suzanne and Mike, 



Rolling Stone has posted a blog with a link to a document with the DHS seal and nppd/ ip 
markings that was posted to HSIN without approval. Here is the draft statement I would like 
to send to opa asap* 
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Here is the link: 



http : //wwwl . rollingstone • com/extras/ 13637J)HS%20IP%20Special . pdf 
Please let me know if this is ok. 



Bob 




Original Message 

From; Boogaard, Peter 

Sent: Tuesday, February 28, 2012 07:31 PM 

To: Davis, Robert M 





let me know when you have a draft. Thanks man 
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Shlossman, Am 




From: 
Sent: 

To: 






Cc: 



Subject: 




, Peter 

Wednesday, February 29, 2012 8:25 AM 

Spaulding, Suzanne; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; Sandweg, John; 
Beland^ichaeMDavis. Robert M 

^K^HHH E P |e V' Veronica, Flores, Gina; Hess, David; Grossman, Seth; Callahan, 
Mary Ellen; Shlossman, Amy 
Re: Statement 





inal Message 

From: Spaulding, Suzanne 

Sent: Wednesday , February 29, 2612 08:24 AM 

To: Boogaard, Peter; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; Sandweg, Dohn; 

Beland^ Michael; Davi s , Robert M 

Cc; 




Epley, Veronica; Flores, Gina; Hess, David; Grossman , Seth; Callahan, 
Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 

What is the violation of privacy standards? 

Original Message — *- 

From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 08:22 AM 

To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Kroloff, Noah; 

Beland. Michael; Davi s, Robert M 

Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan 
Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 





Cc: 




Most recent statement is attached 




— Original Message 

From: Boogaardj Peter 

Sent: Wednesday, February 29, 2012 08:19 AM 

To: Durkovich, Caitlin; Flynn, William; Spaulding, 

Beland, Michael; Davis* Robert M 



Suzanne; Kroloff, Noah; Sandweg, 3ohn; 




Cc 



Epley, Veronica; Flores. 
Mary Ellen; Shlossman , Amy 
ect: Re: Statement 



Gina; Hess, David; Grossman, Seth; Callahan, 
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- Original Message 

From: Durkovich, Caitlin 

Sent: Wednesday, February 29, 2012 08:16 AM 

To: Flynn, William; Spaulding, Suzanne; Boogaardj Peter; 

Bela nd, Michael; Davi s , Robert M 

Cc: 



Kroloff, Noah; Sandweg, John; 




Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan 




Subject: Re: Statement 




Caitlin Durkovich 
Chief of Staff 



National Protection and Programs Directorate U.S. Department of Homeland Secu 





Original Message 

From: Flynn, William 

Sent: Wednesday, February 29, 2012 08:08 AM 

To: Spaulding, Suzanne; Boogaard, Peter; Kroloff , Noah; Sandweg* Dohn; Durkov 

Bel and. Michael: Davi s, Robert M 

Cc: 




Caitlin; 




Epley, Veronica; FloreSj Gina; Hess, David; Grossman, Seth; Callahan, 



Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 

Background: IP (POD division) compiles an open source report on critical infrastructure which 
is posted to HSIN. The contract for this service recently changed and the new contractor 
inappropriately conducted some "analysis" to the open source information (in this case)* When 
it was brought to my attention the report was pulled (other steps have also been taken) - 
However the fed staff undertook a thorough review and every source is traditional media. The 
report references social media resources but that was found in traditional sources. No 
monitoring of social media took place. 



William F. Flynn 

Acting Assistant Secretary 

Office of Infrastructure Protection 



US Department of Homeland Security 




gov 



~ Original Message -- — 

From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2012 06:47 AM 

To: Boogaard, Peter; Kroloff, Noah; Sandweg, 

Davis, Robert M 

Cc: 






John; Durkovich, Caitlin; Beland, Michael; 




Epley, Veronica; Flores, Gina; Flynn, William; 




Sj David; Grossman 



Seth; Callahan, Mary Ellen; Shloss 
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^™ 



Subject: Re: Statement 




— -_ Original Message 

From: Boogaardj Peter 
Sent: Tuesday, February 28, 
To: Kroloff, Noah; Sandweg, 

Dav is , Rob ert M 
Cc: 



2012 11:15 PM 

John; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; 




Epley, Veronica; Flores, Gina; Flynn, 
Seth; Callahan, Mary Ellen; Shlossman, Amy 

Re; Statement 




iam; Hess, David; Grossman 





Original Message 

From: Kroloff, Noah 

Sent: Tuesday, February 28, 2812 11:12 PM 

To: Sandweg, John; Boogaard, Peter; 

Davis. Robert M 

Cc: 




, Suzanne; Durkovich, Caitlin; Belandj Michael; 




Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman 



i 



Seth; Callahan, Mary Ellen; Shlossman, 
Subject: Re: Statement 




Where r we on this 



Original Message 



From: Sandweg, John 

Sent: Tuesday, February 28, 2012 10:26 PM 

To: Booeaard^Peter: Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 
Cc: 329fi*£HHIHH Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 
Seth; Callahan, Mary Ellen; Kroloff , Noah; Shlossman, Amy 
iect: Re: Statement 




Definitely think that the more we can push back on any inaccuracies the better. 



That said, assuming he isn't 
related issues out there, we 



going to pull down the blog post, 
need a clear statement that explains 







other similar privacy 
that this report was 



drafted in violation of our privacy standards. 
+ Noah and Amy, 



From: 
Sent: 



Seth 



Original Message 

Boogaard, Peter 

Tuesday, February 28, 2012 18:21 PM 
lding, Suzann e; Durkovich, Caitlin; Belandj Michael; Davis, Robert 

Epley, Veronica; Flores, Gina; Flynn, William; Hess, 
Sandweg, John; Callahan, Mary Ellen 
Re : Statement 




M 




Grossman 



Subject 



Also looping MEC 



Original Message 



From: Boogaard, Peter 
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' 



Sent: Tuesday, February 28, 2012 10:19 PM 
To: Soauldin 



Cc: 



Suzann e; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 

Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 



# 



Grossman, 



Seth; Sandweg, John 
Subject; Re; Statement 



Looping Sandweg and Grossman* I think we need to move forward with the statement we proposed 






Original Message 

From: Spaulding, Suzanne 

: Tuesday, February 28, 2012 10:04 PM 
To: pu r ko vich^Ca^H n ; Boogaard, Peter; Beland, Michael; Davis, Robert M 

Cc: [J3K3flHli^^^l Epley, 




Veronica; Flores, Gina; Flynn, William; Hess, David 



Subject: Re: Statement 




— -- Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 09:43 PM 

To: BgOEgard^eter; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 
Cc: H3ll*9BHHH E P le Yj Veronica; Flores, Gina; Flynn, William; Hess, David 

Re: Statement 



DUS Spaulding is out of 

statement. 
Caitlin Durkovich 
Chief of Staff 



her speaking engagement and is going to review report, 




g and 



National Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:24 PM 

To: Durkovich^aitli n ; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: [©fiiiSfll^^^^l Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 

Subject: Re: Statement 



• 



Can you confirm that this accurate? 







Message 
From: Boogaard, Peter 

Sent: Tuesday, February 
To: Durkovic h^ Caitli n; 
Cc: 




28, 2012 09:07 PM 

Beland, Michael; Davis, Robert M; Spaulding, Suzanne 






Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 



Subject: Re: Statement 
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Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28 j 2012 09:03 PM 

To: Boogaard^Feter; Be lands Michael; Davis 3 Robert M; Spaulding, Suzanne 

Cc: [©fisQHHfli Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 

Subject: RE: Statement 




If anything, I think we should consider calling Hastings and help him understand our mission 



Original Message 

From: Boogaardj Peter 

Sent: Tuesday, February 28, 2812 8:55 PM 

To: Beland. Michael ; Davis, Robert M; Durkovich, Caitlin; Spaulding, Suzanne 

Cc: S2I©1HHHH Epley, Veronica; Flores, Gina; Flynn, William 

Subject: Re: Statement 



Couple changes. 

Is this accurate? Our FO likes this approach. If there are different opinions, let me know. 







Original Message 

From: Beland, Michael 

Sent: Tuesday, February 28, 2812 08:35 PM 

To: Davis^obert^l; Durkovich, Caitlin; Boogaard, Peter; Spaulding 

Cc: [©ESHHHH Epley, Veronica; Flores, Gina; Flynn, William 

Subject: Re: Statement 



Suzanne 



We are still working the dates, but, based upon the document and our recollection, it was 
posted to hsin and one cannot access the materials on hsin without a password. Once we get 
the dates, we'll pass them along, but that may not be before you push this out. 




Michael 

Chief of Staff 



36 



Office of Infrastructure Protection 

National Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message 

From: Davis, Robert M 

Sent: Tuesday, February 28, 2012 98:20 PM 

To: Beiand. Michael; Durkovich, Caitlin; Boogaard, Peter; Spaulding, 

Epley, Veronica; Flores, Gina; Flynn, William 





Cc: 

Subject: Re: Statement 





Original Message — -- 

From: Beiand, Michael 

Sent: Tuesday, February 28, 2012 07:55 PM 

To: D u rko vich^Ca^n n ; Boogaard, Peter; Davis, Robert M; Spaulding, Suzanne 
Cc: [C5ES1HHHH Epley, Veronica; Flores, Gina; Flynn, William 

: Re: Statement 




+ Mr Flynn. I want to confirm that it was indeed on HSIN, and I am 





* 






Michael Beiand 

Chief of Staff 

Office of Infrastructure Protection 

National Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 07:52 PM 

To: Booeaard^Peter: Davis, Robert M; Spaulding, Suzanne; Beiand, Michael 
Cc: [©ll^HHHHi Epley, Veronica; Flores, Gina 
Subject: RE: Statement 

Can we get the link to the blog post? Need to understand the context. 




iginal Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 7:50 PM 

To: Davls^Rober^l: Spaulding, Suzanne; Beiand, Michael 

Cc: SSE^lHIHi^HI Epley, Veronica; Flores, Gina; Durkovich, Caitlin 
ect: Re: Statement 
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If we are going this route, we need to oush back stronger. We never approved of this approach 
and the individuals who piblished it did so without approval from nppd leadership. 




Original Message * 

From: Davis j Robe 

Sent; Tuesday, February 28, 2012 67:48 PM 

To: Spauldin g, Suzann e ; Beland, Michael 

Cc: " 

Subject: Re: Statement 



Boogaard, Peter; Epley, Veronica; Flores, Gina; Durkovich, Caitlin 



Suzanne and Mike, 



Rolling Stone has posted a blog with a link to a document with the DHS seal and nppd/ ip 
markings that was posted to HSIN without approval. Here is the draft statement I would like 
to send to opa asap. 



Here is the link: 



http : // wwwl . rollingstone . com/ext ras/13637J)HS%20XP%20Special . pdf 



Please let me know if this is ok 



Bob 




From: 
Sent : 





Boogaard, Peter 

Tuesday j February 28, 2912 07:31 PM 



To: Davis, Robert M 
Subject: Statement 



let me know when you have a draft. Thanks man 
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Shlossman, Am 




From: 




To: 



Spaulding, Suza 
Wednesday, February 29, 2012 8:37 AM 

Boogaard, Peter; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; Sandweg, John; Beland, 

obert M 



Cc: 



Subject 




Epley, Veronica; FIores t Gina; Hess, David; Grossman, Seth; Callahan. 
Mary Ellen; Shlossman, Amy 
Re: Statement 



According to Bill Flynn, they were not looking at social media. They exceeded their writ by 
doing analysis, but it was based on traditional media sources. 



Original Message 

From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 08:25 AM 

To: Spaulding, Suzanne; Durkovich, Caitlin] Flynn, William; Kroloff, Noah; Sandweg, John; 

Bela nd, Michael; Davi s, Robert M 

Cc: (©Mui^^^^^^^H Epley., Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 

Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 




- Original Message 

From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2012 08:24 AM 

To: Boogaard, Peter; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; Sandweg, John; 

Bela nd j Michael; Davi s 3 Robert M 

Cc: [©I©^^li^^H E Pl e y> Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 
Mary Ellen; Shlossman, Amy 

: Re: Statement 





What is the violation of privacy standards? 






Original Message *' 

From: Boogaard, Peter 

ent: Wednesday, February 29, 2012 08:22 AM 
To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Kroloff, Noah; 
Beland^ Michael; Davi s M Robert M 
Cc: 



Sandweg, John 




Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 



Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 

Most recent statement is attached* 
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Original Message 

From: Boogaard, Peter 

Sent: Wednesday , February 29, 2012 08:19 AM 

To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne] Kroloff, Noah; Sandweg, IJohn; 

Beland, Michael; Davis , Robert M 

Cc: McConnell, Scott; Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 

Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 




Original Message 

From: Durkovich, Caitlin 

Sent: Wednesday, February 29, 2012 08:16 AM 

To: Flynn, William; Spaulding, Suzanne; Boogaard 

Beland, Michael; Davis, Robert M 

Cc: McConnell, Scott; Epley, Veronica 

Mary Ellen; Shlossman, 

Subject: Re: Statement 






Peter; Kroloff, Noah; Sandweg, John; 



Flares, Gina; Hess, David; Grossman, Seth; Callahan 





Caitlin Durkovich 
Chief of Staff 



National Protection and Programs Directorate IKS, Department of Homeland Security 





iginal Message 

From: Flynn, William 

Sent: Wednesday, February 29, 2012 08:08 AM 

To: Spaulding, Suzanne; Boogaard, Peter; Kroloff, Noah; Sandweg, Uohn; Durkovich, Caitlin; 

Beland, Michael; Davis, Robert M 

Cc: McConnell, Scott; Epley, Veronica; Flores, Gina; 

Mary Ellen; Shlossman, Amy 

Re: Statement 



Hess, David; Grossman, Seth; Callahan, 





Background: IP (POD division) compiles an open source report on critical infrastructure which 
is posted to HSIN. The contract for this service recently changed and the new contractor 
inappropriately conducted some "analysis" to the open source information (in this case). When 
it was brought to my attention the report was pulled (other steps have also been taken). 
However the fed staff undertook a thorough review and every source is traditional media. The 
report references social media resources but that was found in traditional sources. No 
monitoring of social media took place. 



William F. Flynn 

Acting Assistant Secretary 

Office of Infrastructure Protection 



US Department of Homeland Security 




gov 
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*■ Original Message 

From: Spaulding, Suzanne 

Sent; Wednesday , February 29, 2612 06:47 AM 

To: Boogaard, Peter; Kroloff, 

Davis* Robert M 

Cc: 




; Sandweg, John; Durkovich, Caitlin; Beland, Michael 



* 

* 




Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Gross 
Seth; Callahan, Mary Ellen; Shlossman, Amy 

Re: Statement 







Original 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 11:15 PM 

To: Kroloff, Noah; Sandweg, 3ohn; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; 

Davis. Robert M 

Cc: 




eth; Callahan 
Subject: Re: 



Epley, Veronica; 

, Mary Ellen 
Statement 



Flores, Gina; Flynn, William; Hess, David; Grossman 



> 



Shlossman, Amy 




Original Message 

From: Kroloff , Noah 

Sent: Tuesday, February 28, 2012 11:12 PM 

To: Sandweg, 3ohn; Boogaard, Peter; Spaulding, 

Davis. Robert M 

Cc: 




Epleyj Veronica; Flores, 
Seth; Callahan, Mary Ellen; Shlossman, Amy 
iect: Re: Statement 



Suzanne; Durkovich, Caitlin; Beland, Michael 
Gina; Flynn, William; Hess, David; Grossman, 



* 




Where r we on this 



Original Message ----- 

From: Sandweg, Dohn 

Sent: Tuesday, February 28, 2012 10:26 PM 

To: Boogaard^Peter; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; Davis , Robert M 

Cc: SotuH^H^^I Epleyj Veronica; Flores, Gina; Flynn, William; 
Seth; Callahan, Mary Ellen; Kroloff, Noah; Shlossman, Amy 
Subject: Re: Statement 



Hess, David; Grossman, 



Definitely think that the more we can push back on any inaccuracies the better. 

That said, assuming he isn't going 
related issues out there, we need a 




pull down the blog post, with other similar privacy 
clear statement that explains that this report was 



drafted in violation of our privacy standards 






+ Noah and Amy, 
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- • 




Original Mes 

From: Boogaard, Peter 

Sent: Tuesday , February 28, 2012 10:21 PM 

To: Spaulding, Suzann e; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 
Cc: 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 

Seth; Sandweg, Dohn; Callahan, Mary Ellen 

ect: Re: Statement 





Also looping 




* 



Original Message — -- 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 10:19 PM 

To: Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 
Cc: McConnell, Scott; Epley, Veronica; Flores, Gina; Flynn, William; Hess* David; Grossman 
Seth; Sandweg, 3ohn 
ect: Re: Statement 




Looping Sandweg and Grossman- I think we need to move forward with the statement we proposed 

Original Message 

From: Spaulding, Suzanne 

Sent: Tuesday, February 28, 2012 10:84 

To: Durkovich, Caitlin; Boogaard, Peter; Beland, Michael; Davis, Robert M 

Cc: McConnell, Scott; Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 

Subiect: Re: Statement 



* 









Original Mess 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 09:43 PM 
To: Boogaard^Peter; Beland, Michael; Davis, Robert M; Spa 
Cc: Q^mmmm Epley, Veronica; Flores, Gina; Flynnj 
Subject: Re: Statement 




ing, Suzanne 

William; Hess, Oavid 




engagement and is going to review report, blog and 



DUS Spaulding is out of her s 
statement, 
Caitlin Durkovich 
Chief of Staff 



National Protection and Programs Directorate U,S, Department of Homeland Security 





----- Original Mes 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:24 PM 

To: Pur ko vlch^Caitli n ; Beland, Michael; Davis, Robert M; 

Cc: [©EsflM^H fcpley, Veronica; Flores, Gina; Flynn, William; Hess, David 

Subject: Re: Statement 




Suzanne 
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Can you confirm that this accurate? 

Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 69:07 PM 

To: Durkovid^CartH n ; Be land, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: [©I©^^^^HI Epley, Veronica; F lores , Gina; Flynn, William; Hess, David 
Subject: Re: Statement 




Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2812 09:03 PM 

To: Boogaard^Peter; Belandj Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: [©fiSlH^HII Epley, Veronica; Flores, Gina; Flynn, William; HesSj 

Subject: RE: Statement 






If anything, I think we should consider calling Hastings and help him 

Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 8:55 PM 

To: Be land^^hae^: Davis , Robert M; Durkovich, Caitlin; Spaulding, Suzanne 

Cc: 33E*£IHiHHI Epley, Veronica; Flores, Gina; Flynn, William 

Subject: Re: Statement 



and our mission 



Couple changes. 

Is this accurate? Our FO likes this approach. If there are 




rent opinions, let me 





Original Message 

From: Beland, Michael 

Sent*. Tuesday, February 28, 2012 08:35 PM 
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To: Davis, Robert M; Durkovich, Caitlin; Boogaard, Peter; Spaulding, Suzanne 
Cc: 



Subject: Re: Statement 




, Veronica; Flores, Gina; Flynn, William 



We are still working the dates, but, based upon the document and our recollection, it was 
posted to hsin and one cannot access the materials on hsin without a password. Once we get 
the dates , we'll pass them along, but that may not be before you push this out* 

Michael Beland 
Chief of Staff 
Office of Infrastructure Protection 



National Protection and Programs Directorate LhS* Department of Homeland Security 




Original Message * 

From: Davis, Robert M 

Sent: Tuesday , February 28, 2012 08:20 PM 

To: Beland^lichae^Durkovich, Caitlin; Boogaard, Peter; Spaulding, Suzanne 
Cc: [JI9K*9HiHiH Epley, Veronica; Flores, Gina; Flynn, William 
iect: Re: Statement 






— -- Original Message 
From: Belandj Michael 

Sent: Tuesday, February 

To: Durkovichj Caitli n; 

Cc: 

Subiect: Re: Statement 




28, 2012 07:55 PM 

Boogaard, Peter; Davis, Robert M; Spaulding, Suzanne 
, Veronica; Flores, Gina; Flynn, William 




+ Mr Flynn, I want to confirm that it was indeed on HSIN, and I am working that 





Mic 

Chief of Staff 

Office of Infrastructure 




ion 



National Protection and Programs Directorate U«S, Department of Homeland Security 







Original Message 



From: Durkovich, Caitlin 

Sent: Tuesday 3 February 28, 2012 07:52 PM 

To: Boogaard^Peter: Da vis , Robert M; Spaulding, Suzanne; Beland, Michael 

Cc: [©fislll^HHB Epley, Veronica; Flores, Gina 

: RE; Statement 
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Can we get the link to the blog post? Need to understand the context. 



— — Original Message -- 

From; Boogaard, Peter 

Sent: Tuesday, February 28 3 2012 7:50 PM 

To: Davis , Robert M; Spaulding, Suzanne; Beland, Michael 

Cc: 




Epleyj Veronica; Flores, Gina; Durkovich, Caitlin 

Subject: Re: Statement 




If we are going this route, we need to oush back stronger, 
and the individuals who piblished it did so without app 

----- Original Message 

From: Davis , Robert M 

Sent 

To: S 

Cc: 



We never approved of this approach 
from nppd leadership, 






Tuesday, February 28, 2012 07:48 PM 

Suzann e; Beland, Michael 

Boogaard, Peter; 





, Veronica; Flores, Gina; Durkovich, Caitlin 



Subject: Re: Statement 
Suzanne and Mike, 



Rolling Stone has 
markings that was 
to send to opa asap 




a blog with a link to a document with the DHS seal and nppd/ i 




d to HSIN without approval. Here is the draft statement I would like 



Here is the link 



http://wwwl.rollingstone.com/extras/13637_DHS%20IP%20Special.pdf 
Please let me know if this is ok. 



Bob 




— .„ Original Message - 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 07:31 PM 

To: Davis, Robert M 
Subject: Statement 

let me know when you have a draft. Thanks man 
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— 







Shlossman 



From: 
Sent: 

To: 



Cc: 



Subject: 



Shlossman, Amy 

Wednesday, February 29 t 2012 8:38 AM 

Spaulding, Suzanne; Boogaard, Peter; Durkovich, CaitHn; Flynn, William; Kroloff, Noah; 

Sand^o^ohn^eland, Michael; Davis, Robert M 

|3^P||| Epley, Veronica; Floras, Gina; Hess, David; Grossman, Seth; Callahan 

Mary Ellen; chandler, Matthew 

Re: Statement 




Original Message 

From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2012 08:36 AM 

To: Boogaard, Peter; Durkovich, Caitlin; Flynn, William ; Kroloff, Noah; Sandweg, lohn; 

Bel and .Michael; Davi s, Robert M 

Cc: 



Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan 




j 



Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 



According to Bill Flynn, they were not looking at social media. They exceeded their writ by 
doing analysis, but it was based on traditional media sources. 




iginal Message 

From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 08:25 AM 

To: Spaulding, Suzanne; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; Sandweg, John; 

Beland. Michael; Davis, Robert M 

Cc: 



Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 




Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 





inal Message 



From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2012 08:24 AM 

To: Boogaard, Peter; Durkovich, Caitlin; Flynn, William; Kroloff, 

Beland, Michael; Davi s, Robert M 

, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan 



Noah; Sandweg, John; 





Cc: 

Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 



What is the violation of privacy standards? 




- 




Message 



From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 08:22 AM 

To: Durkovich, Caitlin; Flynn, William; Spaulding, 

Bela nd, Michael; Davi s, Robert M 

Cc: 



Suzanne; Kroloff, Noah; Sandweg, Dohn; 




Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 



Mary Ellen; Shlossman, Amy 




■^^^ 



Subject: Re: Statement 



Most recent statement is attached 




Original Message 

From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 08:19 AM 

To: Durkovich, Caitlin; Flynn, William; Spaulding* Suzanne; Kroloff , Noah; Sandweg, John; 
Bel and . Michael : Davis* Robert M 

Cc: (©Ej^HBB^^I Epley # Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 
Mary Ellen; Shlossman, 
ect: Re: Statement 







Message --■ — 
From: Durkovich, Caitlin 

Sent: Wednesday, February 29, 2012 08:16 AM 

To: Flynn, William; Spaulding, Suzanne; Boogaard, Peter; Kroloff, Noah; Sandweg, John; 

Bel and. Michael: Davi s. Robert M 

Cc: 



Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 




Mary Ellen; Shlossman, Amy 

: Re: Statement 





Caitlin Durkovich 
Chief of Staff 

National Protection and Programs Directorate U«S. Department of Homeland Security 








AM 



» — - Original Message 

From: Flynn, William 

Sent: Wednesday, February 29, 2012 08; 

To: Spaulding, Suzanne; Boogaard, Peter; Kroloff, Noah; Sandweg, John; Durkovich, Caitlin; 

Beland^Michae^J}avis, Robert M 

Cc: S3K©IHH^^^I Epley* Veronica; Flores, Gina; Hess, David; Grossman, Sethi Callahan 
Mary Ellen; Shlossman, Amy 
ect: Re: Statement 




Background: IP (POD division) compiles an open source report on critical infrastructure which 
is posted to HSIN. The contract for this service recently changed and the new contractor 
inappropriately conducted some "analysis" to the open source information (in this case), 
it was brought to my attention the report was pulled (other steps have also been taken). 
However the fed staff undertook a thorough review and every source is traditional media. The 




en 
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— — — 



report references social media resources but that was found in traditional sources. No 
monitoring of social media took place, 



William F. Flynn 

Acting Assistant Secretary 

Office of Infrastructure Protection 



US Department of Homeland Security 




Original Message 

From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2012 06:47 AM 

To: Boogaard, Peter; Kroloff , Noah; Sandweg, 

Davis. Robert M 

Cc: 



John; Durkovich, Caitlin; Beland, Michael; 




Epley, Veronica; Floresj Gina; Flynn, William; Hess, David; Grossman, 



Seth; Callahan, Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 




Original Message — ■ — 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 11:15 PM 

To: Kroloff, Noah; Sandweg, John; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; 

Davis. Robert M 
Cc: 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman 




» 



Seth; Callahan, Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 




-■ — * Original Message 

From: Kroloff, Noah 

Sent: Tuesday, February 28, 2012 11:12 PM 

To: Sandweg, John; Boogaard, Peter; Spaulding, 

Davis, Robert M 

Cc: 




Epley, Veronica; Flores, 
Seth; Callahan, Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 

Where r we on this 



Suzanne; Durkovich, Caitlin; Beland, Michael; 
Gina; Flynn, William; Hess, David; Grossman, 



— ,. Original Message 

From: Sandweg, John 

Sent: Tuesday, February 28, 2012 10:26 PM 

To: Boogaard, Peter; Spaulding, Suzanne; Durkovich, 






Caitlin; Beland, Michael; Davis, Robert M 




Cc: 



Seth; 






Epley, Veronica; Flores, Gina; Flynn, 
Callahan, Mary Ellen; Kroloff, Noah; Shiossman, Amy 
Re: Statement 



William; Hess, David; Grossman, 



Definitely think that the more we can push back on any inaccuracies the better. 



That said, 
related iss 



ass 




ng he isn't going to pull down the blog post, with other similar privacy 




in 



ues out there, we need a clear statement that explains that this report was 
violation of our privacy standards. 



+ Noah and Amy. 



Original Message - — - 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2612 18:21 PM 

To: Sp a u 1 di^ , Suzann e ; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 

Cc: SEQ^HH^^^H E pl G Vi Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman 
Seth; Sandweg, John; Callahan, Mary Ellen 
ect: Re: Statement 




Also looping MEC. 



From: Boog 




Original Message 

, Peter 
Sent: Tuesday, February 
To: Spauldingj Suzann e; 
Cc: 
Seth; Sandweg, John 

Re: Statement 




28, 2012 10:19 PM 

Durkovich, Caitlin; Beland, Michael; Davis, Robert M 
Epley, Veronica; Flores, Gina; Flynn* William; Hess, David; Grossman, 





Looping Sandweg and Grossman* I think we need to move forward with the statement we proposed. 
Original Message ----- 



From: Spaulding, Suzanne 

Sent: Tuesday, February 28, 2012 10:04 PM 

To: Durkovich, Caitli n; Boogaard, Peter; Beland, Michael; Davis 3 Robert M 

Cc: [UlUSc^^^^^^H Epleyj Veronica; Flores, Gina; Flynn, William; Hess, David 

Subject: Re: Statement 




Original Message --?■ — 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 09:43 

To: Boogaard^Peter: Beland . Michael; 

Cc: S2ESHHHI^I E P le Y* Veronica; 

Subject: Re: Statement 



PM 

avis, Robert M 

Flores, Gina; 




Spaulding, Suzanne 

n. William; Hess, David 
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DUS Spaulding is out of 

statement* 
Caitlin Durkovich 
Chief of Staff 
National Protection and 



her speaking engagement and is going to review report, blog and 





ams Directorate U.S. Department of Homeland Security 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2912 09:24 PM 

To: Durkovid^Ca^M n ; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc [©|©IHflHil Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 

Subject: Re: Statement 

Can you confirm that this accurate? 



Original Message — 






From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:07 PM 

To: Durkovich, Caitli n; Beland, Michael; Davis, Robert M; Spaulding, 

Cc: [QMui^^^^^^H Epley, Veronica; Flores, Gina; Flynn, William; 

Subject: Re: Statement 



Suzanne 
Hess, David 




Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 09:03 PM 

To: Boogaard, Peter; Beland, Michael; Davis, 
Cc: [|31©^^^^^^^l Epley, Veronica; Flores 
Subject: RE: Statement 




rt M; Spaulding, Suzanne 
Gina; Flynn, William; Hess, David 




If anything, I think we should consider calling Hastings and help him understand our mission 

Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 8:55 PM 

To: Beland^lichae^ Davis, Robert M; Durkovich, Caitlin; Spaulding, Suzanne 

Cc: [19Hj3flHH|Hfl| Epley, Veronica; Flores, Gina; Flynn, William 

^■^1 ^Bl^l ^H^l ^Bl^l 

Subject: Re: Statement 



Couple changes. 

Is this accurate? Our FO likes this approach. If there are different opinions, let me know. 
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Original Message 

. Michael 




Sent: Tuesday , February 28, 2012 08:35 PM 

To: Davis, Robert M; Durkovich, Caitlin; Boogaard, Peter; Spaulding, Suzanne 
Cc: [UiMmc^^^^^^H Epleyj Veronica; Flores, Gina; Flynn, William 
Subject: Re: Statement 

We are still working the dates, but* based upon the document and our recollection, it was 
posted to hsin and one cannot access the materials on hsin without a password. Once we get 
the dates, we 1 11 pass them along, but that may not be before you push this out. 

Michael Beland 

Chief of Staff 

Office of Infrastructure Protection 

National Protection and Programs Directorate U»S« Department of Homeland Security 




-- — Original Message — -- 

From: Davis 3 Robert M 

Sent: Tuesday, February 28 , 2012 08:20 PM 

To: Beland 




Cc: 

Subject: Re: Statement 



chael; Durkovich, Caitlin; Boogaard, Peter; 

Epley, Veronica; Flores, Gina; Flynn, 




oing 

William 



Suzanne 





Original Message 

From: Beland, Michael 

Sent: Tuesday, February 28, 2012 07:55 PM 

To: DurkovJch^Ca^Hn; Boogaard, Peter; Davis, Robert M; Spaulding 

Cc SSE^HBHI^I E pley* Veronica; Flores, Gina; Flynn, William 
Subject: Re: Statement 



Suzanne 



+ Mr Flynn. I want to confirm 
Michael Beland 




it was in 




on HSIN, and I am working that 



* 
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Chief of Staff 

Office of Infrastructure Protection 

National Protection and Programs Directorate 

7032358112 



LLS, Department of Homeland Security 




Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 07:52 PM 

To: Boogaard, Peter ; Davis t Robert M; Spaulding, Suzanne; Beland, Michael 

Cc: 



Epley, Veronica; Flores, Gina 
Subject: RE; Statement 

Can we get the link to the blog post? Need to understand the context - 





Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 7:50 PM 

To; Davis^Rober^^Spaulding, Suzanne; Beland, Michael 

Cc: (©E^HIHHH Epley, Veronica; Flores, Gina; Durkovich, Caitlin 

Subject: Re: Statement 



If we are going this route, we need to oush back stronger 
and the individuals who piblished it did so without 




We never approved of this approach 
from nppd leadership* 



Original Message — -- 

From: Davis, Robert M 

Sent: Tuesday, February 28, 2012 07:48 PM 

To; Spaul dirig^Suzanne ; Beland, Michael 

Cc: [©E9HHH Boogaard, Peter; Epley, 
Subject: Re: Statement 



Veronica; Flores, Gina; Durkovich, Caitlin 






Suzanne and Mike, 



Rolling Stone has 




a blog with a link to a document with the DHS seal and nppd/ ip 



markings that was posted to HSIN without approval. Here is the draft statement I would like 
to send to opa asap. 



Here is 








http : //wwwl , rollingstone , com/extras/13637 




ial.pdf 



Please let me 




if this is ok. 



Bob 




Original Message 

From: Boogaard, Peter 
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Sent: Tuesday, February 28, 2012 67:31 PM 
To: Davis, Robert M 
Subject: Statement 

let me know when you have a draft- Thanks man 
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Sh loss man. Am 





Kroloff, Noah 

Wednesday, February 29, 2012 8:40 AM 

Boogaard, Peter; Sandweg, John 

Grossman, Seth; Callahan, Mary Ellen; Shlossman, Amy 

RE: Statement 






Can we say something about the employees being disciplined in the on the record? 




Lnal Message 



From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2012 8:37 AM 

To: Boogaard, Peter; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; Sandweg, Hohn; 

Bel and, Michael; 0371 5 3 Robert M 

Cc: S2ESHBIH Epleyj Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 

Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 

According to Bill Flynn, they were not looking at social media. They exceeded their writ by 
doing analysis, but it was based on traditional media sources, 





sage — — 
From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 08:25 AM 
To: Spaulding, Suzanne; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; Sandweg, John; 

Beland. Michael; Davis. Robert M 




Cc: 

Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 



Epley, Veronica; Flores, Gina; Ness, David; Grossman, Seth; Ca 




an, 




Original Message -- — 

From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2012 08:24 AM 

To: Boogaard, Peter; Durkovich, Caitlin; Flynn 

Bel and j_ Michael; Davi s , Robert M 

Cc: 



William; 




, Noah; Sandweg, Dohn; 







Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 



Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 

What is the violation of privacy standards? 






Original Message 

From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 08:22 AM 

To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Kroloff, Noah; Sandweg 

Beland ^ Michael; Davi s, Robert M 

Cc: 




j 




Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; 
Mary Ellen; Shlossman, Amy 
ect: Re: Statement 
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Most recent statement is attac 








Original Message 



From: Boogaard, Peter 

Sent: Wednesday, February 29 , 2012 08:19 AM 

To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Kroloff, Noah; Sandweg, 3ohn; 

Beland. Michael; Davi s, Robert M 

Epley, Veronica; F lores, Gina; Hess, Oavid; Grossman, Seth; Callahan 




Cc: 

Mary Ellen; Shlossrnan, Amy 

iect: Re: Statement 









- Original Message -■ 

: Durkovich, Caitlin 
Sent: Wednesday, February 29, 2012 68:16 AM 

To: Flynn, William; Spaulding, Suzanne; Boogaard, Peter; Kroloff, Noah; Sandweg, 3ohn; 
Bel and, Michael; Davi s » Robert M 

Cc: Q^ffi^HHIH^I Epleyj Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 
Mary Ellen; Shlossrnan, Amy 
Subject: Re: Statement 




Caitlin Durkovich 
Chief of Staff 



National Protection and Programs Directorate LLS. Department of Homeland Security 




Original Message ----- 

From: Flynn, William 

Sent: Wednesday, February 29, 2012 08:08 AM 




To: Spaulding, Suzanne; Boogaard, Peter; Kroloff, Noah; Sandweg, John; Durkovich, Caitlin; 

Michael; Davi s > Robert M 

Cc : (©KflH^^^^I Epi e Yj Veronica; 
Mary Ellen; Shlossrnan, Amy 

: Re: Statement 





na; Hess, David; Grossman , Seth; Callahan, 





Background: IP (POD division) compiles an open source report on critical infrastructure which 
is posted to HSXN. The contract for this service recently changed and the new contractor 
inappropriately conducted some "analysis" to the open source information (in this case). When 
it was brought to my attention the report was pulled (other steps have also been taken). 
However the fed staff undertook a thorough review and every source is traditional media. The 



10 



- 






report references social media resources but that was found in traditional sources. No 
monitoring of social media took place. 







William F. 

Acting Assistant Secretary 

Office of Infrastructure Protection 

US Department of Homeland Security 




gov 




Original Mess 

From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2012 06:47 AM 

To: Boogaard, Peter; Kroloff, Noah; Sandweg, John; Durkovich, Caitlin; Beland, 

Dav is, Robert M 

Cc: 




m 




Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 
Seth; Callahan, Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 





-■ Original Mess 

From: Boogaard, Peter 
Sent: Tues 






, 2812 11:15 PM 

To: Kroloff, Noah; Sandweg, John; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; 

Davis. Robert M 

Cc: 




Epley, Veronica; Flores, Gina; 
Seth; Callahan, Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 




nn, William; Hess, 




; Grossman, 




Original Message 

From: Kroloff, Noah 

Sent: Tuesday, February 28 t 2012 11:12 PM 

To: Sandweg, John; Boogaard, Peter; Spaulding, 

Davis. Robert M 

Cc: 





Epley, Veronica; Flores, 
Seth; Callahan, Mary Ellen; Shlossman, 
Subject: Re: Statement 

Where r we on this 



Suzanne; Durkovich, Caitlin; Beland, Michael; 

Gina; Flynn, William; Hess # David; Grossman, 




Original Mes 

From: Sandweg, John 

: Tuesday, Februa 
To: Boogaard, Peter; 




ry 28, 2012 10:26 PM 

Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 
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Cc: 



Epley, Veronica; Flores, Gina; 
Seth; Callahan, Mary Ellen; Kroloff, Noah; Shlossman 

Re: Statement 



Flynn, William; Hess, David; Grossman 
Amy 



j 



ubj 










Definitely think that the more we can push back on any inaccuracies the better. 



That said , assuming he isn't going to pull down the blog post, with other similar privacy 
related issues out there, we need a clear statement that explains that this report was 
drafted in violation of our privacy standards. 

+ Noah and Amy, 

Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 10:21 PM 

uldine, Suzann e; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 

Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman 
lohn; Callahan, Mary Ellen 



To: 
Cc: 




* 




; Sandweg, 
Subject: Re: Statement 

Also looping MEC. 



From: 
Sent: 



Original Mes 





Peter 



Tuesday, February 28, 2012 10:19 PM 
To: Soauldi 



Cc: 



Seth ; 




Suzann e; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 

Epley, Veronica; Flores, Gina; Flynn,, William; Hess, David; Grossman 



* 




Sandweg, John 
: Re: Statement 



Looping Sandweg and Grossman. I think we need to move forward with the statement we proposed 




nal Message 



From: Spaulding, Suzanne 

Sent: Tuesday, February 28, 2012 10:04 PM 

To: Durkovich ^ Caitli n ; Boogaard, Peter; Beland, Michael; Davis, Robert M 

Cc: 





Epley, Veronica; Flores, Gina; Flynn , William; Hess, David 
feet: Re: Statement 




Original Message 

From: Durkovich, Caitlin 
Sent: Tuesday, February 28, 2012 09:43 PM 
To: Boogaard^eter: Beland , Michael; Davis, 
Cc: (©fi&SH^I^H E pley, Veronica; Flor 
Subject: Re: Statement 



Robert M; Spaulding, Suzanne 

, Gina; Flynn, William; Hess, David 
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her speaking engagement and is going to review report , blog and 



DUS Spaulding is out of 

statement . 
Caitlin Durkovich 
Chief of Staff 



National Protection and Programs Directorate U.S. Department of Homeland Security 






nal Message 

: Boogaard, Peter 
Sent: Tuesday, February 28 , 2012 09:24 PM 

To: Durkovich, Caitli n; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 
Cc: 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 




Subject: Re: Statement 






Can you confirm that this accurate? 



~ Original Message 

From: Boogaard, Peter 



Sent: Tuesday, February 28, 2012 09:07 PM 

To: Durkovich, Caitli n; Beland, Michael; Davis, Robert M; 

Cc: 



Epley, Veronica; Flores, Gina; Flynn, 





aulding, Suzanne 
William; Hess, David 



Subject: Re: Statement 




Original Message 




Du 




ich, Caitlin 




rt M; Spaulding, Suzanne 



Sent: Tuesday, February 28, 2012 09:03 PM 

To: Booeaard^Peter: Beland, Michael; Davis, 

Cc: QtJEsSHHIHJflj Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 

Subject: RE: Statement 




If anything, I think we should consider calling Hastings and help him understand our mission 

Original Message ■* 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 8:55 PM 

To: Beland. Michael; Davis, Robert M; Durkovich, Caitlin; 

Cc: 




Epley, Veronica; Flores, Gina; 




Spaulding, Suzanne 

, William 



Subject: Re: Statement 




e c 




s. 



n 



■ta^* 



■ 



Is this accurate? Our FO likes this approach- If there are different opinions, let me know 







* Original Message — — 

From: Beland, Michael 

Sent: Tuesday, February 28, 2012 08:35 PM 

To: Davis^ober^J; Durkovich, Caitlin; Boogaard, Peter; Spaulding, Suzanne 

Cc; S2E*£HHHS Epley, Veronica; Flores, 

Subject: Re: Statement 



Gina; Flynn, William 



We are still working the dates, but, based upon the document and our recollection, it was 



posted to hsin and one cannot access the materials on hsin without a password* Once we get 
the dates, we'll pass them along, but that may not be before you push this out. 



Michael Beland 
Chief of Staff 
Office of Infrastructure Protection 



National Protection and Programs Directorate U.S. 





of Homeland Security 







PM 



Original Mes 

From: Davis, Robert M 

Sent: Tuesday, February 28, 2012 08:20 

To: Belam^Michae^Durkovich, Caitlin; Boogaard, Peter 

Cc: Q^^^flHHJIfli Epley, Veronica; Flores, Gina; Flynn, William 

Subject: Re: Statement 



Spaulding, Suzanne 





----- Original Message 

From: Beland, Michael 

Sent: Tuesday, February 28, 2012 07:55 PM 

To: Durkovich , Caitli n; Boogaard, Peter; Davis, Robert M; Spaulding, Suzanne 

Cc: 



Epley, Veronica; Flores, Gina; Flynn, William 




Subject; Re: Statement 






+ Mr Flynn. I want to confirm that it was indeed on HSIN, and I am working that. 



M 



Michael Beland 
Chief of Staff 
Office of Infrastructure Protection 



National Protection and Programs Directorate LLS. Department of Homeland 





Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 67:52 PM 

To: Bopgaard^Peten Da vis , Robert M; Spaulding, Suzannej Beland, Michael 

Cc: _§£|j___||__[____| E Pl e V> Veronica; Flores, Gina 
Subject: RE: Statement 

Can we get the link to the blog post? Need to understand the context. 




m 



Original Message 
Boogaard, Peter 



Sent: Tuesday, February 28, 2012 7:50 PM 

To: Davis^Rober^l: Spaulding, Suzannej Beland, Michael 

Cc: ______BHIHJI E P le V^ Veronica; Flores, Gina; Durkovich, Caitlin 

Subject: Re: Statement 

If we are going this route, we need to oush back stronger. We never approved of this approach 
and the individuals who piblished it did so without approval from nppd leadership. 



* Original Message 

From: Davis, Robert M 

Sent: Tuesday, February 28, 2012 07:48 PM 

ldl 



To: S 

Cc: 




Suzann e; Beland, Michael 

Boogaard, Peter; Epley, Veronica; Flores, Gina; Durkovich, Caitlin 




ect: Re: Statement 



Suzanne and Mike, 

Rolling Stone has posted a blog with a link to a document with the DHS seal and nppd/ ip 
markings that was posted to HSIN without approval. Here is the draft statement I would like 
to send to opa asap. 



Here is the link: 



http://wwwl, rollingstone.com/extras/13637_DHS%20IP%20Special.pdf 
Please let me know if this is ok. 



Bob 




---- Original Message 
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I BIT- §. J. J, — tV*— ■ — — — 



»T- 



From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 07:31 PM 

To: Davis j Robert M 
Subject: Statement 

let me know when you have a draft. Thanks man 
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I 



Shlossman, Am 




From: 




To: 
Cc: 
Subject 



Boogaard, Peter 

Wednesday, February 29, 2012 8:41 AM 

Shlossman, Amy; Spaulding, Suzanne; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; 
Sandwea JohniBeland, Michael; Davis, Robert M 

Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 

lary tuen; unandler, Matthew 
Re: Statement 




Right, which acco 




to MEC was a violate of privacy standards. Updated 




Original Message - 

From: Shlos 



n. Amy 

Sent: Wednesday, February 29, 2012 08:38 AM 

To: Spaulding, Suzanne; Boogaard, Peter; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; 
San dweg, John; Beland , Michael; Davis, Robert M 

Cc: I^^HHI Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 
Mary Ellen; Chandler, Matthew 
Subject: Re: Statement 



+matt 





Original Message — — 

From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2012 08:36 

To: Boogaard, Peter; Durkovich, Caitlin; Flynn, William; Kroloff , Noah; Sandweg, John; 

Beiand^Michae^^avis, Robert M 

C ■ SSE^llH^Hi Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan 

Mary Ellen; Shlossman, 

Subject: Re: Statement 

According to Bill Flynn, they were not looking at social media. They exceeded their writ by 
doing analysis, but it was based on traditional media sources- 

Original Message 

From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 08:25 AM 

To: Spaulding, Suzanne; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; Sandweg, John; 

Bela nd, Michael; Davi s, Robert M 
Cc: 



Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 




Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 
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Original Message 



From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2812 08:24 AM 

To: Boogaard, Peter; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; Sandweg, John; 

Beland, Michael; Davis, Robert M 

Cc: 



Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan 




Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 



What is the violation of privacy standards? 



Original Message 

From: Boogaard, Peter 

ent: Wednesday, February 29, 2012 08:22 AM 
To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Kroloff, Noah; Sa 
Beland ^ Michael; Davi s, Robert M 
Cc: 



pley, Veronica; Flores, Gina; Hess, David; Grossman, 




, John; 





: Callahan 



Mary Ellen; Shlossman, Amy 
ect: Re: Statement 




Most recent statement is attached. 






Message 

From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 08:19 AM 

To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Kroloff, Noah; Sandweg, John; 

Beland, Michael: Davis, Robert M 




Cc: 

Mary Ellen; Shlossman, Amy 

ect: Re: Statement 



Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan 





Original Message 

From: Durkovich, Caitlin 

Sent; Wednesday, February 29, 2012 08:16 AM 

To: Flynn, William; Spaulding, Suzanne; Boogaard, Peter; kroloff, Noah; Sandweg, John; 

Bel and, Michael; Davi s, Robert M 

Cc: Su^uHHIHH E P^ e y> Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 

Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 
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Caitlin Durkovich 
Chief of Staff 



National Protection and Programs Directorate LL5. Department of Homeland Security 




Original Message 

From: Flynn, William 

Sent: Wednesday , February 29 , 2012 08:08 AM 

To: Spaulding, Suzanne; Boogaard, Peter; Kroloff, Noah; Sandweg, John; Durkovichj Caitlin 

Bel and. Michael: Davi s A Robert M 

Cc: 



t 




Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 
Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 

Background: IP (POD division) compiles an open source report on critical infrastructure which 
is posted to HSIN # The contract for this service recently changed and the new contractor 
inappropriately conducted some "analysis" to the open source information (in this case). When 
it was brought to my attention the report was pulled (other steps have also been taken). 
However the fed staff undertook a thorough review and every source is traditional media. The 
report references social media resources but that was found in traditional sources* No 
monitoring of social media took place. 



William F» Flynn 

Acting Assistant Secretary 

Office of Infrastructure Protection 



US Department of Homeland Security 




From: 



Original Message 

Spaulding, Suzanne 
Sent: Wednesday, February 29, 2012 06:47 AM 

j Peter; Kroloffj Noah; Sandweg, John; Durkovich, Caitlin; Beland, Michael; 

Robert M 

Epley, Veronica; Flores, Gina; Flynn , William; Hess, David; Grossman 
Callahan, Mary Ellen; Shlossman, Amy 
Re: Statement 



To: 



Davis 




Cc: 



Seth; 




j 



Subj 






Lnal Message 



From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 11:15 PM 

To: Kroloff, Noah; Sandweg, Dohn; Spaulding, Suzanne; Durkovich, Caitlin; Beland 

Robert M 



Michael; 




is 



Cc: 




Epley, Veronica; Flores* Gina; Flynn, William; Hess, David; Grossman, 



Seth; Callahan, Mary Ellen; Shlossman, Amy 
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Subject: Re: Statement 




Original Message 

From: Kroloff, Noah 

Sent: Tuesday, February 28 , 2612 11:12 PM 
To: Sandweg, Dohn; Boogaard 
Davis. Robert H 
Cc: 



Peter; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; 




Epleyj Veronica; 
Seth; Callahan,, Mary Ellen; Shlossman, 
Subject: Re: Statement 



Flores, Gina; Flynn, William; Hess, David; Grossman, 

Amy 



Where r we on this 



Original Message 

From: Sandwegj John 

Sent: Tuesday , February 28, 2012 18:26 PM 

To: Boog a ard^Peter; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 

Cc: B^^^HH^^I Epley, Veronica; FloreSj Gina; Flynn, William; Hess, David; Grossman, 

Seth; Callahan, Mary Ellen; Kroloff, Noah; Shlossman, Amy 

Subject: Re: Sta 




Definitely think that the more we can push back on any inaccuracies the better 



* 



That said, assuming he isn't going to pull down the blog post, with other similar privacy 
related issues out there, we need a clear statement that explains that this report was 
drafted in violation of our privacy standards. 

+ Noah and Amy, 

----- Original Message 

Boogaard, Peter 

Sent: Tuesday, February 28, 2012 10:21 PM 

To: Soaulding. Suzann e; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 

Epley, Veronica; Flores, Gina; Flynn, 
Seth; Sandweg, John; Callahan, Mary Ellen 
Subject: Re: Statement 




Cc: 




; Hess 3 David; Grossman 



Also looping MEC. 

Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 18:19 PM 

To: Spaulding, Suzann e; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 

Cc: 

Seth; Sandweg, John 

Subject: Re: Statement 




Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 



Looping Sandweg and Grossman, I think we need to move forward with the statement we proposed 

- Original Message 

From: Spaulding, Suzanne 

Sent: Tuesday, February 28, 2012 10:04 

To: purkovich. Caitli n; Boogaard, Peter; Beland, Mic 

Cc: 



; Davis, Robert M 
Epley, Veronica; Flores, Gina; Flynn, William; Hess. David 
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Subject: Re: Statement 





Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 09:43 

Boogaard , Peter: Beland t Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: [©MlSUH^I^^I Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 
ect: Re: Statement 



To 




DUS 



statement. 



paulding is out of her speaking engagement and is going to review report M blog and 



Caitlin Durkovich 
Chief of Staff 



National Protection and Programs Directorate U.S, Department of Homeland Security 




-• Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 

To: Durkovic h^ Caitli n ; 

Cc: 

Subject: Re: Statement 




28, 2012 09:24 PM 

Beland, Michael; Davis, Robert M; Spaulding, Suzanne 
, Veronica; Flores, Gina; Flynn, William; Hess, David 




Can you confirm that this accurate? 



Original Message 



From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:07 PM 

Beland, Michael; Davis, Robert M; Spaulding 
ey, Veronica; Flores, Gina; Flynn, William; Hess, David 



Cc: 

Subject: Re: Statement 



To: Durkovich, Caitlin; 




Suzanne 





Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 09:03 PM 

To: Boogaard, Peter; Beland. Michael; Davis, Robert M; 

Cc: LUJluj^^^^^^H Epiey, Veronica; Flores, Gina; Flynn, 

Bfl K^l ^kfl K^l 

Subject: RE: Statement 




, Suzanne 

William; Hess, David 
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If anything, I think we should consider calling Hastings and help him understand our mission 




inal Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 8:55 PM 

To: Beland ^4ichae^ Davis 3 Robert M; Durkovich, Caitlin; Spaulding, Suzanne 

Cc: 



Epley, Veronica; Flores, Gina; Flynn, William 




Subject: Re: Statement 



Couple changes. 

Is this accurate? Our FO likes this approach. If there are different opinions, let me 





Original Message 

From: Beland, Michael 

Sent: Tuesday , February 28 $ 2012 08:35 PM 

To: Davis ^ober^4: Durkovich, Caitlin; Boogaard, Peter; Spaulding 

Cc: (©EsSflH^HI Epley, Veronica; Flores, Gina; Flynn, Willia 

Subject: Re: Statement 



i 



Suzanne 



We are still working the dates, but, based upon the document and our recollection, it was 
posted to hsin and one cannot access the materials on hsin without a password. Once we get 
the dates, we'll pass them along, but that may not be before you push this out. 



Michael Beland 

Chief of Staff 

Office of Infrastructure Protection 

National Protection and 

7032358112 



Programs Directorate U.S. Department of Homeland 





Original Message 

From: Davis, Robert M 

Sent: Tuesday, February 28, 2012 08:20 PM 

To: Beland^Jichae^ Durkovich, Caitlin; Boogaardj Peter; 

Cc; (©E^JHH^^I Epl^Vj Veronica; Flores, Gina; Flynn, 
Subject: Re: Statement 



ing, Suzanne 

William 
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Original Message 

From: Beland, Michael 




ert M; Spaulding, Suzanne 



Sent: Tuesday, February 28 , 2012 07:55 PM 

To: Durkovich, Caitli n; Boogaard, Peter; Davis , 

Cc: QyK^IHHi^H E Pl e V' Veronica; Flores, Gina; Flynn, William 
Subject: Re: Statement 

+ Mr Flynn. I want to confirm that it was indeed on HSIN* and I am working that 



Michael Beland 

Chief of Staff 

Office of Infrastructure Protection 

National Protection and Programs Dire 





Original Message 

From: Durkovich, Caitlin 



U.S. Department of Homeland Security 




Sent: Tuesday, February 28, 2812 07:52 

To: Boogaard . Peter; Davis, Robert M; Spaulding, Suzanne; Beland, Michael 

Cc: [©1©]HH^^I Epley, Veronica; Flores, Gina 

: RE: Statement 




Can we get the link to the blog post? Need to understand the context, 

Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 7:58 PM 

To: PjvijSj Robert M; Spaulding, Suzanne; Beland, Michael 

Cc: 





Epley, Veronica; Flores, Gina; Durkovich, Caitlin 
Re : Statement 



If we are going this route, we need to oush back stronger. We never approved of this approach 
and the individuals who piblished it did so without approval from nppd leadership. 

Original Message 

From: Davis, Robert M 

Sent: Tuesday, February 28, 2012 07:48 PM 

To: Spaulding, Suzann e; Beland, Michael 

Cc: [u2Mu2HII[^^^H Boogaard, Peter; Epley, 
Subject: Re: Statement 






Veronica; Flores, Gina; Durkovich, Caitlin 



Suzanne and Mike, 



Rolling Stone has posted a blog with a link to a 
markings that was posted to HSIN without approval. 
to send to opa asap. 



document with the DHS seal and nppd/ ip 
Here is the draft statement I would like 
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Here is the link: 



http://wwwl.rollingstone.com/extPas/13637_DHS%20IP%20Special.pdf 
Please let me know if this is ok. 



Bob 




Original Message — ■-» 



From: Boogaard, Peter 
Sent; Tuesday,, February 
To: Davis > Robert M 
Subject: Statement 



28, 2012 97:31 PM 



let me know when you have a draft* Thanks man 



e 



— 



Shlossman, Am 




Frorn 
Sent: 
To: 



Cc: 



Subject: 



Kroloff, Noah 

Wednesday, February 29, 201 2 8:42 AM 

Boogaard, Peter; Shlossman, Amy; Spaulding, Suzanne, Durkovich, Caitlin; Flynn, William; 

^Beland, Michael; Davis, Robert M 

Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Catlahan, 
ary tnen; unandler 
RE: Statement 





Pete- -look at what u just sent below. Needs to be edited. 






Original Message 

From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 8:41 AM 

To: Shlossman, Amy; Spaulding, Suzanne; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; 

Sand weg, John; Beland , Michael; Davis, Robert M 

Cc: H3fi*SHflH^H Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 

Mary Ellen; Chandler, Matthew 
Subject: Re: Statement 

Right, which according to MEC was a violate of privacy standards. Updated. 




Original Message 

From: Shlossman, Amy 

Sent: Wednesday, February 29, 2012 08:38 AM 

To: Spaulding, Suzanne; Boogaard, Peter; Durkovich, Caitlin 

Sandwe e, 3ohn ; Beland a Michael; Davis, Robert M 

Cc: 



Epley, Veronica; Flores, Gina; Hess, 

Mary Ellen; Chandler, Matthew 




n, William; Kroloff, Noah; 






n 




; Ca 




an 



Subject: Re: Statement 



+matt 



Original Message 



From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2012 08:36 AM 

To: Boogaard, Peter; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; Sandweg, Dohn; 

Beland, Michael; Davis, Robert M 



Cc: 




Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 



Mary Ellen; Shlossman, 
Subject: Re: Statement 







According to Bill Flynn, they were not looking at social media. They exceeded their writ by 
doing analysis, but it was based on traditional media sources. 



Original Message — 






i 



From: Boogaard, Peter 

Sent: Wednesday , February 29, 2012 98:25 AM 
To: Spaulding, Suzanne; Durkovich, Caitlin; 
Beland. Michael; Davis , Robert M 



Flynn, William; Kroloff , Noah; Sandweg, John; 




Cc: 

Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 



Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 




Original Message — -- 

From: Spauldingj Suzanne 

Sent: Wednesday, February 29, 2012 08:24 AM 

To: Boogaard, Peter; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; Sandweg, John; 

Bela nd, Michael; Davi s, Robert M 

Cc: 




Epley, Veronica; Floras, Gina; Hess, David; Grossman, Seth; Callahan, 
Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 



What is the violation of privacy standards? 



Original Message 

From: Boogaard. Peter 



Sent: Wednesday, February 29 , 2912 68:22 AM 

To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Kroloff , Noah; Sandweg, John; 

Beland , Michael; Davis, Robert M 



Cc: 




pley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 



Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 



Most recent statement is attached - 




Original Message 

From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 08:19 AM 

To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Kroloff, Noah; Sandweg, John; 

Beland 

Cc: 



Michael; Davis, Robert M 




Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 



Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 




Original Message 

From: Durkovich, Caitlin 
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Sent: Wednesday, February 29 . 2012 08:16 AM 

To: Flynn, William; Spaulding, Suzanne; Boogaard 

Beland. Michael; Davis. Robert M 

Cc: 



Peter; Kroloff, Noah; Sandweg, lohn; 




Epley, 

Mary Ellen; Shlossman, Amy 

Re: Statement 



Veronica; Flores, Gina; Hess, David; Grossman j Seth; Callahan 





Caitlin Durkovich 
Chief of Staff 



National Protection and Programs Directorate U.S. 





ent of Homeland Security 



Original Message 

From; Flynn, William 

Sent: Wednesday, February 29, 2012 08:08 AM 

To: Spaulding, Suzanne; Boogaard, Peter; Kroloff, Noah; Sandweg, John; Durkovich, Caitlin; 

Bel and j Michael; Davi s . Robert M 

Cc: Q^^mm Epley, Veronica; Flores, Gina; Hess, David; Grossman 3 Seth; Callahan 

Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 






Background: IP (POD division) compiles an open source report on critical infrastructure which 
posted to HSIN. The contract for this service recently changed and the new contractor 




inappropriately conducted some "analysis" to the open source information (in this case). When 
it was brought to my attention the report was pulled (other steps have also been taken)* 
However the fed staff undertook a thorough review and every source is traditional media* 

nces social media resources but that was found in traditional sources. No 






monitoring of social media took place. 



William F* Flynn 

Acting Assistant Secretary 

Office of Infrastructure Protection 



US Department of Homeland Security 




gov 



Original Message - 

From: Spaulding. Suzanne 
Sent: Wednesday. 




ry 29. 2012 06:47 AM 
To: Boogaard, Peter; Kroloff, Noah; Sandweg. 
Davis* Robert M 
Cc: 



John; Durkovich, Caitlin; Beland, Michael; 







Epley. Veronica; Flores, 
Seth; Callahan, Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 



Gina; Flynn, William; Hess. David; Grossman, 
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Original Message 

From: Boogaardj Peter 

Sent: Tuesday , February 28, 2012 11:15 PM 

To: Kroloff, Noah; Sandweg, 3ohn; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; 

Davis, Robert M 

Cc: 




Epley, Veronica; Flores 
Seth; Callahan^ Mary Ellen; Shlossman, Amy 

Re: 




a; Flynn, William; Hess, David; Grossman, 






Original Message 

From: Kroloff , Noah 

Sent: Tuesday, February 28, 2012 11:12 PM 

To: Sandweg, 3ohn; Boogaard, Peter; Spaulding, 

Davis, Robert M 



Suzanne; Durkovich, Caitlin; Beland, Michael; 



Cc: 





Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 



Seth; Callahan, Mary Ellen; Shlossman, Amy 
Subject; Re: Statement 



Where r we on this 



Original Message 

From: Sandweg, 3ohn 
Sent: Tues 
To: Boo 




, February 28, 2612 10:26 PM 

rd* Peter; Spaulding, Suzanne; Durkovich, Caitlin; Beland, 

Epley, Veronica; Flores, Gina; Flynn, William; 
Seth; Callahan, Mary Ellen; Kroloff, Noah; Shlossman, Amy 

Re: Statement 



Cc: 




Michael; Davis, Robert M 
Hess, David; Grossman, 




Definitely think that the more we can push back on any inaccuracies the better. 




That said, assuming he isn't going to pull 

related issues out there, we need a clear statement 

drafted in violation of our privacy standards. 

+ Noah and Amy. 



the blog post, with other similar privacy 

that explains that this report was 



— __ Original Message — — 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2912 16:21 PM 

uldine. Suzann e; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 

Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman 

Sandweg, John; Callahan, Mary Ellen 
Re: Statement 




Seth; 

Subj 







Also looping MEC 



From: 

Sent: 
To: S 



Original Message 

Boogaard, Peter 
Tuesday, February 
ing, Suzanne; 



28, 2012 10:19 PM 




Durkovich, Caitlin; Beland, Michael; Davis, Robert M 
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Cc: 



Seth; Sandweg, John 
Subject: Re: Statement 



Epley, Veronica; Flores, Gina; 




n j William; Hess, David; Grossman 



Looping Sandweg and Grossman. I think we need to move forward with the statement we proposed. 

Original Message 

From: Spaulding, Suzanne 
Sent: Tues 




, February 28, 2012 10:04 PM 
To: Durkovich, Caitli n; Boogaard, Peter; Beland, Michael; Davis, Robert M 
Cc: 




Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 



Subj 




Re: Statement 




Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2Q12 89:43 PM 

To: Booeaard^Peter: Belandj Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: HSn^H^^HH Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 



her speaking engagement and is going to review report, blog and 



Subject: Re: Statement 
DUS Spaulding is out of 

statement. 
Caitlin Durkovich 

Chief of Staff 



National Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message 



From: Boogaard, Peter 
Sent: Tuesday, February 
To: purkovich. Caitli n; 
Cc: 




28, 2012 09:24 PM 

Be land, Michael; Davis , Robert M; Spaulding, Suzanne 
, Veronica; Flores, Gina; Flynn, William; Hess, David 




Subject: Re: Statement 

Can you confirm that this accurate? 



Original Message -- — 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:07 PM 

To: Durkovich, Caitli n; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: [QMiic^^^^^^H Epley, Veronica; Flores, Gina; Flynn, William; Mess, David 

Subject: Re: Statement 




S 



Original Message 

From: Durkovich, Caitlin 

Sent: Tuesdayj February 28 M 2012 09:03 PM 

To: Boogaard, Peter; Beland, Michael; Davis , Robert M; Spauldingj Suzanne 

Cc: 




Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 



Subject: RE: Statement 




If anything, I think we should consider calling Hastings and help him understand our mission 




PM 



Original Message 

From: Boogaard, Peter 

Sent: Tuesdayj February 28, 2012 8: 

To: Be land^Jichae 1 ; Da v i s t Robert M; Durkovich, Caitlin; 

Cc: BSESHHUil Epl e Y* Veronica; Flores, Gina; Flynn, 
Subiect: Re: Statement 




ing, Suzanne 

William 



Couple changes. 

Is this accurate? Our FO likes this approach. If there are different opinions, let me know 





Original Message - 

From: Beland, Michael 

Sent: Tuesday, February 28, 2012 68:35 PM 

To: Davis^obe^^J: Durkovich, Caitlin; Boogaard, Peter; Spau 

Cc: H2E*jQBHIHl tpley, Veronica; Flores, Gina; Flynn, William 

Subject: Re: Statement 

We are still working the dates, 
posted to hsin and one cannot 



Suzanne 




, based upon the document and our recollection, it was 
the materials on hsin without a password. Once we get 
the dates, we'll pass them along, but that may not be before you push this out, 

Michael Beland 
Chief of Staff 

Office of Infrastructure Protection 

National Protection and Programs Directorate U,S, Department of Homeland Security 
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Original Message 



From: Davis , 




rt M 



Sent: Tuesday, February 28, 2612 68:20 PM 

To: Bela nd^lichae^ Du r kov i c h , Caitlin; Boogaard, Peter; Spaulding, Suzanne 

C HSKSHHIHHl ^pley, Veronica; Flores, Gina; Flynn, William 

^sfl B^l ^sfl B^l ^^ 

Subject: Re: Statement 






Original Message 

From: Beland, Michael 

Sent: Tuesday, February 28, 2012 07:55 PM 

Durkovich, Caitli n; Boogaard, Peter; Davis, Robert M; Spaulding, Suzanne 

Epley, Veronica; Flores, Gina; Flynn, William 



Cc: 

Subject: Re: Statement 

+ Mr Flynn, I want to confirm that it was indeed on HSIN, and I am working that 




Michael Beland 

Chief of Staff 

Office of Infrastructure Protection 

National Protection and Programs Directorate U,5. Department of 





Security 




----- Original Mess 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 07:52 PM 

To: Boogaard^Peter: Davis, Robert M; Spaulding, Suzanne; Beland, Michael 

Cc: BSJ^HHUH E P le y* Veronica; Flores, Gina 
Subject: RE: Statement 

Can we get the link to the blog post? Need to understand the context. 




ginal Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 7:50 PM 

To: Dgvis .^Robgr^i: Spaulding, Suzanne; Beland, Michael 

Cc: [©KHsSHH^^H E Pl fi y* Veronica; Flores, Gina; Durkovich, Caitlin 

Subject: Re: Statement 

If we are going this route, we need to oush back stronger. We ne^ev approved of this approach 
and the individuals who piblished it did so without approval from n 
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Original Message 

From: Davis > Robert M 

Sent: 

To: S 

Cc: 



Tuesday, February 28, 2612 07:48 
ulding, Suzanne; Beland, Michael 



PM 




Boogaard, Peter; Epley, Veronica; Flores, Gina; Durkovich, Caitlin 



Subject: Re: Statement 



Suzanne and Mike, 



Rolling Stone has posted a blog with a link to a document with the DHS seal and nppd/ ip 



markings that was 
to send to opa as 



posted to H5IN without approval. Here is the draft statement I would like 




Here is the link: 



http://wwwl.rollingstone.com/extras/13637_DHS%20IP%20Special.pdf 
Please let me know if this is ok* 






Bob 




Original Message 

From: Boogaard, Peter 
Sent: Tuesday, February 
To: Davis j Robert M 
Subject: Statement 



let me know when you 



28, 2012 07:31 PM 




a draft. Thanks man 
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Shlossman, Am 





Sent: 
To: 



Cc: 



Subject 




Boogaard, Peter 

Wednesday, February 29, 2012 8:44 

Kroloff, Noah; Shlossman, Amy; Spaulding, Suzanne; Durkovich, Caitfin; Flynn, William; 

Sandweq^ohnJBeland. Michael; Davis, Robert M 

[jQEJjJHHIB Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan 
Mary ^Hen^nandler, Matthew 
RE: Statement 




Working on it, emails crossed. Also adding some background per 

Original Message 

From: Kroloff, Noah 

Sent: Wednesday, February 29, 2012 8:42 AM 

To: Boogaard, Peter; Shlossman, Amy; Spaulding, Suzanne; Durkovich, Caitlin; Flynn, William; 

San dwefi, John; Beland , Michael; Davis, Robert M 

Cc: H^fiSHHUHi Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 

Mary Ellen; Chandler, Matthew 

Subject : RE : Statement 

Pete--look at what u just sent below, Needs to be edited. 



'----Original Message 

From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 8:41 AM 

To: Shlossman , Amy; Spaulding, Suzanne; Durkovich, 

Sand weg, John; Beland , Michael; Davis, Robert M 

Cc: 



Caitlin; Flynn, William; Kroloff, Noah; 




Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 



Mary Ellen; Chandler, Matthew 
Subiect: Re: Statement 



Right, which according to MEC was a violate of privacy standards. Updated. 




Original Message ■« 

From: Shlossman, Amy 

Sent: Wednesday, February 29, 2012 08:38 AM 

To: Spaulding, Suzanne; Boogaard, Peter; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; 

Sandwee, John 

Cc: 




, Michael; Davis, Robert M 
Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 



Mary Ellen; Chandler, Matthew 

Subject: Re: Statement 



+matt 



Original Message — •-- 

From: Spaulding, Suzanne 



l 



Sent: Wednesday, February 29 , 2012 08:36 AM 

To: Boogaard, Peter; Durkovich, Caitlin; Flynn, William; Kroloff , Noah; Sandweg, John; 

Bel andj Michael; Davi s, Robert M 

Cc: 



Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 




Mary Ellen; Shlossman, Amy 

Subject; Re: Statement 



According to Bill Flynn, they were not looking at social media. They exceeded their writ by 
doing analysis, but it was based on traditional media sources. 



Original Message 

From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 08:25 AM 

To: Spaulding, Suzanne; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; Sandweg, lohn; 

Beland , Michael; Davi s, Robert M 

Cc: 



Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 




Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 




Original Message 

From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2012 08:24 AM 

To: Boogaard, Peter; Durkovich, Caitlin; Flynn , William; Kroloff, Noah; Sandweg, Dohn; 
Beland. Michael: Davis, Robert M 

Epley, Veronica; Flores, Gina; Hess, David; Grossman* Seth; Callahan, 



Cc: 

Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 





at is the violation of privacy standards? 






inal Message 

From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 08:22 AM 

To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Kroloff, Noah; 

Beland, Michael] Davis, Robert M 

Epley, Veronica; Flores, Gina; Mess, David; Grossman, Seth; Callahan 



Cc: 

Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 

Most recent statement is attached. 




j 




Original Message 

From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 08:19 AM 
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■ 



To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Kroloff, Noah; Sandweg, John; 

Beland. Michael; Davi s, Robert M 

Cc: 



Epleyj Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 




Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 




Original Message 

From: Durkovich, Caitlin 

Sent: Wednesday, February 29 , 2012 08:16 AM 

To: Flynn, William; Spaulding, Suzanne; Boogaard, 

Bel and, Michael: Davis, Robert M 



Peter; Kroloff, Noah; Sandweg, 3ohn; 



Cc: 





Mary Ellen; Shloss 
Subject: Re: Statement 



Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 





Caitlin Durkovich 
Chief of Staff 



National Protection and Programs Directorate LL5 





of Homeland Security 





From: Flynrij William 

Sent: Wednesday, February 29, 2012 08:68 AM 

To: Spaulding, Suzanne; Boogaard, Peter; Kroloff, 

Sel and^ Michael; Davi s, Robert M 

Cc: 





; Sandweg, John; Durkovich, Caitlin; 



Hess, David; Grossman, Seth; Callahan, 






Epley, Veronica; Flores, Gina; 

Mary Ellen; Shlossmanj Amy 

Subject: Re: Statement 

Background: IP (POD division) compiles an open source report on critical infrastructure which 
is posted to HSIN. The contract for this service recently changed and the new contractor 
inappropriately conducted some "analysis" to the open source information (in this case). When 
it was brought to my attention the report was pulled (other steps have also been taken). 
However the fed staff undertook a thorough review and every source is traditional media. The 

ia resources but that was found in traditional sources. No 




report references social 

monitoring of social media took place. 






William F. Flynn 

Acting Assistant Secretary 

Office of Infrastructure Protection 



US Department of Homeland Security 




gov 
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Original Message 

From: Spauldingj Suzanne 

Sent: Wednesday, February 29, 2012 86:47 AM 

To: Boogaardj Peter; Kroloff, Noah; Sandweg, John; 

Davis. Robert M 

Cc: 

Seth; Callahan, Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 




Durkovich, Caitlin; Belaud, Michael; 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 




Original Message 

From: Boogaardj Peter 

Sent: Tuesday , February 28, 2012 11:15 PM 

To: Kroloff, Noah; Sandweg, 3ohn; Spaulding, 

Davis i Robert M 

Cc: 



Suzanne; Durkovich, Caitlin; Beland, Michael; 




Epley, Veronica; Floras, Gina; Flynn, William; Hess, David; Grossman 
Seth; Callahan, Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 



■» 







rom: 



Original Message 

. Noah 




F 

Sent: Tuesday, February 28, 2012 11:12 PM 

To: Sandweg, lohn; Boogaard, Peter; Spaulding, 

Davis. Robert M 

Cc: 






Suzanne; Durkovich, Caitlin; Beland, Michael 




Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 



Seth; Callahan, Mary Ellen; Shlossman, 
Subject: Re: Statement 




Where r we on this 



Original Message 

From: Sandweg, John 

Sent: Tuesday, February 28, 2012 10:26 PM 

To: Booeaard^Peter: Spaulding, Suzanne; Durkovich, Caitlin; Beland, 

Cc: [JsflusflHIflHB EP^ e yi Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman 

Seth; Callahan, Mary Ellen; Kroloff, Noah; Shlossman, Amy 

Subject: Re: Statement 



Michael; Davis, Robert M 
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Definitely think that the more we can push back on any inaccuracies the better- 






That said, assuming he isn't going to pull down the blog post, with other similar privacy 
related issues out there, we need a clear statement that explains that this report was 
drafted in violation of our privacy standards. 

+ Noah and Amy. 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 10:21 PM 



4 



To: Spauldi 
Cc; 




Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 



Seth; 
Subj 




Sandwegj 
: Re: 




Epleyj Veronica; Flores, Gina; Flynn, William; Hess, 

John; Callahan, Mary Ellen 
ement 




Also looping MEC 



* 




Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28 f 2012 10:19 PM 

To: Spa u 1 ding^Suzann e ; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 

Cc: SflK^SHlHHH r ^ le y* Veronica; Floras, Gina; Flynn, William; Hess, David; Grossman, 

Seth; Sandwegj 3ohn 

Subject: Re: Statement 



Looping Sandweg and Grossman. I think we need to move forward with the statement we proposed. 

Original Message 

From: Spaulding, Suzanne 

Sent: Tuesday, February 28, 2012 10:04 PM 

To: Durkovich , Caitlin; Boogaard, Peter; Beland, Michael; Davis, Robert M 

Cc: [GSlGJHIJHIHfl Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 

wM MM mM WM w 

Subject: Re: Statement 










- Original Mes 

: Durkovich, Caitlin 
Sent: Tuesday, February 28, 2012 09:43 PM 
To: Boogaard, Peter; Beland M Michael; Davis, 
Cc: 



Epleyj Veronica; Flores, 
Subject: Re: Statement 

DUS Spaulding is out of 
statement. 
Caitlin Durkovich 
Chief of Staff 

National Protection and 




M; Spaulding, Suzanne 

Gina; Flynn, William; Hess, 



* 




her speaking engagement and is going to review 




, blog and 




Programs Directorate U.S. Department of Homeland Security 



Ori 




_ 






j 



Suzanne 



al Message 

, Peter 
Sent: Tuesday > February 28, 2012 09:24 PM 

To: Durkovichj^aitli n ; Beland, Michael; Davis, Robert M; Spau 
Cc: 33K&9HIHH e P* e y> Veronica; Flores, Gina; Flynn, William; Hess, David 

Subject: Re: Statement 

Can you confirm that this accurate? 
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-w^^Hrita^ 



----- Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:07 PM 

To: Durkovich^Ca^Hn; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: S§92i9|HHH ^Pl e Y* Veronica; Flores, Gina; Flynn, William; Hess, David 
Subject: Re: Statement 





__ — Original Mess 
From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 09:03 PM 

To: Boogaard, Peter] Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

mil iMvi ■ 

Cc: 




Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 



Subject: RE: Statement 




If anything, I think we should consider calling Hastings and help him understand our mission 






Original Message •- 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2812 8:55 PM 

To: Beland. Michael; Davis, Robert M; Durkovich, Caitlin; Spaulding, Suzanne 

Cc: 



Epley, Veronica; Flores, Gina; Flynn, William 




Subject: Re: Statement 



Couple changes. 

Is this accurate? Our FO likes this approach. If there are different opinions, let me know 




Original Message 

From: Beland, Michael 

Sent: Tuesday, February 28, 2012 08:35 PM 
To: Davis, Robert M; Durkovich, Caitlin; 




Peter; Spaulding, Suzanne 



6 




Cc: 

Subject: Re: Statement 



Epley, Veronica; Flores, Gina; Flynn, William 



We are still working the dates, but, based upon the document and our recollection, it was 
posted to hsin and one cannot access the materials on hsin without a password- Once we get 
the dates , we'll pass them along, but that may not be before you push this out* 

1 
Chief of Staff 

Office of Infrastructure Protection 
National Protection and Programs Directorate U*S. Department of Homeland Security 






Original Message 

From: Davis, Robert M 

Sent: Tuesday, February 28, 2012 08:20 PM 

To: Beland. Michael; Durkovich, Caitlin; Boogaard, Peter; Spaulding, 

Cc: 




Suzanne 



Epley, Veronica; Flores, Gina; Flynn, William 




ect: Re: Statement 





Original Message 

From: Beland, Michael 

Sent: Tuesday, February 28, 2012 07:55 PM 

To: D u r k o vich^aitli n ; Boogaard, Peter; Davis, Robert M; 

Cc: 9SHSQHHHHI Epley j Veronica; Flores, Gina; Flynn, 
Subject: Re: Statement 




g, Suzanne 
William 



♦ Mr Flynn. I want to confirm that it was indeed on 




, and I am working that 



Michael Beland 

Chief of Staff 

Office of Infrastructure Protection 

National Protection and Programs Directorate 




U.S. Department of Homeland Security 






Original Message --■ 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 07:52 PM 

To: Boogaard^Peter; Davis, Robert M; Spaulding, Suzanne; Beland, Michael 

Cc: S30us£H^HH Epley, Veronica; Flores, Gina 
Subject: RE: Statement 
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■ * * I- ■■ 



Can we get the link to the blog post? Need to understand the context 



■ 




Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 7:50 PM 

To: Davis. Robert M; Spaulding t Suzanne; Beland, Michael 

Cc: 



Epley, Veronicaj Flores, Gina; Durkovich, Caitlin 

Subject: Re: Statement 

If we are going this route, we need to oush back stronger. We never approved of this approach 
and the individuals who piblished it did so without approval from nppd leadership. 

— -- Original Message ----- 
From: Davis, Robert M 

Sent: Tuesday, February 28, 2012 07:48 PM 
To: 5pauldinf *^ 5uzann e; Beland, Michael 
Cc: 



Boogaard, Peter; Epley, Veronica; Flores, Gina; Durkovich, Caitlin 
ect: Re: Statement 





Suzanne and Mike, 



Rolling Stone has posted 
markings that was posted 
to send to opa asap. 

Here is the link: 



a blog with a link to a document with the DHS seal and nppd/ ip 
to HSIN without approval. Here is the draft statement I would like 






http://wwwl.rollingstone.com/extras/13637 

Please let me know if this is ok, 




.pdf 



Bob 




Original Message ■■» 

From; Boogaard, Peter 

Sent: Tuesday, February 28, 2012 07:31 PM 

To: Davis, Robert M 

Subject: Statement 

let me know when you have a draft. Thanks man 



a 



Shlossman, Am 




From: 

Sent; 
To: 

Cc: 

Subject: 




ing t Suzanne; Pyrin, William: 



Durkovich, Caitlin 

Wednesday, February 29, 2012 8:46 AM 

Kroloff, Noah; Boogaard, Peter; Shlossman, Amy; S 

Sandweg^ohn^Jeland, Michael; Davis* Robert M 

S3KSSHHI E P' e V' Veronica; Flores, Gina: Hess, David; Grossman, Seth; Callahan, 
Mary Ellen; Chandler, Matthew 
Re: Statement 




are we trying so hard to distance ourselves from 



Folks, playing devil's advocate here, 
this report? 
Caitlin Durkovich 
Chief of Staff 



National Pro tection and Programs Directorate U.S. Department of Homeland Security 




Original Message - 

From: Kroloff, Noah 

Sent: Wednesday. February 29. 2012 98:42 AM 

To: Boogaard, Peter; Shlossman, Amy; Spaulding, Suzanne; Durkovich, Caitlin; Flynn, William; 

Sandweg^Dohn^Beland, Michael; Davis, Robert M 

Cc : J2SESflHHI^B Epl^Yi Veronica; Flores, Gina; Hqss, David; Grossman, Seth; Callahan, 

Mary Ellen; Chandler, Matthew 
Subject: RE: Statement 

Pete- -look at what u just sent below. Needs to be edited. 



-Original Message 

From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 8:41 AM 

To: Shlossman, Amy; Spaulding, Suzanne; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; 

San dweg, John; Beland , Michael; Davis, Robert M 

Cc: SESE&DHH^^H E P le V# Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 

Mary Ellen; Chandler, Matthew 

Subject: Re: Statement 

Right, which according to MEC was a violate of privacy standards. Updated. 





--■ — Original Message 

From: Shlossman, Amy 

Sent: Wednesday, February 29, 2012 08:38 

To: Spaulding, Suzanne; Boogaard, Peter; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; 

Sandwe g. John; Beland . Michael; Davis, Robert M 

Cc : 



Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 



Mary Ellen; Chandler, Matthew 
Subject: Re: Statement 



1 



■ 



+matt 



Original Message 



From: Spaulding, Suzanne 

Sent: Wednesday , February 29 , 2012 08:36 AM 

To: 




, Peter; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; Sandweg, John; 
Bel and, Michael; Davi s, Robert M 
Cc: 




Epley, Veronica; Floras, Gina; Hess, David; Grossman, Seth; Callahan, 

Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 



According to Bill Flynn, they were not looking at social media. They exceeded their writ by 
doing analysis, but it was based on traditional media sources. 

Original Message 

From: Boogaard, Peter 

Sent: Wednesday, February 29, 2912 88:25 AM 

To: Spauldlng, Suzanne; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; Sandweg, 1 

Beland, Michael; Davis, Robert M 

Cc. [©Eu^^^^^^H Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 

Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 






Original Mess 

From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2012 08:24 AM 
To: Boogaard, Peter; Durkovich, Caitlin; Flynn 
Bel and. Michael : Davis, Robert M 

Cc: Qj^Ei&^^^^^^l Epley* Veronica; Flores, 
Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 

What is the violation of privacy standards? 



William; Kroloff, Noah; Sandweg, lohn; 
Gina; Hess, David; Grossman, Seth; Callahan 






Original Message 

From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 08:22 AM 
To: Durkovich, Caitlin; Flynn, William; Spauld 
Be 1 a nd^^chae^^avi s , Robert M 

C B29^miHHB -plsy* Veronica; Flores, 
Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 




, Suzanne; Kroloff, Noah; Sandweg, 3ohn; 



Gina; Hess, David; Grossman, Seth; Callahan, 



Most recent statement is attached. 
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Original Message 

Boogaard, Peter 
Sent: Wednesday, February 29, 2012 68:19 AM 
To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Kroloff, Noah; Sandweg, Dohn; 

Michael; Davi s, Robert M 

Cc: [J2DQJIHHIHH Epley, Veronica; Flores, Gina; Hess, David: Grossman, Seth; Callahan, 
Mary Ellen; Shlossman, Amy 

: Re: Statement 






Original Message 

From: Durkovich, Caitlin 

Sent: Wednesday, February 29, 2012 08:16 AM 

To: Flynn, William; Spaulding, Suzanne; Boogaard, Peter; Kroloff , Noah; Sandweg, John; 

Bel and, Michael; Davi s, Robert M 

Cc: SS^^^^^IHH Epley, Veronica; Floras, Gina; Hess, David; Grossman, Seth; Callahan, 
Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 




Caitlin Durkovich 
Chief of Staff 







tional Protection and Programs Directorate U.S. Department of Homeland Security 





Original Mes 

From: Flynn, William 

Sent: Wednesday, February 29, 2012 08:08 AM 

To: Spaulding, Suzanne; Boogaard, Peter; Kroloff, Noah; 

Beland*Michae^M)avis, Robert M 

Cc: flSQG^HilMHI Epley, Veronica; Flores, Gina; Hessj 

A9 Efl A9 Efl ■ 

Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 




, John; Durkovich, Caitlin; 



David; Grossman, Seth; Callahan, 









Background: IP (POD division) compiles an open source report on critical infrastructure which 
is posted to HSIN. The contract for this service recently changed and the new contractor 
inappropriately conducted some "analysis" to the open source information (in this case). When 
it was brought to my attention the report was pulled (other steps have also been taken)* 
However the fed staff undertook a thorough review and every source is traditional media. 
report references social media resources but that was found in traditional sources. No 
monitoring of social media took place. 




William F. Flynn 

Acting Assistant Secretary 

Office of Infrastructure Protection 

US Department of Homeland Security 
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V 




gov 



— ,__ Original Message 

From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2612 06:47 AM 

To: Boogaard, Peter; Kroloff, Noah; Sandweg, John; Durkovich, Caitlin; Beland, Michael; 

Davis. Robert M 

Cc: 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 




Seth; Callahanj Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 





Original Mess 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 11:15 PM 

To: Kroloff, Noah; Sandweg, John; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; 

Davis. Robert M 

Cc: 





* 



, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 
Seth; Callahan, Mary Ellen; Shlossman, 
Subject: Re: Statement 





Original Message 





* 




Sent: Tuesday, February 28, 2012 11:12 PM 

To: Sandweg, John; Boogaard, Peter; Spaulding, 

Davis. Robert M 






Suzanne; Durkovich, Caitlin; Beland, Michael; 



Cc: 




Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 



Seth; Callahan, Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 

Where r we on this 



Original Message — — 

From: Sandweg, John 

Sent: Tuesday, February 28, 2012 10:26 PM 

To: Boogaard, Peter: Spaulding. Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 

William; Hess, David; Grossman, 



Cc: [|22Us2^^^^^^l Epley, Veronica; Flores, Gina; Flynn, 

Seth; Callahan, Mary Ellen; Kroloff, Noah; Shlossman, Amy 
Subject: Re: Statement 



. . 






Definitely think that the more we can 




back on any inaccuracies the better 






That said, 
related i 



assuming he isn't going to pull down the 
out there, we need a clear statement 



blog post, with other similar privacy 
that explains that this report was 



drafted in violation of our privacy standards. 



+ Noah and Amy 



* 



— 



Original Message ----- 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 10:21 PM 

To: Spaulding, Suzann e; Durkovich, Caitlin, 

Cc: 

Seth; 



Subject 



Beland, Michael; Davis, Robert M 
Epley, Veronica; Flores, GIna; Flynn, William; Hess, David; Grossman, 
Sandweg, 3ohn; Callahan, Mary Ellen 
Re: Statement 




M 



Also looping MEC. 

Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 10:19 PM 

To: Spauldin g. Suzanne; Durkovich, Caitlin; Belandj Michael; Davis, Robert 

Cc: [[^^©IBiHH EP^y j Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 
Seth; Sandweg, John 
Subject: Re: Statement 

Looping Sandweg and Grossman, I think we need to move forward with the statement we proposed* 

Original Message 

From: Spaulding, Suzanne 

Sent: Tuesday, February 28, 2012 10:04 PM 

To: Du r k o vich^Ca^H n ; Boogaard, Peter; Beland, Michael; Davis, Robert M 

Cc: BSSE^HI^^^H Epley* Veronica; Flores, Gina; Flynn, William; Hess, David 

Subject: Re: Statement 





Original Mes 

* Ca 






: Du 

Sent: Tuesday, February 28, 2012 09:43 PM 

To: Boogaard^Peter: Beland, Michael; Davis, Robert M; Spaulding, Suzanne 
Cc : HSB^Iimm Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 

Re: Statement 




her speaking engagement and is going to review report, blog and 



DUS Spaulding is out of 
statement . 
Caitlin Durkovich 

Chief of Staff 



National Protection and Programs Directorate U.S. Department of Homeland Security 




._ original Message — -r 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 89:24 PM 

To: Du r ko vich^Caitli n ; Beland, Michael; Davis, Robert M; Spau 

Cc: HSHsRHHHIHB Epley, Veronica; Flores, 




Suzanne 



Gina; Flynn, William; Hess, David 



S 



Subject: Re: Statement 



Can you confirm that this accurate? 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:07 PM 

To: Durkovid^Caitli n ; Belandj Michael; Davis, Robert M; Spauldingj Suzanne 
Cc: SSK^HIH^^I Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 
Subject: Re: Statement 




Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 09:03 PM 

To: Boog a ard^Peter: Beland A Michael; Davis, Robert M; Spaulding, 

Cc; BS^HHHHB E P le Y> Veronica; Flares, Gina; Flynn, William; 
Subject: RE: Statement 




ne 
Hess 



David 




If anything, I think we should consider calling Hastings and help him understand our mission 

Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 8:55 PM 

To: Beland^Uchae^ Davis t Robert M; Durkovich, Caitlin; Spaulding, Suzanne 

Cc: [J2I©fl^^^^^B Epley, Veronica; Flores, Gina; Flynn, William 

Subject: Re: Statement 



Couple changes* 

Is this accurate? Our FO likes this approach. If there are di 




opinions, let me know 













- Original Message 
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From: Belandj Michael 

Sent: Tuesday, February 28, 2012 08:35 PM 
To: Davis 



Cc: 



Robert M; Durkovich, Caitlin; Boogaardj Peter; Spaulding 

Epley, Veronica; Flores, Gina; Flynn, William 




Suzanne 



Subject: Re: Statement 



We are still working the dates, but, based upon the document and our recollection, it was 
posted to hsin and one cannot access the materials on hsin without a password* Once we get 
the dates, we'll pass them along, but that may not be before you push this out. 



Michael Beland 
Chief of Staff 
Office of Infrastructure Protection 



National Protection and Programs Directorate U.S. Department of Homeland Security 





- Original Message — -- 

: Davis, Robert M 
Sent: Tuesday, February 28, 2012 08:20 PM 

To: Beland. Michael * Durkovich, Caitlin; Boogaard, Peter; Spaulding, Suzanne 
Cc: (©fisSHl^lH Epley, Veronica; Flores, Gina; Flynn, William 
Subject: Re: Statement 






^ Original Message -- — 

From: Beland, Michael 

: Tuesday, February 28, 2012 97:55 PM 
To: D u rj k o vich^Ca^H. n ; Boogaard, Peter; Davis, Robert M; 
Cc: SSEsSH^H^H E pl e y* Veronica; Flores, Gina; Flynn, William 
Subject: Re: Statement 




s Suzanne 







that 



+ Mr Flynn. I want to confirm that it was indeed on HSIN, and I am 

Michael Beland 
Chief of Staff 
Office of Infrastructure Protection 



National Protection and Programs Directorate U.S* Department of Homeland Security 






From: Durkovich, Caitlin 

Sent; Tuesday, February 28, 2012 07:52 PM 

To: Boogaard, Peter; Davis, Robert M; Spaulding, Suzanne; Beland, Michael 
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Cc: 




Epley, Veronica; FloreSj Gina 



Subject: RE: Statement 

Can we get the link to the blog post? Need to understand the context. 









-- — Original Message — — 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 7:50 PM 

To: Davis ^obe^^iSpaulding, Suzanne; Beland, Michael 

Cc: SSEEhSHBSHI E Pl e y> Veronica; FloreSj Gina; Durkovich, 
Subject: Re: Statement 



Caitlin 



If we are going this route, we need to oush back stronger. We never approved of this approach 
and the individuals who piblished it did so without approval from nppd leadership- 

Original Message — ■—- 

From; Davis , Robert M 

Sent: Tues 

To: 

Cc: 




, February 28, 2012 07:48 PM 

Suzann e; Deland, Michael 

Boogaard, Peter; Epley, 
Subject: Re: Statement 




Veronica; Flores, Gina; Durkovich, Caitlin 



Suzanne and Mike, 

Rolling Stone has posted 
markings that was posted 
to send to opa asap. 



a blog with a link to a document with the DHS seal and nppd/ ip 
to HSIN without approval. Here is the draft statement I would like 



Here is the link: 



http : //wwwl . rollingstone . com/extras /13637 J)HS%20IP%20Special • pdf 
Please let me know if this is ok. 



Bob 




Original Message ----- 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 07:31 PM 

To: Davis, Robert M 

Subject: Statement 

let me know when you have a draft. Thanks man 
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Shlossman. Am 




From: 
Sent: 
To: 
Cc: 

Subject 



Boogaard, Peter 

Wednesday, February 29, 2012 8:46 AM 

Kroloff, Noah; Sandweg, John 

Grossman, Seth; Callahan, Mary Ellen; Shlossman, Amy 

RE; Statement 






How about this? 




Congress requires DHS J National Operations Center (NOC) ff to provide situational awareness and 
establish a common operating picture for the entire federal government and for state, local, 
and tribal governments as appropriate, in the event of a natural disaster or terrorist attack 
and ensure that critical terrorism and disaster-related information reaches government 
decision-makers. ** Under this requirement , the NOC monitors social media only for situational 
awareness purposes during times of crisis, such as a terrorist attack or earthquake* 



-Original Message 

From: Kroloff, Noah 

Sent: Wednesday, February 29, 2012 8:40 AM 

To: Boogaard, Peter; Sandweg, 

Cc: Grossman, Seth; Callahan, Mary Ellen; Shlossman, Amy 

Subject: RE: Statement 



John 



Can we say something about the employees being disciplined in the on the record? 



Original Message 

From: Spaulding, Suzanne 
Sent: Wednesday, February 29, 2012 8:37 AM 

To: Boogaard, Peter; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; Sandweg, John; 
Bela nd, Michael; Davi s, Robert M 

Cc: [©IQ^^^^^^H Epley, Veronica; F lores, Gina; Hess, David; Grossman, Seth; Callahan 
Mary Ellen; Shlossman, Amy 

: Re: Statement 



$ 








According to Bill Flynn, they were not looking at social media. They exceeded their writ 
doing analysis j but it was based on traditional media sources. 







Original Message 

From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 08:25 AM 



To: Spaulding, Suzanne; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; Sandweg, John; 

Beland. Michael; Davi s , Robert M 

Cc: 




Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 
Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 




Original Message — ■-- 

From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2012 08:24 AM 

To: Boogaard, Peter; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; Sandweg, Dohn; 

Bel and, Michael; Davi s, Robert M 

Cc: 



Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 





Mary Ellen; Shlossman, 
Subject: Re: Statement 



What is the violation of privacy 




st 



> 



Original Message — — 

From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 08:22 AM 

To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Kroloff, Noah; Sandweg, 3ohn; 

Beland^Wichae^^avis, Robert M 

Cc: GQ3©HH^| E pley j Veronica; Flores, Gina; Hess, 

Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 




; Gros 




, Seth; Callahan, 



Most recent statement is attac 





Original Message 




From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 08:19 AM 

To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Kroloff 3 Noah; Sandweg, 

Bela nd, Michael; Davi s > Robert M 

Cc: [UlliSc^^^^^^H Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 

Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 




- Original Message 



F r out : 
Sent: 



Durkovich, Caitlin 




February 29, 2012 08:16 AM 



To: Flynn, William; Spaulding, Suzanne; Boogaard, Peter; Kroloff, Noah; Sandweg, John; 

Bela nd, Michael; Davi s, Robert M 

Cc: DtuBlUfliiiiiiiiiiiH Epl^yj Veronica; Flores, Gina; Hess, David; 

U Bfl M ■■■ ■ 

Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 



Grossman, Seth; Callaharij 




Caitlin Durkovich 
Chief of Staff 



ional Protection and Programs Directorate U.S. Department of Homeland Security 





- Original Message 

From: Flynn, William 

Sent: Wednesday , February 29, 2012 08:08 AM 

To: Spaulding, Suzanne; Boogaard, Peter; Kroloffj Noah; Sandweg, John; Durkovich, Caitlin; 

Bela nd, Michael; Davi s, Robert M 

Cc: [©EilflHH^H &pley> Veronica; Flores, Gina; Hess, David; Grossman, Seth; 

Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 



Callahan 



Background: IP (POD division) compiles an open source report on critical infrastructure 
is posted to HSIN. The contract for this service recently changed and the new contractor 
inappropriately conducted some "analysis" to the open source information (in this case). 
it was brought to my attention the report was pulled (other steps have also been taken). 
However the fed staff undertook a thorough review and every source is traditional media, 
report references social media resources but that was found in traditional sources. No 
monitoring of social media took place. 




When 



Th 



William F. Flynn 

Acting Assistant Secretary 

Office of Infrastructure Protection 



US Department of Homeland Security 







gov 



Original Message 

From: Spaulding, Suzanne 

Sent: Wednesdays February 29, 2012 06:47 AM 

To: Boogaard, Peter; Kroloffj Noah; Sandweg, John; Durkovich, Caitlin; Beland, Michael; 

Da v is^ Robert M 

Cc: 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 




Seth; Callahan, Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 
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Original Message 



From: Boogaardj Peter 

Sent: Tuesday , February 28, 2012 11:15 PM 

To: Kroloff , Noah; Sandweg, John; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; 

Davis. Robert M 

Cc: 







Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 



Seth; Callahan, Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 




Original Message 

From: Kroloff, Noah 

Sent: Tuesday, February 28, 2012 11:12 PM 

To: Sandweg, John; Boogaard, Peter; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael 

Davis, Robert M 

Cc: 



t 




Epley, Veronica; Flores, Gina; Flynnj William; Hess, David; Grossman! 



Seth; Callahan, Mary Ellen; Shlossman, 
Subject: Re: Statement 







Where r we on thi 



Original Message 

From: Sandweg, John 

Sent: Tuesday, February 28, 2912 10:26 PM 

To: BooRaard^Peter; Spaulding, Suzanne; Durkovich , Caitlin; Beland, Michael; Davis, Robert M 
Cc: SSESH^I^Ii Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 
Seth; Callahan, Mary Ellen; Kroloff, Noah; Shlossman, Amy 
Subject: Re: Statement 



Definitely think that the more we can push back on any inaccuracies the better. 



. 



That said, assuming he isn't going to pull down the blog post, with other similar privacy 
related issues out there, we need a clear statement that explains that this report was 
drafted in violation of our privacy standards. 



+ Noah and Amy 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 18:21 PM 

To: Spauld^Tg^Suzanne : Durkovich, Caitlin; Beland, Michael; Davis, Robert 

Cc: [uII©H|^m Epley, Veronica; Flores, Gina; Flynn, William; Hess, 

Seth; Sandweg, John; Callahan, Mary Ellen 

Subject: Re: Statement 



M 

David; Grossman, 



Also looping MEC. 



— '-* Original Message 
From: Boogaard, Peter 
Sent: Tuesday,, February 
To: Spaulding, Suzanne; 



28, 2012 10:19 PM 

Durkovich, Caitlin; Beland 



Michael; Davis, Robert M 
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Cc: 




Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 



Seth; Sandwegj John 
Subject: Re: Statement 

Looping Sandweg and Grossman, I think we need to move forward with the statement we proposed. 

-- — Original Message 

From: Spaulding, Suzanne 

Sent: Tuesday, February 28 , 2012 10:04 

To: pu r k o v^t^Ca^li n ; Boogaard, Peter; Beland, Michael; Davis, Robert M 

Cc: [©{©HHHHI Epleyj Veronica; Flores, Gina; Flynn, William; Hess, David 

Subject : Re : Statement 





Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2612 09:43 PM 

To: Boocaard^Peter: Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: (©ESIH^^HI Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 

Subject: Re: Statement 




Spaulding is out of her speaking engagement and is going to review report, blog and 



statement. 
Caitlin Durkovich 
Chief of Staff 



National Protection and Programs Directorate U.S. Department of 





and Security 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:24 PM 

To: Durkovich^Ca^M n ; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 
Cc: Q392&m^HH Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 
ect: Re: Statement 




Can you confirm that this accurate? 



Original Message 

From: Booeaard. Peter 



Sent: Tuesday, February 28, 2012 09:07 PM 

To: DurkovicJ^Ca^lin; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 
Cc: [©I©HH^^H Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 
Subject: Re: Statement 




5 



Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28 , 2012 09:03 PM 

To: Boogaarc^Peter: Beland, Michael; Davis, 

Cc: QSQBSflHHHI ^pley, Veronica; Flores, 
Subject: RE: Statement 




ert M; Spaulding, Suzanne 
Gina; Flynn, William; Hess, David 




If anything, I think we should consider calling Hastings and help him understand our mission. 



Original Message- 

From: Boogaard, Peter 
Sent: Tuesday, February 28, 2012 8:55 PM 

To; B eland^jichae^ Davis t Robert M; Durkovich, Caitlin; Spaulding, Suzanne 
Cc: (£2ESfll^HiH Epley, Veronica; Flores, Gina; Flynn, William 
ect: Re: Statement 




Couple changes. 

Is this accurate? Our FO likes this approach. If there are different opinions, let me know. 




Original Message 




From: Belandj Michael 

Sent: Tuesday, February 28, 2012 08:35 PM 

To: Davis* Robert M; Durkovich, Caitlin; Boogaard, Peter; Spaulding, Suzanne 

Epley, Veronica; Flores, Gina; Flynn, William 



Cc: 

Subject: Re: Statement 

We are still working the dates, but, based upon the document and our recollection, it was 
posted to hsin and one cannot access the materials on hsin without a password. Once we get 
the dates, we'll pass them along, but that may not be before you push this out. 






Michael Beland 

Chief of Staff 

Office of Infrastructure Protection 

National Protection and Programs Directorate U.S. Department of Homeland Security 
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Original Mes 

From: Davis. Robert M 

Sent: Tuesday, February 28, 2012 08:20 PM 

To: Beland^^ichae^; Durkovich , Caitlin; Boogaard, Peter; 

Cc: [©EiHiHHfli Epleyj Veronica; F lores, Gina; Flynn 
Subject: Re: Statement 



Spaulding, Suzanne 
, William 





.- original Message 

From: Beland, Michael 

Sent: Tuesday, February 28, 2012 07:55 PM 

To: Durkovich^Ca^M n ; Boogaard, Peter; Davis, Robert M; Spaulding, Suzanne 

Cc: [©EiSHII^^H Epley, Veronica; Flores, Gina; Flynn, William 

Subject: Re: Statement 

+ Mr Flynn. I want to confirm that it was indeed on HSIN, and I am working that 

Michael Be land 
Chief of Staff 
Office of Infrastructure Protection 



National Protection and Programs Directorate U.S. Department of Homeland Security 





Original Message 

From: Durkovich, Caitlin 

: Tuesday j February 28, 2012 07:52 PM 
To: Boogaard . Peter: Davis, Robert M; Spaulding, Suzanne; Beland, Michael 
Cc: Q^Q^mmH Epley* Veronica; Flores, Gina 
Subject: RE: Statement 



Can we get the link to the blog post? Need to un 




and the context. 




28. 2012 7:50 PM 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, 

To: Davis, Robert M; Spaulding, Suzanne; Beland, Michael 

Epley, Veronica; Flores, Gina; Durkovich, Caitlin 
Subject: Re: Statement 




If we are going this route, we need to oush back stronger- We never approved of this approach 
and the individuals who piblished it did so without approval from nppd leadership. 
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Original Message 

rt M 




From: Davis , 

Sent: Tuesday, February 28, 2012 07:48 PM 

Idi 



To; S 
Cc: 




Suzann e; Beland, Michael 

Boogaardj Peter; Epley, Veronica; FloreSj Ginaj Durkovich, Caitlin 



Subject: Re: Statement 






Suzanne and Mike, 



Rolling Stone has posted 

markings that was posted 
to send to opa asap. 



a blag with a link to a document with the OHS seal and nppd/ ip 
to HSIN without approval. Here is the draft statement I would like 



Here is the link: 



http://wwwl.rollingstone.com/extras/13617_DHS%20IP%20Special.pdf 
Please let me know if this is ok. 



Bob 




Original Message 

From; Boogaard, Peter 

Sent: Tuesday, February 
To: Davis j Robert M 
ect: Statement 



28, 2012 07:31 PM 




let me know when you have a draft. Thanks man 
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Shlossman, Am 




From : 
Sent: 

To: 
Cc: 

Subject: 



Kroloff, Noah 

Wednesday, February 29, 2012 8:48 AM 

Boogaard, Peter; Sandweg, John 

Grossman, Seth; Callahan, Mary Ellen; Shlossman, Amy; Colburn, Brent 

RE; Statement 



The first para is unintelligible. Do you want me to edit or do you want to correct? 
- Original Message •• 



From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 8:46 AM 
To: Kroloff, Noah; Sandweg, Dohn 
Cc: Grossman, Seth; Callahan, Mary 
Subject: RE: Statement 



Ellen, Shlossman 



> 



Amy 



How about this? 
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Congress requires DHS J National Operations Center (NOC) "to provide situational awareness and 
establish a common operating picture for the entire federal government and for statej local, 
and tribal governments as appropriate, in the event of a natural disaster or terrorist attack 
and ensure that critical terrorism and disaster- related information reaches government 
decision -makers." Under this requirement, the NOC monitors social media only for situational 
awareness purposes during times of crisis , such as a terrorist attack or earthquake. 




Original Message 

From: Kroloff, 
Sent: Wednesday, February 29, 
To: Boogaard, Peter; Sandweg, 
Cc: Grossman, Seth; Callahan, 
ect; RE: Statement 




2812 8:48 AM 
Hohn 




Ellen; Shlossman, Amy 



Can we say something about the employees being disciplined in the on the record? 






Noah; 





n; 



Original Message 

From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2012 8:37 AM 

To: Boogaard, Peter; Durkovich, Caitlin; Flynn, William; Kroloff, 

Bel and t Michael; Davi s. Robert M 

Cc: [©{©HHII^^I Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 

Mary Ellen; Shlossman, 

l 




Subject: Re: Statement 






According to Bill Flynn, they were not looking at social media 
doing analysis, but it was based on traditional media sources. 




exceeded their writ by 



Original Message -■ 

From: Boogaard^ Peter 

Sent: Wednesday, February 29, 2012 08:25 AM 

To: Spaulding, Suzanne; Durkovich, Caitlin; Flynn j William; Kroloff, Noah; 

Beland. Michael; Davis, Robert M 




Cc: 





j 



Mary Ellen; Shlossman, 
Subject: Re: Statement 




— -- Original Message 

From; Spaulding, Suzanne 

Sent: Wednesday, February 29 , 2012 08:24 AM 

To: Boogaard, Peter; Durkovich, Caitlin; Flynn, 

Beland ^ Michael; Davi s t Robert M 

Cc: 



, 3ohn; 



Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 




William; Kroloff, Noah; Sandweg, John 



* 




Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 



Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 

What is the violation of privacy standards? 



Original Message 

From: Boogaard, Peter 

Sent: Wednesday , February 29, 2012 08:22 AM 

To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Kroloff, Noah; Sandweg, Dohn; 

Bel and .Michael ; Davi s * Robert M 
Cc: 




Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 
Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 

Most recent statement is attached- 





iginal Message 

From: Boogaard, Peter 

Sent: Wednesday j February 29, 2012 08:19 AM 

To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Kroloff , Noah; Sandweg, 3ohn; 

Bel and. Michael : Davis, Robert M 

Cc; QS9ESHHIHHI Epl^y j Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 

Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 
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I'm happy to talk with him, but need the talkers. AlsOj still think we need the pushback 
statement. We have included in the most recent draft that the info came from open source 
material. 





Original message ---- 

From: Durkovich, Caitlin 

Sent: Wednesday, February 29, 2012 08:16 AM 

To: Flynn, William; Spaulding, Suzanne; Boogaard, Peter; Kroloff, Noah; Sandweg, John; 

. Michael; Davi s, Robert M 
Cc: iu2Ml£2HHi^^^H E Pl e V* Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 
Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 

Again, I think we need to pick up the phone, and call Hastings, National security is his 
beat, but he can be provocative so we need to have a clear sey of tps. Let's explain our 
mission, to include what FPS's role has been in OWS. 
push back on the inaccuracies. 




Caitlin Durkovich 
Chief of Staff 



National Protection and Programs Directorate U,S, 





of Homeland Security 




----- Original Message — -— - 
From; Flynn, William 

Wednesday, February 29, 2012 08:08 AM 
To: Spaulding, Suzanne; Boogaard, Peter; Kroloff, Noah; Sandweg, John; Durkovich, Caitlin; 
Bel and, Michael; Davi s, Robert M 

Cc: S2K^^HHiiH Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 
Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 

Background: IP (POD division) compiles an open source report on critical infrastructure which 
is posted to HSIN, The contract for this service recently changed and the new contractor 

sis" to the open source information (in this case). When 





inappropriately conducted some 

it was brought to my attention the report was pulled (other steps have also been ta 
However the fed staff undertook a thorough review and every source is traditional media 
report references social media resources but that was found in traditional sources. No 
monitoring of social media took place. 



M 



The 



William F. Flynn 

Acting Assistant Secretary 

Office of Infrastructure Protection 



US Department of Homeland Security 




Original Message ----- 

From: Spaulding, Suzanne 

Sent; Wednesday , February 29, 2012 86:47 AM 
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To: Boogaard, Peter; Kroloff, Noah; Sandweg, John; Durkovich, Caitlin; Belandj Michael; 

Davis j Robert M 

Cc: McConnell, Scott; Epley, Veronica; Flores, Gina; Flynnj William; Hess, David; Grossman, 

Seth; Callahan, Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 




Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28 J 2012 11:15 PM 

To: Kroloff, Noah; Sandweg, John; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; 
Davis, Robert M 

Cc: McConnell, Scott; Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 
Seth; Callahan, Mary Ellen; Shlossman, Amy 
ect; Re: Statement 














Original Message - 

From: Kroloff, Noah 

Sent: Tuesday, February 28, 2012 11:12 PM 

To: Sandweg, John; Boogaard, Peter; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; 

Davis, Robert M 

Cc: McConnell, Scott; Epley, Veronica; Flores, 

Seth; Callahan, Mary Ellen; Shlossman, 

Subject: Re: Statement 

Where r we on this 



Gina; Flynn, William; Hess, David; Grossman 




Original Message •- 

From: Sandweg. John 






Sent: Tuesday, February 28, 2012 10:26 PM 
To: Boogaard, Peter; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 
Cc: McConnell, Scott; Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 
Seth; Callahan, Mary Ellen; Kroloff, Noah; Shlossman, Amy 
iect: Re: Statement 




Definitely think that the more we can push back on any inaccuracies the better. 



That said j assuming he isn't going to pull down the 
related issues out there, we need a clear statement 
drafted in violation of our privacy standards. 



blog 
that 



post, with other similar privacy 
explains that this report was 



+ Noah and Amy, 




inal Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 10:21 PM 

Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 



To: S 
Cc: 




Epley, Veronica; Flores 3 Gina; Flynn, William; Hess, David; Grossman 
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i Sandweg, John; Callahan, Mary Ellen 
Subject: Re: Statement 
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Also looping MEC 



Original Message - 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 10:19 PM 

Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 



To: Soauldi 

Cc: 

Seth; Sandweg, 3ohn 
Subject: Re: 




Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 




t 



Looping Sandweg and Grossman. I think we need to move forward with the statement we proposed 
Original Message — 



From: Spaulding, Suzanne 

Sent: Tuesday, February 28, 2612 10:04 PM 

To: Du r k o vich^Ca^li n ; Boogaard, Peter; Beland, Michael; Davis, Robert M 

Cc: S^^^uUHHi Epley, Veronica; Flores, Gina; Flynn, William; Hess 

Subject: Re: Statement 



David 




Original Message --■ — 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 09:43 PM 

To: Boo gaard . Peter: Beland M Michael; Davis, Robert M; 

Cc; I^^HIHH 2pl e y# Veronica; Flores, Gina; Flynn 

Subject: Re: Statement 




ing, Suzanne 
William; Hess, David 



DUS Spaulding is out of her speaking engagement and is going to review report, blog and 

statement, 

Caitlin Durkovich 

Chief of Staff 

National Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:24 PM 

To: D u ijco vich^Caltll n ; Beland, Michael; Davis, Robert M; Spaulding, 

Cc: S^^^9HJ||^^H Epley, Veronica; Flores, Gina; Flynn, William; 

Subject: Re: Statement 

Can you confirm that this accurate? 




zanne 
Hess, David 



Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:07 PM 

To: purkovich^Caitlin ; Beland, Michael; Davis, Robert M; 

Cc: SSK^^H^I^H Epley > Veronica; Flores, Gina; Flynn 




, Suzanne 
William; Hess, David 
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Subject: Re: Statement 




Original Message 

From: Durkovich, Caitlin 
Sent: Tuesday, February 28, 

To: Boogaard. Peter; Beland, 



Cc: 




2012 09:03 PM 

Michael; Davis, Robert M; 



Epley, Veronica; Flores, Gina; Flynn 



Spaulding, Suzanne 

, William; Hess, David 




RE: Statement 







If anything, I think we should consider calling Hastings and help him understand our mission 



Original Message 

From: Boogaard, Peter 

Sent; Tuesday, February 28 3 2012 8:55 PM 

To: Beland, M Michael; Davis 3 Robert M; Durkovic 

Cc: 




, Caitlin; Spaulding, Suzanne 



Epley, Veronica; Flores, Gina; Flynn, William 

Subject; Re: Statement 

Couple changes. 

Is this accurate? Our FO likes this approach. If there are different opinions, let me know. 




-- — Original Message --■ — 

From: Bel and, Michael 

Sent: Tuesday, February 28, 2012 08:35 PM 

To: Davis^tober^^: Durkovich, Caitlin; Boog 

Cc: SSQE^QHU^^M E P le V* Veronica; Flores, 
Subject: Re: Statement 



rd, Peter; Spaulding, Suzanne 

n, William 



Gina; 
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We are still working the dates, butj based upon the document and our recollection* it was 
posted to hsin and one cannot access the materials on hsin without 



a 



the dates j we'll pass 





, but that may not be before you 




password. Once we get 

this out* 



Michael Beland 

Chief of Staff 

Office of Infrastructure Protection 



National P rotection and Programs Directorate U.S. Department of Homeland Security 




Original Message 

From: Davis , Robert M 

Sent: Tuesday, February 28, 2012 08:20 PM 

To: Beland_Michael: Durkovich » Caitlin; Boogaard, Peter; Spaulding, Suzanne 

Cc: SS9B&9HHHH Epley, Veronica; Flores, Gina; Flynn^ William 

Subject: Re: Statement 






Message 

From: Beland, Michael 

Sent: Tuesday, February 28, 2012 07:55 PM 

To: D u r k o vich_Caitli n : Boogaard, Peter; Davis, Robert M; Spaulding, Suzanne 

Cc: SS^^^HHH Epley, Veronica; Flores, Gina; Flynn, William 

Subject: Re: Statement 









+ Mr Flynn. I want to confirm that it was indeed on HSIN, and I am working that 



Michael Beland 

Chief of Staff 

Office of Infrastructure Protection 

National Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 07:52 PM 

To: Booga ard^eter: Davi s , Robert M; Spaulding, Suzanne; Beland, Michael 

Cc: ^^Umi Epley, Veronica; Flores, Gina 

Subject: RE: Statement 

Can we get the link to the blog post? Need to understand the context. 



Original Message 
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From; Boogaard, Peter 

Sent: Tuesday, February 28, 2012 7:56 PM 

To: Davis ^Rober^l; Spaulding, Suzanne; Beland, Michael 

Cc: (©E^IHIIi^H Epley, Veronica; Flores, Gina; Dur 

Subject: Re: Statement 





itlin 



If we are going this route, we need to oush back stronger. We never approved of this approach 
and the individuals who piblished it did so without approval from nppd leadership. 

Original Message 

From: Davis, Robert M 

Sent: Tuesday, February 28, 2012 07:48 PM 

To: Soauldi 
Cc: 




Suzann e; Beland, Michael 

Boogaard, Peter; Epley, 



Veronica; Flores, Gina; Durkovich, Caitlin 



Subject: Re: Statement 



Suzanne and Mike, 



Rolling Stone has posted 
markings that was posted 
to send to opa asap. 



a blog with a link to a document with the DHS seal and nppd/ ip 
to HSIN without approval. Here is the draft statement I would like 



Here is the link: 






http: //wwwl . rollingstone. com/extras/13637_DHS%201P%20Special . pdf 




Please let me know if this is ok. 





Original Message - 



F 




aard. Peter 



Sent: Tuesday, February 28, 2012 07:31 PM 

To: Davis, Robert M 
Subject: Statement 

let me know when you have a draft* Thanks man 
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Shlossman, Am 




From 
Sent: 
To: 



Cc: 



Subject: 



Flynn, William 

Wednesday, February 29, 2012 8:50 AM 

Boogaard, Peter; Spaulding, Suzanne; Durkovich, Caitlin; Kroloff, Noah; Sandweg, John; 

Beland^ichael: Davis, Robert M 

S2K^HHHI E P ,e y> Veronica; Floras, Gina; Hess, David; Grossman, Seth; Callahan, 
Mary EHen^nloss man, Amy 

RE: Statement 



Just to be very clear ,,. they did not look at social media. They looked at traditional media 
reporting which may have been reporting/quoting social media. This is an important 
distinction. 



William F. Flynn, 

Acting Assistant Secretary, 

Office of Infrastructure Protection 



US Department of Homeland Security 





Original Message- 

From: Boogaard , Peter 

Sent: Wednesday, February 29 , 2012 8:25 AM 
To: Spaulding, Suzanne; Durkovich, Caitlin; Flynn, William; 
Beland^Wichaej^DaviSj Robert M 

Cc: S3ESBHIHB E Pl e y* Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 
Mary Ellen; Shlossman, Amy 

: Re: Statement 



> 



Noah; Sandweg, lohn; 







Original Message 

From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2012 08:24 AM 

To: Boogaard, Peter; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; 

Bela nd, Michael; Davi s, Robert M 
Cc: 



Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan 
Mary Ellen; Shlossman, Amy 

Re: Statement 








j 




What is the violation of privacy standards? 



Original Message 

From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 08:22 AM 
To: Durkovich, Caitlin; Flynn, William; Sp 
Beland, Michael; Davis, Robert M 



lding, Suzanne; Kroloff, Noah; Sandweg, Dohn; 



l 





Cc: 

Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 



Veronica; Flores, Gina; Hess, David; Grossman,, Seth; Callahan 



* 



Most recent statement is attached. 




— -- Original Message 

From: Boogaard, Peter 

Sent: Wednesday , February 29, 2012 08:19 AM 

To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; 

Michael; Davis, Robert M 



Kroloff, Noah; Sandweg, Dohn; 




Cc: 




Epley, Ve 



Flores, Gina; Hess, David; Grossman, Seth; Callahan, 



Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 




Original Message - 

: Durkovich, Caitlin 




Sent: Wednesday, February 29* 2812 08:16 AM 

William: 



To: Flynn, 

Beland. Michael 

Cc: 

Mary Ellen; Shlossman, Amy 

Subiect: Re: Statement 




Spaulding, Suzanne; Boogaard, Peter; Kroloff, Noah; Sandweg, John; 
Davis, Robert M 

9 Veronica; Flores, Gina; Hess, David; Grossman* Seth; Callah 






Caitlin Durkovich 
Chief of Staff 



National Pro tection and Programs Directorate U.S. Department of Homeland Security 





Original Message 

From; Flynnj William 

Sent: Wednesday, February 29, 2012 08:08 
To: Spaulding, Suzanne; Boogaard, Peter; Kroloff, Noah; Sandweg, John; Durkovich, Caitlin; 
Bela nd, Michael; Davi s 3 Robert M 

Cc: OE^HHII^I Epley> Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan 
Mary Ellen; Shlossman, Amy 

ct: Re: Statement 



f 




Background: IP (POD division) compiles an open source report on critical infrastructure which 
is posted to HSIN. The contract for this service recently changed and the new contractor 
inappropriately conducted some "analysis" to the open source information (in this case). 




2 



it was brought to my attention the report was pulled (other 
However the fed staff undertook a thorough review and every 
report references social media resources but that was found 
monitoring of social media took place. 



steps have also been taken), 
source is traditional media. 



The 



in 




i 




sources. No 



William F, Flynn 

Acting Assistant Secretary 

office of Infrastructure Protection 
US Department of Homeland Security 







gov 



Original Message 

From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2012 06:47 AM 

To: Boogaard, Peter; Kroloff, Noah; Sandweg, 

Davis. Robert M 
Cc: 

Seth; Callahan, Mary Ellen; Shlossrnan, 
iect: Re: Statement 



3ohn; Durkovich, Caitlin; Beland, Michael; 




Epleyj Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 






Original Message 

From: Boogaard 3 Peter 

Sent: Tuesday, February 28, 2012 11:15 PM 

To: Kroloff, Noah; Sandweg, John; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; 

Davis, Robert M 

Cc: 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 




Seth; Callahan, Mary Ellen; Shlossrnan, Amy 
Subject: Re: Statement 




Original Message 

From: Kroloff, Noah 

Sent: Tuesday, February 28, 2012 11:12 PM 
To: Sandweg, John; Boogaard, Peter; Spaulding 
Davis. Robert M 



Suzanne; Durkovich, Caitlin; 






Beland, Michael; 



Cc; 




Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 



Seth; Callahan j Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 



Where r we on this 



From: 

Sent : 



Original Message 

Sandweg, John 
Tuesday, February 28, 



2012 10:26 PM 
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To : Boo 
Cc: 




Spaulding, Suzanne; Durkovich, Caitlin 
Epley, Veronica; Flores, Gina; Flynn, 



Beland, 
William; 



Michael; Davis, Robert M 
Hess, David; Grossman,, 



Seth; Callahan j Mary Ellen; Kroloff, Noah; Shlossman, Amy 
Subject: Re: Statement 



Definitely think that the more we can push back on any inaccuracies the better. 

That said , assuming he isn't going to pull down the blog post, with other similar privacy 
related issues out there, we need a clear statement that explains that this report was 
drafted in violation of our privacy standards. 

+ Noah and Amy. 

Original Message 

Peter 



From: 

Sent: 

To: S 

Cc: 
Seth; 




Tuesday, February 28, 2012 10:21 PM 

lding, Suzann e; Durkovich, Caitlin; Beland, Michael; Davis, Robert 




M 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 



Sandweg, lohn; Callahan, Mary Ellen 
Subject: Re: Statement 






Also looping MEC* 




Original Message 

From: Boogaard, Peter 

Sent: Tuesday 3 February 28, 2012 10:19 PM 

To: Spauldin g. Suzann e; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 

Cc: 



_ Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 
Seth; Sandweg, Dohn 
Subject: Re: Statement 

Looping Sandweg and Grossman. I think we need to move forward with the statement we proposed 

Original Message — — 

From: Spaulding, Suzanne 

Sent: Tuesday, February 28, 2012 10:04 PM 

To: Durkovich^Caitn n ; Boogaard, Peter; Beland, Michael; Davis, Robert M 

Cc: SSl^I^^H^I Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 

Subject: Re: Statement 





- Original Message 

: Durkovich, Caitlin 
Sent: Tuesday, February 28, 2012 09:43 PM 

To: Booeaard^eten Beland, Michael; Davis, Robert M; Spaulding, Suzanne 
Cc: 




Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 



Subject: Re: Statement 
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DUS Spaulding is out of her speaking engagement and is going to review report , blog and 

j ■ 



statement 
Caitlin Durkovich 

Chief of Staff 



National Protection and Programs Directorate LLS, Department of Homeland Security 




Original Message 



From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:24 PM 

To: Durkovich, Caitli n; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 




Subject: Re: Statement 

Can you confirm that this accurate? 



Original Message 

From: Boogaard, Peter 
Sent: Tuesday, February 
Durkovich 



To: 
Cc: 




28, 2012 89:07 PM 

Caitli n; Beland, Michael; Davis, Robert M; Spaulding, 

, Veronica; Flores, Gina; Flynn, William; Hess, David 



Suzanne 




Subject: Re: Statement 




Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 09:03 PM 

To: Boogaard^Peter; Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: [©E^l^H^H Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 

Subject: RE: Statement 







If anything, I think we should consider calling Hastings and help him understand our mission. 

Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 8:55 PM 

To: Beland^lichae^ Davis, Robert M; Durkovich^ Caitlin; Spaulding, Suzanne 
Cc: [©EsSBHHH ^pley, Veronica; Flores, Gina; Flynn, William 

: Re: Statement 





Couple changes 
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Is this accurate? Our FO likes this approach. If there are different opinions, let me know 




Original Message 

From: Beland, Michael 

Sent: Tuesday, February 28, 2012 88:35 PM 

To: Davis ^Rober^l: Durkovich, Caitlin; Boogaard, Peter; Spaulding, Suzanne 

Cc: Qgj^ymmi Epley, Veronica; Flores, Gina; Flynn, William 

Subject: Re: Statement 

We are still working the dates, but, based upon the document and our recollection, it was 
posted to hsin and one cannot access the materials on hsin without a password. Once we get 
the dates j we'll pass them along, but that may not be before you push this out. 



Michael Beland 

Chief of Staff 

Office of Infrastructure Protection 

National P rotection and Programs Directorate U.S. Department of Homeland Security 





Message 

From: Davis, Robert M 

Sent: Tuesday, February 28, 2012 08:20 PM 

To: Belanc^Michae^Durkovich, Caitlin; Boogaard, Peter; Spaulding, Suzanne 

Cc: d5K9B^^^H Epley, Veronica; Flores, Gina; Flynn, William 

Re: Statement 







Sent: Tues 




Original Message 

From: Beland, Michael 

, February 28, 
To: Purkovich, Caitli n: 

Cc: [J3j|©^^^^^^^| E pi e y/ 

Subject: Re: Statement 



2012 07:55 PM 

j Peter; Davis, Robert M; Spaulding, Suzanne 
Veronica; Flores, Gina; Flynn , William 




+ Mr Flynn. I want to confirm that it was indeed on HSIN, and I am working that 
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Michael Beland 
Chief of Staff 
Office of Infrastructure Protection 



National Protection and Programs Directorate U.S. Department of Homeland Security 




Original Message 

From: Durkovichj Caitlin 

Sent: Tuesday, February 28, 2012 07:52 

To: Boogaard, Peter; Davis, Robert M; 



PM 




Cc: 

Subiect: RE: Statement 




> 



Veronica; 



ingj 

F lores, Gina 




; Beland, Michael 



Can we get the link to the blog post? Need to understand the context - 





Or 

From: Boogaard, Peter 
Sent: Tuesday, February 28, 2012 7:50 PM 
To: Davis^tobej^^l: Spaulding, Suzanne; Beland, Michael 
Cc: [©EiiQHHHBHI Epley, Veronica; Flores, Gina; Durkovich, Caitlin 
iect: Re; Statement 




If we are going this route* we need to oush back stronger. 




never approved of this approach 



and the individuals who piblished it did so without approval from nppd leadership 



Original Message 

From: Davis, Robert M 

Sent: Tuesday, February 28, 2012 67:48 PM 

To: Spauldiiig^Suzanne ; Beland, Michael 

Cc : [©I©]HI^I^H Boogaard, Peter; Epley, 

Subject: Re: Statement 



Veronica; Flores, Gina; Durkovich, Caitlin 



Suzanne and Mike, 

Rolling Stone has posted 

markings that was posted to HSIN without a 

to send to opa a sap. 



a blog with a link to a document with the DHS 

* Here is the draft 



seal 





and nppd/ ip 
I would like 



Here is the link: 



http://wwwi* rollingstone.com/extras/13637_DHS%20IP%20Special.pdf 



Please let me know if this 




ok. 



Bob 




— Original Message 
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Front: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 07:31 PM 

To: Davis 3 Robert M 
Subject: Statement 

Let me know when you have a draft* Thanks man 
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Shlossman, Am 




From: 

Sent: 

To: 



Cc: 





Kroloff, Noah 

Wednesday, February 29, 2012 8:51 AM 

Flynn, William; Boogaard, Peter; Spaulding, Suzanne; Durkovich, Caitlin; 

Be land^ichael. Davis. Robert M 

BSBB^H^^I Epley, Veronica; Flares, Gina; Hess, David; Grossman, Seth; 
Mary Ellen; Shlossman, Amy 
RE: Statement 



, John: 




an, 



That is important 






Message-- — 
From: Flynn, William 

Sent: Wednesday, February 29, 2012 8:50 AM 

To: Boogaard , Peter; Spaulding, Suzanne; Durkovich, Caitlin; Kroloff, Noah; 
Bela nd, Michael; Davi s , Robert M 

Cc ; [J3S©^^^^^^H Epley* Veronica; Flores, Gina; Hess> David; Grossman, Seth; Callahan, 
Mary Ellen; Shlossman, Amy 
Subject: RE: Statement 



3ust to be very 
reporting which 
distinction* 




they did not 




at social 




la 



— 




looked at traditional media 



may have been reporting/quoting social media. This is 



important 



William F* Flynn, 

Acting Assistant Secretary, 

Office of Infrastructure Protection 

US Department of Homeland Security 




Original Message 

From: Boogaard, Peter 
Sent: Wedne 




, February 29 > 2012 8:25 AM 
To: Spaulding, Suzanne; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; Sandweg, Dohn; 
Bela nd, Michael; Davi s, Robert M 

Cc: (0fi*|^^^^^^H Epleyj Veronica; Flores, Gina; Hess, David; Grossman, 
Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 



Seth; Callahan, 




Original Message 

From: Spaulding, Suzanne 

Sent: Wednesday, February 29, 2012 08:24 AM 

To: Boogaard, Peter; Durkovich, Caitlin; Flynn, William; Kroloff, Noah; Sandweg, John; 

Beland, Michael; Davis, Robert M 



l 



Cc: 




Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 



Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 

What is the violation of privacy standards? 

--■ — Original Message ----- 

From: Boogaard, Peter 

Sent: Wednesday, February 29, 2612 08:22 AM 

To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Kroloff, Noah; Sandweg 

Beland^ Michael; Davi s, Robert M 

Cc: 




John; 



Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 
Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 



Most recent statement is attac 








Original Message 

From: Boogaard, Peter 

Sent: Wednesday, February 29, 2012 08:19 AM 

To: Durkovich, Caitlin; Flynn, William; Spaulding, Suzanne; Kroloff, Noah; Sandweg 

Beland. Michael; Davis, Robert M 

Cc: 



3ohn 





Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 



Mary Ellen; Shlossman, 
Subject: Re: Statement 





Original Message -* 

From: Durkovich, Caitlin 

Sent; Wednesday, February 29, 2012 08:16 AM 

To: Flynn, William; Spaulding, Suzanne; Boogaard, Peter; Kroloff, 

Bel and j Michael; Davi s, Robert M 

Cc: 



Noah; 




, John; 




Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 



Mary Ellen; Shlossman, Amy 
Subject: Re: Statement 




Caitlin Durkovich 

Chief of Staff 



National Protection and Programs Directorate U.S. Department of Homeland Security 




-- Original Message - 
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From: Flynn, William 

Sent: Wednesday, February 29, 2812 08:08 

To: Spauldingj Suzanne; Boogaard, Peter; 

Bela nd, Michael; Davi s , Robert M 

Cc: 



AM 



Kroloff, Noah; Sandwegj Dohn; Durkovich, Caitlin; 




Epley, Veronica; Flores, Gina; Hess, David; Grossman, Seth; Callahan, 
Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 

Background: IP (POD division) compiles an open source report on critical infrastructure which 
is posted to HSIN, The contract for this service recently changed and the new contractor 
inappropriately conducted some "analysis" to the open source information (in this case). When 
it was brought to my attention the report was pulled (other steps have also been taken). 
However the fed staff undertook a thorough review and every source is traditional media. 



The 







port references social media resources but that was found in traditional sources. No 
itoring of social media took place. 



William F. Flynn 

Acting Assistant Secretary 

Office of Infrastructure Protection 



US Department of Homeland Security 




ov 



■* Original Message 

From: Spauldingj Suzanne 

Sent: Wednesday , February 29, 2012 06:47 AM 

To: Boogaard, Peter; Kroloff, Noah; Sandweg, 3ohn; Durkovich, Caitlin; Beland , Michael; 

Davis. Robert M 

Cc: 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 

ossman. 




Seth; Callahan, Mary Ellen; 
iect: Re: Statement 







Original Message 



From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 11:15 PM 

To: Kroloff, Noah; Sandweg, 3ohn; Spauldingj Suzanne; 

Davis. Robert M 



Durkovich, Caitlin; Beland, Michael; 



Cc 




Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 



Seth; Callahan, Mary Ellen; Shlossman 
Subject: Re: Statement 



j 






Message 

From: Kroloff, Noah 

Sent: Tuesday, February 28, 2012 11:12 PM 
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To: Sandweg, Dohn; Boogaard, Peter; 
Davis. Robert M 




aulding, Suzanne; Durkovich, Caitlin; Beland, Michael; 




Cc: 

Seth; Callahan, Mary Ellen; Shlossman, Amy 

Subject: Re: Statement 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 



Where r we on this 




- Original Message 

: Sandweg, John 
Sent: Tuesday , February 28 j 2012 10:26 PM 
To: Boogaard^Peter; Spaulding, Suzanne; Durkovich, Caitlin; Be 

Cc: S2KS98HHB E P le y^ Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 
Seth; Callahan, Mary Ellen; Kroloff, Noah; Shlossman, Amy 
Subject: Re: Statement 




Michael; Davis, Robert M 



Definitely think that the more we can push back on any inaccuracies the better. 



That said, assuming he isn't goin 
related issues out there, we need 
drafted in violation of our privacy standards 



to pull down the 
a clear statement 




post. 






milar privacy 



that explains that this report was 



+ Noah and Amy, 



F 




- Original Message 

: Boogaard, Peter 
Sent: Tuesday, February 28, 2912 10:21 PM 

To: Spaulding, Suzann e; Durkovich, Caitlin; Beland, Michael; Davis, Robert 
Cc: [UIAwmHI^^^I Epley, Veronica; Flores, Gina; Flynn, William; Hess, 
Seth; Sandweg, 3ohn; Callahan, Mary Ellen 
Subject: Re: Statement 



M 

David; Grossman, 



To: S 

Cc: 





M 



Also looping MEC, 

Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2812 18:19 PM 

IdinR, Suzann e; Durkovich, Caitlin; Beland, Michael; Davis, Ro 

_ Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 
Seth; Sandweg, Dohn 
Subject: Re: Statement 

Looping Sandweg and Grossman. I think we need to move forward with the statement we proposed 
----- Original Message 

3 Suzanne 

February 28, 2812 10:04 PM 

Caitli n; Boogaard, Peter; Beland, Michael; Davis, Robert M 
Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 

iect: Re: Statement 




From: Spau 
Sent: Tuesday, 

To: Durkovich 

Cc: 
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— - 




Original Message 

From: Durkovich, Caitlin 

Sent: Tuesday , February 28 , 2012 09:43 PM 

To: Boogaard^Peter; Be land , Michael; Davis, Robert M; Spaulding, Suzanne 

C c ' Q^U^m^^H Epley, Veronica; Flores, Gina; 

Subject: Re: Statement 



Flynn, William; Hess, David 



DUS Spaulding is out of her speaking engagement and is going to review report, blog and 
statement. 
Caitlin Durkovich 
Chief of Staff 



National Protection and Programs Directorate U.S. Department of Homeland Security 







Original Message 

From: Boogaard, Peter 

Sent: Tuesday , February 28j 2012 09:24 PM 

To: Durkovich! Caitli n; Beland, Michael; Davis , Robert M; Spaulding 

Cc: 




j 



Suzanne 



Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 



Subiect: Re: Statement 



Can you confirm that this accurate? 

Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 09:07 PM 

To: Durkovich , Caitli n: Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: [UfAiSl^^^^^^H Epley^ Veronica; Flores, Gina; Flynn, William; Hess, David 

Subject: Re: Statement 




Original Message 



From: Durkovich, Caitlin 

Sent: Tuesday, February 28, 2012 09:03 PM 

To: Booeaard^Peter: Beland, Michael; Davis, Robert M; Spaulding, Suzanne 

Cc: S2ESIHHIHI Epley* Veronica; Flores, Gina; Flynn, William; Hess 

iect: RE: Statement 



* 
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If anything, I think we should consider calling Hastings and help him understand our mission 






Original Message 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 8:55 PM 

To: Beland^Jichae^ Davis, Robert M; Durkovich, Caitlin; Spaulding, Suzanne 

Cc: B^^Sl^H^HI Epley, Veronica; Flores, Gina; Flynn, William 

Subject: Re: Statement 



Couple changes. 

Is this accurate? Our FO likes this approach* If there are different opinions, let me 





Original Message 

From: Beland, Michael 

Sent: Tuesday, February 28, 2812 08:35 PM 

To: pavi s . R obert M : Durkovich a Caitlin; Boogaard, Peter; Spaulding 

Cc: S2ESHHHH £ P^ e Vj Veronica; Flores, Gina; Flynn, William 
Subject: Re: Statement 



Suzanne 



We are still working the dates, but, 
posted to hsin and one cannot access 
the dates, we'll pass them along, but 



based upon the document and our recollection, it was 
the materials on hsin without a password- Once we get 
that may not be before you push this out- 




Michael 

Chief of Staff 

Office of Infrastructure Protection 



National Protection and Programs Directorate U.S. Department of Homela 








Security 



Original Message 

From: Davis, Robert M 

Sent: Tuesday, February 28, 2012 08:20 PM 

To: Beland, Michael; Durkovich, Caitlin; 

Cc: 

Subject: Re: Statement 





, Peter; Spaulding, Suzanne 
Epley, Veronica; Flores, Gina; Flynn, William 
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Original Message 

From: Beland, Michael 

Sent: Tuesday, February 28 , 2012 07:55 PM 

To: Durkovich^Caitlin; Boogaardj Peter; Davis, Robert H; Spaulding, Suzanne 

Cc: S3K©HiHHI Epley, Veronica; Flores, Gina; Flynn, William 

Subject: Re: Statement 

+ Mr Flynn. I want to confirm that it was indeed on H5IN, and I am working that, 

Michael Beland 
Chief of Staff 
Office of Infrastructure Protection 

National Protection and Programs Directorate U.S. Department of Homeland Security 






To: 

Cc: 



Su 



Original Message 

Durkovichj Caitlin 
Tuesday, February 28 , 2012 07:52 
Booeaard. Pete 



PM 





Davis, Robert M; Spaulding, Suzanne; 
Epley, Veronica; Flores, Gina 



Beland, Mi 



chael 



Can we get the link to the blog post? Need to understand the context. 

Original Message — — 

From: Boogaard, Peter 

Sent: Tuesday, February 28, 2012 7:50 PM 

To: Davis^Rober^J; Spauldingj Suzanne; Beland, Michael 

Cc: H3I@^^H^^H Epley, Veronica; Flores, Gina; Durkovichj Caitlin 

Subject: Re: Statement 

If we are going this route, we need to oush back stronger. We never approved of this approach 
and the individuals who piblished it did so without approval from nppd leadership. 



* 



Original Message 

From: Davis, Robert M 

Sent: Tuesday, February 28, 2012 07:48 PM 

To: Spauldin g, Suzann e; Beland. Michael 

Cc: 




Boogaard, Peter; Epley, 



Veronica; 



Flores, Gina; Durkovich, Caitlin 



Subject: Re: Statement 



Suzanne and Mike, 



Rolling Stone has posted a blog with a link to a document with the DHS seal and nppd/ ip 
markings that was posted to HSIN without approval. Here is the draft statement I would like 
to send to opa asap. 

Here is the link: 



http : //wwwl . rollingstone . com/extras/ 13637 J)HS%20IP%20Special . pdf 



Please let me know 




this is ok. 
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Original Message 



From: Boogaard, Peter 
Sent: Tuesday j February 
To: Davis j Robert M 
Subject: Statement 



28j 2012 07:31 PM 



let me know when you have a draft. Thanks man 



